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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

1. BBepeHue

HacTtosiwee «PykoBoactBo agmuHuctpatopa CKY[L PERCo-Web» (oanee — pykogodcmeo)
npeaHasHa4yeHo [fAnsi O3HAKOMMEHUss C  (PYHKUMOHANbHbIMM  BO3MOXHOCTAMW, OCHOBHbIMU
TEXHUYECKMMU XapaKTEPUCTUKaAMWU, NPUHLUUMNOM paboTbl U OCOBEHHOCTAMU HACTPOWKN CUCTEMBbI
KOHTpONA 1 ynpasneHus goctynom (ganee — cucmemsl) PERCo-Web.

PykoBoACTBO nNpegHasHayeHo AN aAMUMHUCTPATOPOB CUCTEMbI, a Takke ANs CUCTEMHbIX
aAMVHUCTPATOPOB KOMMbIOTEPHbLIX CETEN U COTPYAHMKOB CryX06 (noapasaeneHuin) no nogaepike
NpOrpamMmmHOro 1 anmnapatHoro oGecneyvyeHus.

B pykoBOACTBO BKMOYEHO ONMCaHMe TEPMUHOB, UCMOMb3YEMbIX NPY ONNUCAHUW CUCTEMbI, NPUBEAEH
nepevyeHo oboOpydoBaHWs, MOAAEPKMBAEMOro CUCTEMOM, yKasaHbl TpeboBaHusa K K mn cetn
Ethernet, ncnonb3yembix Npy1 NOCTPOEHUN CUCTEMBI.

PykoBOACTBO AOMKHO NCMONb30BaTLCA COBMECTHO C pyKOBOACTBaMM nonb3oBartensi Ha mogynu MO
cuctembl PERCo-Web.

llpumeyaHue:

- OkcnnyaTaumoHHas OOKyMeHTauns Ha obopyaoBaHue n no cucTembl
PERCo-Web poctynHa B 3neKkTPOHHOM Buae Ha cante komnaHum PERCo no agpecy:

WWW.perco.ru.

MpuHATLIE COKpaLleHus:
APM — aBTOMaTU3NpoBaHHOE paboyee MecTo;
ATI1 — aBTOTpaHcNopTHada NpoxoaHas;
B[] — 6a3a gaHHbIX;
BBY — BHelLHee BepuduLmMpytoLLee YCTPOUCTBO;
NCO — uHTerpmpoBaHHasa cuctema oxpaHbl;
NY — ncnonHuUTenbHOE YCTPONCTBO;
KM — KOHTPONBHO-NPOMYCKHOM MYHKT;
MAY — nynbT ANCTAHUMOHHOTO YrNpaBeHus;
MK — nepcoHanbHbIN KOMMbIOTEP, HOYTOYK;
MO — nporpammHoe obecnedeHue;
PKL — pexum KOHTpOonsa AOCTyna;
CKY[ — cuctema KOHTPOIsi U yNpaBleHUst AOCTYNOM;
CYB[] — cuctema ynpaeneHus 6asamm gaHHbIX;
TPJ1 — TepMuHan pacnosHaBaHuUs NunL;
YPB — y4yeT paboyero BpemeHu;
Ol — 9nekTpoHHas NpoxoaHasi.

BHumaHue!

B namatb koHTponnepoB PERCo-CL15, PERCo-CR11, PERCo-CT/L14, PERCo-CT13
BCTpoeHa cneuuanbHasa Bepcus 10O PERCo-Web, otnunyarowascs OT 0Obl4YHOM
OrpaHNYEeHNEM HEKOTOPbIX TEXHUYECKUX XapaKTepuCTUK U BO3MOXHOCTeM (CM. pasgen
«OCHOBHbIe _TexHU4Yeckue xapakrepuctukmy). Mogynmu [1O, npegHasHayeHHble
Ansa BcTpoeHHon Bepcun PERCo-Web, B cBoeM Ha3BaHuu cogepxaTl nutepy E
(«embedded»): PERCo-WBE, PERCo-WSE, PERCo-WME01, PERCo-WMEO02, PERCo-
WMEO05.



http://www.perco.ru/support/dokumentaciya/
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2.

Ha3HauyeHue

Cucrtema KOHTponsA u ynpasneHmsa goctynom PERCo-Web (nanee — cucmema) npegHasHayeHa
ANS MPUMEHEHUSA Ha MPOMbILLUNIEHHbIX NPeanpUATUAX, B yupexaeHusax, 6aHkax, busHec-LeHTpax,
B OpraHmsaumnsax MeguumHCKon, obpasoBaTtenbHOM W gpyrux cdep gedrenbHocTn. Cuctema
MO3BONSAET pellaTh crieayrLlmne 3agayu:

1. ABTOMaTtu3aumsi KOHTPOMNS W ynpaBfieHWe OOCTYNOM Ha TeppUTOPMIO NPeanpusiTus, B TOM
yucne:

3awmTa OT HEeCaHKUMOHUPOBAHHOIO MPOHWUKHOBEHWUSI MOCTOPOHHUX UL, HA TEPPUTOPUIO
npeanpuaTus;

pasrpaHuyeHve npaB AOCTyna COTPYAHUKOB U NMOCETUTENEN B MOMELLEHMSI NPeanpuUsaTUs;
cosgaHme APM coTpyaHWKOB crny6bl KOHTPOMbHO-MPONYCKHOTO pexuMa Ans NpoBeaeHus
npoueaypbl BepudukaumMm npoxoda COTPYAHUKOB W MoceTuTeneil, B TOM 4ucne
C BO3MOXHOCTbIO MCMNOMb30BaHNSA BUaeokamep U GUOMETPUYECKUX TEXHOMOIMIA.

2. TloBbiweHne adhHEKTUBHOCTN paboTbl NPeanpuATUsi, B TOM YUCHE:

aBTOMAaTM3MPOBAHHbIN y4eT paboyero BpeMeHu COTPYLAHMKOB;

aBTOMaTU3MPOBAaHHbLIN KOHTPOMb HapyLLIEeHWU TPY40BOW AUCLUMMNHBI;

opranmsaums APM pasnuyHon HanpaBneHHOCTU ANs CryX6 KOHTPONbHO-MPOMYCKHOMO
pexuma, nepcoHana, 61opo nponyckos, Byxrantepuu.
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3.

OcHoBHble ocobeHHocTU cuctembl PERCo-Web

O6wmeH paHHbiMuM mexay APM, B n obopygoBaHMeM CUCTEMbI OCYLLECTBIISIETCA MO CETU
Ethernet. 3To no3BonseT Npu pasBepTbiBaHUN CUCTEMbI UCMOSMb30BaTb YXKE CYLLECTBYHOLLYIO
IT-uHpacTpyKTYpy NpeanpuaTug.

Cepsep cuctemsl, cepsep B 1 Bce Heobxogmmoe ans pabdoTtbl cuctembl 10 ycTaHaBnnBaeTca
Ha ogHom [1K, noakntovyeHHOM K ceTu Ethernet. YctaHoBka gononHutensbHoro MO Ha APM
onepatopoB cuctembl He Tpebyetcsa. [locTyn OCyLWecTBRASieTCA YyAaneHHo, u4epes
Web-uHTepdeinc cepesepa CUCTEMBI.

Hannune nOCTOSHHOW CBSI3W KOHTPONNEPOB CUCTEMbI C CepBepoM He Tpebyetcs.
B sHeproHesaBucumylo namsaTb KaXOoro KOHTpomnnepa nepefarTcss BCe npasBa JocTyna
BnagenbLeB KapT. Tam e COXPaHATCA perucTpupyemMble KOHTPOMepom cobbiTus.
Mpy BOCCTaHOBIEHUM CBSA3U C CEPBEPOM CUCTEMbI COObITMSA NnepeHocaTcs B B cuctemoi.

YcTponcTea cucteMbl NoAAEPXKMBAOT BO3MOXKHOCTL 06HOBNEHNA BCTpoeHHOoro MO (NpoLumBekn)
no cetu Ethernet.

Cuctema nerko macwtabmpyeTcsi, TO eCTb BO3MOXHO yBenudeHne vymcna koHtponnepos (KIMIM)
n APM ¢ nx nHTerpaumen B yxxe CyLLECTBYIOLLYIO CUCTEMY.

Mpwn opraHmsauun gononHuTensHbix APM goctatoyHo 4ob6aButb B CUCTEMY HOBOTO onepartopa
M BblAaTb €My MOSIHOMOYMS Ha AOCTYN K COOTBETCTBYKOLMM pasgenam v nogpasgenam MO
CUCTEMbI.

MO cuctembl No3BONSIET MTMOKO HAcTpauBaTb NofHomounsa onepaTtopoB APM. NMonHomouns
BblJAlOTCA onepaTtopam He3aBMCMMO Ha pasgensl u nogpasgensl 10, obopynoaHue,
nomeLleHust, nogpasgenedunsa n 1.4. lNpun atom APM cBA3aHo He ¢ koHKpeTHbIM 1K, a ¢ y4yeTHom
3anucblo oneparopa.

Cuctema nopggepxuBaeT OuOMeTpuyeckme TexHonormn. BuomeTpudeckne KOHTpoOnepsbl
PERCo cHabeHbl ckaHepamu OTrneYaTkoB nanbLEeB, MOMUMO 3TOFO B CUCTEME peanu3oBaHa
MHTEerpauusi Co CTOPOHHMMN NPON3BOANTENAMMU:

— obopypoBaHne npousBoacTBa “Suprema” ¢ nonaepXkKoW CKaHWMPOBaHMS OTNedaTkoB
nanbLeB 1 pacno3HaBaHUsA No nuuy;

— obopygoBaHne npousBoactBa “ZKTeco” C noagepXKoW CKaHMPOBaHUA OTMNeYaTKoB
nanbueB, pacno3HaBaHus MO NULY U MOEHTUUKaUMM No nagoHu (BknovaeT B cebs
pacrno3HaBaHune no popme, oTneyvaTky U PUCYHKY BEH NTafoHW);

— obopypoBaHne npousBoacTBa “BioSmart” ¢ nogoepXKoW pacrno3HaBaHWA Mo nvuy
N naeHTUdUKaLmMmM No PUCYHKY BEH NafOHM.

CKaHI/IpOBaHI/Ie 6I/IOMeTpVI‘-IeCKVIX OaHHbIX NMpn HeO6XOLI,VIMOCTI/I OonosHAeT CTaHD,apTHbII7I MeTo
BEpUdUMKaLUM No KapTamM Ooctyna un no3BondeT yBelmiMinTb HageXHOCTb CUCTEMbl KOHTPONA
nynpasneHna AOOCTynoM Ha Tepputopun npeanpudatna  npm  npoxoge CoTpyaHUKOB
1 nocetutenen, obecneuvnBas npegoTepalleHne criydaeB npoxoga no l-Iy)KOI7I KapTe goctyna.

Cuctema, Kpome cTaHaapToB 6eCKOHTaKTHbIX KapT EMM n HID, Takke nogaepuBaeT ctaHaAapT
Mifare. KapTbl gaHHOro Tuna nofnydunnu camoe LUMPOKOe pacrnpocTpaHeHMe No BCEMY MUPY
1 NO3BONAIOT OPraHM30BaTb KOHTPOSb JOCTYNa U 3aLlUTy NepCcoHarbHbIX AaHHbIX, 3anUCaHHbIX
Ha KapTy, Ha CaMOM BbICOKOM YPOBHE.

B cucreme npegycMoTpeHa BO3MOXHOCTb WCMNOJfIb30BaHUA TeXHONOornn NFC (TeXHOJ'IOFI/IFl

BGecnpoBoAHOM Nepefayvn AaHHbIX Manoro paguyca AencTsus) Ans aMynsumm 6eCKOHTaKTHbIX
KapT — NpoXo4 1 AOCTyN OCYLLECTBNSETCA Npu nomoLin cmapTdoHa ¢ TexHonornen NFC.

Cuctema nopaepxuBaeT WHTerpauuio € 00OpyAOBaHWMEM CTOPOHHWUX MPOU3BOAUTENEN

(mocTynHo nocne npuobpeTeHus NULEH3N Ha cooTBeTCTBYOLWMe mogynu MNO):

— Buageokamepbl TRASSIR npoussoactea OO0 «JCCJl-lNepebiiiy;

— YCTPOMCTBA OXPaHHO-NMOXapHoW curHanuaaumm npomssogctea 3A0 HBI «bosud»
n OO0 «Pybex»;

— BUAeoKaMepsbl, nogknoveHHble K cepeepam MHmennekm X n Axxon Next nponssocTsa
OOO «Au Tu Bu epynn».

B cucteme npegycMOTpeH pexum MyrbTucepBepa Ans obbeauHeHus reorpadmyecku
yOaneHHbIX OObEeKTOB B eAMHYH CUCTEMY M MOBbLILIEHUS OTKA30YCTOMYMBOCTU B CETAX
¢ 6OMbLUMM KONIMYECTBOM KOHTPOSINIEPOB.
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4. CocTtaB ¥ NpUHUUNbI PaboTbl CUCTEMDI

CoctaB cuctembl npencrtaBiieH Ha CXxeme:

CepBep cuctemMbl =
PERCo-Web =

KoHTponnepsl pernctpayum

>

/\\

APM «AgMuHucTpatop» \

=
OneKTPOHHbIE NPOXOAHbIE

APM «OTtgen nepcoHanay - J
™
- e
D ¢
6 e
= KoHTponnepbl 3amMkoB
LLI
APM «Cnyx6a
KOHTPObHO-MPOMNYCKHOrO
pexvmar»
H
nnun
APM «Bropo nponyckos»
KoHTponnepsl
TYpPHUKETOB/
3aMKOB
TypHuket
APM «Bbyxrantepus» ’/

IP-Bngeokamepsl

o'y

IP-engeocepeepbl  Bugeokamepsbl

CtpykTtypHas cxema cuctembl PERCo-Web
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OCHOBHbI€ 3/1IEMEHTbl CUCTEMbI:

CepBep cucremol

Ha MK cepsepa cuctembl yctaHaenmeaetcs MO cuctembl, cocTosiLee U3 cepBepa, Buaeocepsepa,
Bl cuctembl n gpyroro scnomoratensHoro M0O. B B[], cuctembl kaxxgomMmy COTPYLHUKY M NOCETUTENIO
CTaBUTCA B COOTBETCTBME MpPONyCK-uaeHTudukatop (6eckoHTakTHas KapTa AOCTyna, LUTPUXKOA,
Openok mnn cmaptdoH ¢ dyHkumen NFC), ¢ yHMKanbHbIM HOMEpOM u / nnun GuomeTpuyeckas
WHdopMaums (oTnedaTtku nanbueB, WabMnoH fagoHu, wabnoH nuua). KoHdurypuposaHue
N ynpaerneHue cuctemon ocyuiectensaetca yepes Web-nHtepdenc cepsepa cCMCTEMBI.

Krn

KMMN obopyayloTca KOHTponnepamu, CYMATbIBATENSAMM KapT gocTyna, OGuomeTpuyecknmm
yctponctBamn, WY (TypHukeTamu, wnarbaymamu, 3aMkamu, Kanutkamum v T.4.) U Opyrum
pononHuTensHbiM obopyaosaHvem (MAOY, curHanusaunen, yCTpoucTBaMuM aBapUMHONO OTKPbITUS
npoxoga (FireAlarm), kapTonpuemHukamu, IP-eugeokamepamn n 1.4.). Bece Kl cBs3aHbl mexay
cobon u c MK cepBepa cuctemsl no cetn Ethernet.

Bo3moxHbl crniegytowmne BapuaHTtbl ynpasnenuna NY Ha KITT:

1. Onepatopom KTl B py4yHOM pexnme ¢ nomolubto MNAY.

2. Onepatopom KIIM ot MK 3agaHmem gnst HanpaeneHun MY ogHOro n3 pexmmoB KOHTPOMS
poctyna (PKL): « Omkpbimoy», «3akpbimo», «kKoHmposb». 3T0 N03BONSET Npn Heob6Xo0AMMOCTH
obecneyntb CBOGOAHbLIV NMPOXOA B LaHHOM HanpaBfeHUU UMW MOMHOCTbIO €ro MNepekpbiTb.
[na npoxoga no kapTam gocTtyna (WTpuxkogam, oTneyaTkaMm nanbues, wabnoHam nagoHu,
wabnoHam nuua) ucnonbdyetcs PKO «KoHmporsb».

3. AsTomatumyeckn koHTponnepom KIIM npu npoxode no kKapTtam pgocTtyna (wTpuxkogam,
oTnevatkam nanbues, wabnoHam nagoHu, wabnoHam nuua). MNpu 3TOM B HanpaBneHuu
npoxoaa aormkeH 6biTb yctaHoBneH PKLO «KoHmpornb». MNpu npoxoae yvepes KIM coTpyaHuk

(noceTtuten.):
e B Cry4vae vaeHTudmkauum no KaptTe 4OCTyna — NPeabsBNAET KapTy CYNTLIBATENIO;
e B Crnyvyae uaeHTMUKaALMM NO LWITPUXKOQY — MNpeabsBnser LWTPUXKOL YCTPOMCTBY

C NOOAEPKKOWN CKaHepa LUTPUXKoaa;
e B CNnyvyae naeHTuukaumm no otneyaTkam nanbLeB — NPOXoauT npoueaypy CKkaHMpoBaHUA
oTnevyaTkoB NanbLes;
e B CNny4vyae naeHTMduUKaumm no Kapte A0CTyna 1 oTnevatkam nanbues — NpeabsBnseT KapTy
CUMTBLIBATENIO U NPOXOAUT NpoLeaypy CKaHMPOBAHUS OTMNeYaTKOB NanbLeB;
e B Cnyvyae naeHtudukaumm no kapte goctyna u NNH-kogy — npegbaBnseT kapTy goctyna
n Habupaet NNH-kog Ha knaBunaTtype;
e B CNnyyae mgeHTudukaumm no otnevatkam nansues v MNMAH-kogy — npoxoguT npouenypy
CKaHMpOBaHMA oTnevaTkoB NanbueB 1 HabupaeT MNNH-kog Ha knaesmaType;
e npu Hanuyum Ha Kl TepMmuHana pacno3HaBaHusa nuua:
— B CNnyvyae naeHTudurkaumm no nuuy — pacnosHasaHue nuua npoucxoguT aBToMaTuyecku
npv npoxogae;
— B Cnyyvyae vaeHTudmkauum no nuuy 1 Kapte — nocrne aBToMaTUYeckoro pacno3HaBaHUs
nuua npegbsaBnsaeT KapTy CYNTLIBATENIO;
— B CNny4vae vaeHTUmkauumn no nuuy nnm kapte — B Cniydae Heyaayun pacnosHaBaHus nuua
npeabaBNaeT KapTy AOCTyNa;
— ana vaeHtudukaumm no nuuy u NMNH-kogy — nocne aBToMaTMYeCKoOro pacrnosHaBaHus
nuua Habupaet NNH-kog Ha knaeunaType TP,

— ana wuwgeHtudukaumm no nuuy, kapte u [WH-kogy — nocne aBTOMaTUMYeCKOro
pacnos3HaBaHusa nuua npeabaBnseT kapTy goctyna n Habupaet NWH-kog Ha knaBuaTtype
TPI.

e npu Hannuum Ha KMl ckaHepa nagoHn (MoeHTudmkaumsa no nagoHu BKAo4YaeT B cebs
pacrnosHaBaHue no popme, oTnevaTky U pUCYHKY BEH NagoHNn):
— B CNnyyvae ngeHTugukaumm no nagoHu — NpoxXoauT npouenypy CKaHMpoBaHUSA NagoHw;
— AN vaeHTudmKaumMm No NagoHn unu Kapte — B Criydae Heygadu CKaHMpoBaHWS NnafoHu
npegobaBngaeT KapTy AOCTyna;
— Ona vaeHTUUKauMM no nagoHu W KapTe — Mnocrne MNpoOXOXAEeHNa npoueaypbl
CKaHMpPOBaHMA NagoHN NpeabaBnseT KapTy gOocTyna.
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Ha ocHoBaHuM aHanusa nonyvyeHHon MAEeHTUMUKALMOHHOW NHopMauuKn, a Takke BblgaHHbIX ee
BnagenbLy npaB JOCTyNa KOHTponnep npMHUMaeT peLleHne Ha paspeLleHme unu 3anpeT npoxoaa,
nogaesasi CooTBeTCTBYHOLWYO kKomaHay WY. Kaxabln dhakTt nosydeHus wnaeHTUguKauMoHHON
UHdopmaumn dukcupyetca B Bl ¢ ykasaHnem ee Buga, Mecta U BpeEMEHU ee MOonydeHus,
YTO NO3BONSAET CUCTEME OTCIEXMBATb MECTOHaAxXoXAeHne, BpemMsi NpebbiBaHns 1 nepemMeLleHus
coTpygHuKa (MoceTuTens) no TEPPUTOPUN U NOMELLEHUAM NPEANPUATUS.

YcunuTb KOHTPOSfb OOCTyna Ha TeppuTopuio Npeanpuatvs npyv  nNpoxode COTPYAHWUKOB
N nocetuTenenm no kaptam [JocTyna no3sondet nposegeHue onepatopom KIM npoueaypbl
Bepudmkaumm. Mmeetca BO3IMOXKHOCTb MCMOMNb30OBaHUS Npu  Bepudmkaumn |IP-Buoeokamep
(IP-BugeocepBepoB C BuOeoOkaMepamu), MOOKIHOYEHHbIX K cucteme, gnst atoro B coctaB [10
CUCTEMbI BXOAUT BUOEOCEPBEP.

APM

APM opraHuaytotca Ha yaaneHHbix K, nogkntoyeHHbIX K cepBepy cuctembl. OpraHnsaums APM
B CMCTEMEe MpOM3BOAUTCHA Bblgavyen MOMIHOMOYMW onepatopamM Ha [AoCcTyn K pasgenam
n nogpasgenam MO cuctembl. MNMpn Bxoge B cucTeMy Nog CBOEW YYETHOW 3anucbio onepaTopy
OOCTYNHbI TONbKO T€ pa3fenbl, Ha KoTopble eMy AaHbl NonHoMouns. Ha yaaneHHbix MK Bo3aMoxHa
opraHusaums cnegyowmx APM:

o  «AOMuHUCcmpamop» (pasgen «AOMUHUCTPUPOBAHUEY);

e «Omoden nepcoHana» (pasgen «MepcoHan», onucaHve cMm. B Pykogodcmeax rnosib3oeamerisi
Ha moaynu N0);

o «Cnyxba KOHMPOMbHO-MPOIYCKHO20 pexumay» (pasgensl: «KoHTponb poctyna», «3akas
nponycka», «Bepudukaumsa», « MOHUTOPUHI», onvcaHMe pasgenoB cM. B Pykogodcmeax
rnonb3oeamersi Ha mogynu MO);

e «bwopo nponyckos» (paspen «Bropo nponyckoB», onucaHue cMm. B Pykosodcmeax
ronib3oeamerisg Ha mogynu MO);

o «byxezanmepusi»  (pasgen «Y4yer paboyero BpeMeHuM», OnNucaHue  pasgena
cM. B Pykogodcmee ronib3oeamersisi Ha mogyrnb O PERCo-WMO01, PERCo-WMEO01).
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5.

NoppepxuBaeMmoe o6opyaoBaHue

lpumeyaHus:

SkcnnyaTaunoHHasa AOKyMeHTaums Ha obopyaoBaHMe CUCTEMbI OOCTYMNHA B SNEKTPOHHOM
BMOe Ha cante koMmnaHuM PERCo no agpecy: Www.perco.ru.

Kpome ykasaHHoro Hwke obopyaoBaHus B cucteme PERCo-Web Takke nogoepxmBaetcs
paboTa paHee CHATbLIX C NMpou3BoacTBa KoHTponnepoe PERCo: CL05, CL05.x, CT/L04,
CT03, CRO1, CL201.x, cuntbiBaTenen IR05, IR08, MR08, koHBepTepoB AC-02, AC-02.1.

5.1. KoHTponnepsbl ynpaBreHusi ABepbMU

Ons

ynpaeneHus ABepbMU ncnonb3yTes KOHTpoOnsepsl 3amMka COBMECTHO

C ANEKTPOMEXAHNYECKAMUN WUMNN  3NEKTPOMAarHUTHbIMM 3amMkamn. MoryT MCnonb3oBaTbCA 3aMKu
(3awenkn) npomnssoacTea komnaHmm PERCo wnn ctopoHHero npounssoauntens. Komnanuna PERCo
NpOu3BOAUT CrieaytoLmne MOAENN KOHTPOMNEPOB ynNpaBneHus ABepbMU:
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CT/L14.1P, CT/L16DINP. T[lo3Bonaetr oOpraHu3oBaTb YeTblpe [ABYXCTOPOHHME WU
OOHOCTOPOHHME TOYKM Mpoxoda, MNpM STOM K KOHTponsniepy no wuHTepdpency RS-485
nogkrnoyaeTcsa A0 8-MM BbIHOCHbIX cuMTbIBaTenen, a Tawke (Mnu) OO0 8-MU BbIHOCHLIX
cuntbiBaTenen no uHtepdericy OSDP. MoxeT obecneynTb NONHOUEHHYO paboTy Wwn3a us
3aMKoB. AIMeeT BO3MOXHOCTb MOAKIMIOYEHNST CKAaHEPOB LUTpUXKoga no nHtepdgency USB.

CT/L14.1. lo3BonsieT opraHM3oBaTb YeTblpe [OBYXCTOPOHHUE WM OAHOCTOPOHHUE TOYKU
npoxoaa, Npu 3TOM K KOHTponnepy no uHrepgency RS-485 nogknoyaetcsa 4o 8-Mun BbIHOCHbIX
cumtbiBatenen. MoxeT obecneuntb MNOMHOUEHHYD paboTy wnw3a u3 3amkoB. Wmeet
BO3MOXHOCTb MOAKMIOYEHNs1 CKaHepOoB LUTpUXKoda no nHtepdency USB.

B koHTponnepe CT/L14, Kpome TOro, BO BHyTPEHHEN NaMATK 3arpy)XeHa crneumanbHas Bepcusi
MO PERCo-Web. Taknm obpasom, B opraHM3yemon Ha 6ase faHHOro KOHTporsnepa cucreme
CKY[ HeT HeobxoaumMocT nmMeTb cepBep Ha otaernbHom (K.

CT/L04.2. lo3sonsieT opraHusoBaTb [Be ABYXCTOPOHHME TOYKM MNpOXoda WnuM 4eTbipe
OLHOCTOPOHHME TOYKM NPOxoAa, ynpaBnsisi COOTBETCTBEHHO ABYMS UMW YETbIpbMS 3aMKaMu,
npy 9TOM K KOHTponnepy no wuHTepdency RS-485 nogknioyaetca OO0 8-Mu BbIHOCHbIX
cuuTbiBaTENEN.

Buomempu4eckuli koHmposnep CL15.1. No3sonseT opraHnM3oBaTb OAHY OOAHOCTOPOHHIOK
TOYKY NpoxoAa, O4HO HanpaBreHve ABYXCTOPOHHEN TOYKM npoxoda (Npu NCNOoNb30BaHUN OBYX
KOHTPONMEPOB [AaHHOW Mogenun) wunM OOHO  HanpasfeHve npoxoda Ana  wno3a
(Mpy Ucnonb3oBaHWM YeTblpeX KOHTPONNEPOB AaHHOM Mofgenu). VmeeT cBeTOAMOAHYHO
RGB-nHOgukauuio pexxmMmoB paboTbl, BCTPOEHHLIN CKaHep oTrnevaTtka nanbua M BCTPOEHHbIN
cuutbiBaTenb oopmatoB HID, EM-Marin w Mifare, koTopbin no3sonseT paboTtatb B TOM 4Yncne
¢ 6aHkoBCkMMUK kapTamn PayPass n cmaptdoHamm ¢ TexHonornen NFC.

B 6uomempuyeckom koHmponnepe CL15, kpome Toro, BO BHyTPEHHEN NaMsTK 3arpyxeHa
cneunansHas Bepcusi [0 PERCo-Web, nns opranHusaumm CKY[] HeT Heob6xoauMoCcTn NMeTb
cepsep Ha otaensHom [K.

CL15.3. lNosBonsieT opraHnM3oBaTb OAHY OQHOCTOPOHHIOK TOYKY MPOXoda, OAHO HanpaBreHue
OBYXCTOPOHHEN TOYKM NpoxoAa (Npu MCnonb3oBaHUM ABYX KOHTPOMSEPOB AaHHOW MOAENW) UMK
OHO HanpasneHue nNpoxoAa Ans Wno3a (Npu UCNosib30BaHUN YeTblPeX KOHTPOMEPOB AaHHON
mMoaenu). MimeeT BCTPOEHHbIN cuuTbiBaTenb dopmatoB HID, EM-Marin v cBeTOAMOAHYHO
RGB-1Hgukaumio pexxmumoB paboThbl.

CL15.7. lNo3BonsieT opraHn3oBaTb 04HY OO4HOCTOPOHHIOK TOYKY MpOXoda, OAHO HanpaBreHue
OBYXCTOPOHHEN TOYKM nNpoxofa (Npu NCnonb3oBaHUM ABYX KOHTPOMNNEepoB 4aHHOM Mogenn) nnm
OHO HanpasrneHue npoxoAa AN Wwno3a (Npu UCMNoSib30BaHUN YeTblpeX KOHTPOMSEPOB AaHHON
mogenmn). Mimeet ceetoguogHyto RGB-vHOMKaUMIO pPEXMMOB U BCTPOEHHBLIA CUMTbIBATENb
dopmaTta Mifare, KOTOpbI NO3BONAET paboTaTb B TOM Yncne ¢ 6aHKOBCKUMUN kKapTamn PayPass
n cmapTtpoHamu ¢ TexHonornen NFC.


http://www.perco.ru/support/dokumentaciya/
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e CL211.3.ogkniovaeTcs B Ka4ecTBe KOHTpOSIepa BTOPOro YPOBHS K KOHTponnepam CT/L14.1,
CT/L14.1P, CT/L16DINP, CT/L14, CT/L04.2 vwnn BCTpOeHHOMY koHTponnepy 3Ol CT13.1,
CT13, CT03.2 no uHtepdpency RS-485 v nossonset opraHndoBatb oguH Kl ¢ KoHTponem
nNpoxodoB B OOHOM HarnpasneHun. KoHTponnep cHabXeH BCTPOEHHbIM CYUTbIBATENEM KapT
poctyna ¢opmata HID, EM-Marin v RGB-ceeTtognogHbiM mHamkatopom. OQHOBPEMEHHO K
KOHTPONepy NepBoOro ypoBHsi MOXET ObITb NOAKMOYEHO A0 8 KOHTPOMSIEPOB BTOPOrO YPOBHS.

o CL211.9.Tlogknto4aeTcs B Ka4ecTBe KOHTpOSIiepa BTOPOro YPOBHS K KOHTponnepam CT/L14.1,
CT/L14.1P, CT/L16DINP, CT/L14, CT/L04.2 vwnn BCTpOeHHOMY KOHTponnepy 3 CT13.1,
CT13, CT03.2 no nHTepchency RS-485 v nossonset opraHndosatb oguH KII ¢ KoHTponem
NpoxoAoB B OAHOM HanpaBneHun. KoHTponnep cHabXeH BCTPOEHHbIM CYMTbIBaTeneM kapT
pgoctyna ¢opmata HID, EM-Marin, Mifare w RGB-cBeTOOMOOHBIM  MHOMKATOPOM.
MoppepxmBaetr paboty ¢ 6GaHkoBCckMMWM KapTamu PayPass wn cmaptdoHamn ¢ NFC.
OQHOBPEMEHHO K KOHTPOepy NepBOro ypoBHsi MOXET OblTb NOAKMIOYEHO A0 8 KOHTPONEepoB
BTOPOro ypOBHS.

llpumeyaHue:

MogknoveHne KOHTPOSINEPOB BTOPOro YpoBHA npousBoautca 4depe3 Web-uHTepdbenc
KOHTPOSIIEPOB NEPBOroO YPOBHS

5.2. KoHTponnepbl ynpaBrneHUsi TYPHUKETOM

[na ynpaBneHuss TypHUKETaMMU WUCMNONb3YOTCA KOHTPOMNEpbl TypHUKETA COBMECTHO C OA4HUM
TYPHUKETOM WM KanuUTKOW Npou3BoacTBa komnaHum PERCO wnv CTOPOHHEro npovs3BOAUTENS.
KomnaHns PERCo nponssoauT criegytowmne Mogenn KOHTPOSNepoB ynpaBneHns TypHUKETOM:

e CT/L14.1P, CT/L16DINP. No3BONSAET OpraHn3oBaTb ABE ABYXCTOPOHHME TOYKM npoxoaa. Mpu
3TOM K KOHTponnepy no wuHTtepdency RS-485, a Tawke (nnun) no wuntepdpency OSDP,
MOAKMNIOYAIOTC  BCTPOEHHbIE CcYUTbIBaTeENM o060OMX TYPHUKETOB, CKaHepbl LUTPUXKOAA,
OONOMHUTENbHO YCTaHaBNMBaeMble BbIHOCHble cuuTbiBaTENn wunn WY (3amkn). Moxet
obecneynTb MNOMHOUEHHYI0 paboTy LWIo3a U3 TYPHUKETOB.

e CT/L14.1. los3Bonsetr opraHu3oBaTb [ABE [AOBYXCTOPOHHME TO4YkM npoxogda. [lpu atom
K KOHTponnepy no wuHtepdency RS-485 nopgkniovaloTcs BCTPOEHHbIE CYUTbIBATENM 0OOMX
TYPHUKETOB, CKaHepb! LUTPUXKOAA, AOMNOMNHUTENbHbIE BbIHOCHBIE cHUTbIBATENU Unu NY (3amkn).
MoxeT o6ecneyvnTb NOMHOLEHHYI0 paboTy LWo3a U3 TYPHUKETOB.

B koHTponnepe CT/L14, kpome TOro, BO BHyTPEHHEN NaMSATK 3arpy)XeHa cneumanbHas Bepcus
MO PERCo-Web. Taknm obpa3om, B opraHMsyemon Ha 6ase gaHHOro KOHTposnsnepa cucreme
CKY[ HeT HeobxoauMoCT MMETbL cepBep Ha otaenbHoM (K.

e CT/L04.2. lNo3BonsdeT opraHW3oBaTb OOHY [ABYXCTOPOHHIOK TOYKy npoxogda. [lpu aTtom
K KOHTponnepy no nHtepdency RS-485 nogknio4atoTcs BCTPOEHHbIE CYMTBIBATENN TYPHUKETA,
AOMONHUTENBHO YCTaHaBNMBaeMble BbIHOCHbIE cunTbiBaTENN Unu LY (3amku).

e CT13.1, CT13, CT03.2. BCTpoeHHble KOHTponnepbl B cocTaBe A1, N03BONSAOT OpraHM3oBaTb
oaHo KIIM ¢ KoHTponem NpoxoaoB B ABYX HanpaBrneHUsX.

o Buomempuyeckuli koHmpoJsinep CL15.1. [o3BonseT opraHmM3oBaTb OOHY OOHOCTOPOHHIOK
TOYKY NPOXOAa, OOHO HanpaBneHue ABYXCTOPOHHEN TOYKM npoxoaa (Npu NCNonb30BaHUM ABYX
KOHTPONMEpPOB [[aHHOW MOLENnV) WM OAHO HampaefneHve npoxoda Ans  wnw3a
(Mpy ncnonb3oBaHUM  YeTbIpeEX KOHTPOSNEPOB [aHHOW Mogenu). MmeeT CBETOAMOOHYHO
RGB-uHgukauuio pexxmmoB paboTbl, BCTPOEHHbIN CKaHep oTrneyaTka nanbla U BCTPOEHHLIN
cumtbiBaTens dopmator HID, EM-Marin v Mifare, koTopbii no3BonsieT paboTtartb B TOM 4Yucre
¢ 6aHkoBCckMMUK kapTamn PayPass 1 cmaptdoHamm ¢ TexHonornen NFC.

B 6uomempuyeckom konmposnnepe CL15, kpome TOro, BO BHyTPEHHEN NaMSATK 3arpyXeHa
cneunanbHasga Bepcusi [10 PERCo-Web, ons opranusaumm CKY[] HeT Heo6xXxoauMoCcTn NMeTb
cepsep Ha otaensHom [K.

e CL15.3. No3BonseT opraHn3oBaTb OAHY OAHOCTOPOHHIOK TOYKY NPOXoda, O4HO HanpaBfieHne
OBYXCTOPOHHEN TOYKM npoxofa (Npyv MCNOoSib3oBaHMM OBYX KOHTPONMEPOB SaHHOW MoAenu)
UM OOHO HanpaeneHwe npoxoda Ans wno3a (Npyu UCNoNb3oBaHUM YeThipeX KOHTPONepoB
AaHHonm wmopgenu). WMmeeT BCTpOeHHbIM cuuTbiBaTens dopmatoB HID, EM-Marin
n ceetogmoaHyto RGB-uHgmkaumio pexmmoB paboThbl.
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e CL15.7. lNo3BonsieT opraHM3oBaTb O4HY O4HOCTOPOHHIO TOYKY NPOXO4a, O4HO HarnpaBfeHne
OBYXCTOPOHHEN TOYKM Mpoxoda (Mpy MCNosib30BaHWM ABYX KOHTPOMEPOB OAHHOW MoAenwn)
WNW OOHO HanpasrieHne npoxoga Ang wno3a (Mpu UCNonb3oBaHMM YeTbipex KOHTPOSepoB
AaHHon wmogenn). Wwmeet cBetoamogHyto RGB-uHgukauuio pexnmmMoB U BCTPOEHHbLIN
cuntbiBaTenb popmarta Mifare, koTopbIi No3BonsieT paboTatb B TOM yucne ¢ 6aHKOBCKMMMN
kapTamu PayPass un cmaptdoHamu ¢ TexHonorven NFC.

5.3. KoHTponnepbl perucrpauum

KoHTponnepbl peructpaumm PERCo npegHasHayeHbl A opraHvMsaumMm TepMuHana ydveta
paboyero BpeMeHW W KOHTPONA TPYAOBOM AMCUMNNUHBL. He noaaepxmBalT BO3MOXHOCTb
ynpasnenus NY.

e Bbuomempuyeckuli mepmuHan y4ema paboyezo epemeHu CR11, CR11.1. CHabxeH
BCTPOEHHbIMU CKaHEPOM OTMNeYaTKOB NanbLEB U CHUTbIBATENEM KapT gocTtyna opmartos HID,
EM-Marin w Mifare, koTopbii no3sonseT pabotatb B TOM 4ucne ¢ GaHKOBCKMMW KapTamu
PayPass wn cmaptdoHammn ¢ TexHonormen NFC, a Takke usetHbim XKW (gucnneem) c
TauYCKpUHOM U ¢ guaroHanbsio 4,8°. MmeeT BO3MOXHOCTb MpocmoTpa 6anaHca pabouvero
BPEMEHM 1 BBOAA onpaBaaTesibHbIX 4OKYMEHTOB.

e CRO01.2 LICON. CHabxeH AByMsi BCTPOEHHbIMU CYMTbIBaTENAMU KapT Aoctyna gpopmara HID,
EM-Marin v XKW ¢ gnaroHanbto 2,8”.

e CRO01.9, CR02.9. CHabxeH ABYMsi BCTPOEHHbIMW cunTbIBaTENAMM KapT gocTtyna popmata HID,
EM-Marin n Mifare, koTopble MNo3BONAOT paboTatb B TOM 4ucrie ¢ GAaHKOBCKMMUW KapTamu
PayPass n cmaptdoHamu ¢ TexHonornen NFC, n XKKU ¢ anaronansto 2,8”.

5.4. TepMuHanbl pacno3HaBaHUA nNuy,

TepmunHan pacnosHaBaHusa NvL NpegHasHaydeH Ans opraHvM3auun ogHOW OOHOCTOPOHHEN TOYKM
npoxoga Wiy O4HOro HarnpaBfeHUsi 4BYXCTOPOHHEN TOYKM Npoxoda. ViMeeT BCTPOEHHbIE KaMepbl
n faTtyumkm gnsa pacnodHasaHua nuuy, XK gucnnen. B 3aBnucumocTtun ot mogenun MoxeT OblTb CHabeH
BCTPOEHHbIM CYMTbIBATENEM KapT JOCTYMNa 1 BUpTyanbHOW knaBmaTtypon ans Habopa NUH-koga.

B cucteme PERCo-Web npenycmoTpeHa nonHas nHterpaums cnegyowmx tunos TPI:

o lpounsBoactBa “ZKTeco” TepmuHanel FaceDepot-7A, FaceDepot-7B, ProFaceX,
SpeedFace-V5L-TD (c nupomeTtpom), ProFaceX[TI] n SpeedFace-V5L[TI] (C TennoBn3opom),

e lpoussoactBa “Suprema” TepmuHanbl FacelLight, FaceStation 2, FaceStation F2,
BioStation 3;

o [lpomusBoactBa “BioSmart’: TepmuHan Quasar (c nogaepxkov BioSmart Thermoscan F).

| BHumaHue!

= Pekomenayetcsa B cucteme PERCo-Web vicnonb3osaTe TPJ1 npoussoactea “Suprema”
TONMbKO OAHOWM MOAENM, TaK Kak y pasHbIX MoAene TEPMUHANOB UCMNOMb3YKTCA pa3sHble
anropuTMbl pacnosHaBaHus nuuy. B cnyyae 3ameHbl TepMuHanoB Suprema ogHoro Tuna
ApyrMm notpebyeTcs 3aHOBO co3aaTh 6a3y AaHHbIX pacno3HaBaHWUS N,

TPJ1 aBnsTCa MOMNHOUEHHbIMUM KOHTpOSiiepaMn C OOHUM BbIXO4OM ANs ynpasrneHua WNY.
Mpn HEO6XOOUMOCTM NX MOXHO MCMONb30BaTb A1 COBMECTHON paboTbl ¢ Al unu KOHTponnepom
PERCo. [Ina atoro penenHbin Bbixoq TPJ1 nogknioyaeTcs Ha ynpaBnsioWWn BXO4 KOHTposnepa
PERCo napannensHo NAY, npn 3atom KoHdurypauus Beixoga TPJ1 gormkHa ObiTb HOpManbHO
Pa3OMKHYTOMN.

Mpn npoxoge 4yepe3 3l No pacno3HaBaHWO NMua B XypHane cobbiTuin cuctembl Oyadet
reHepupoBaTtbCcs cobbiTne «f1poxod no udeHmugpukamopy (nuyo)» ot TPJI. Ona koppekTHon
paboTbl yyeTa paboyero BpemeHu Heobxoammo B napameTtpax TPJ1 3agate nogTBepxaarowimn
KoHTponnep PERCo. B Takom cnyyae oT KkoHTponnepa PERCo 6ypeT oxugatbcs cobbitue
«lpoxod no komaHde om [Y», nocne 4ero B XypHan CobbITUA CUCTEMbI 3anuieTcss cobbiTue
npoxoaa, B NPOTUBHOM criyyae — cobbiTne «Omka3 om ripoxodax.

Ecnn B pabote TPJ1 curHan PASS ot 3l mncnonb3oBatbcs He Oyaet, To B HacTpounkax TP
HeobXoAMMO  aKkTMBMpoBaTb napameTp «Peaucmpauuss rnpoxoda Mo  rnpedbserieHUr
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udeHmugukamopa». COOTBETCTBEHHO, B 3TOM criyyae cobbiTusi 0TKasa oT npoxoga yepes 3l
no pacrnosHaBaHuio nuua opMmnpoBaTbcs He byayT.

B cucrteme, umetowen B ceoem coctae TPJ1, ans koppekTHom paboTbl rnobanbHOro aHTmMnacca
Heobxoanmo n3 obLern cxembl MapLIpyTOB nepeasmxkeHnsa ncknounts NY, ynpaesnsemsie TPJ.

5.5. UcnonHuTenbHbIe YCTPOUCTBA

3amMku
e 3neKTpomexaHundeckme 3amku cepui PERCo-LB, LBP;
o 3NIEKTPOMEXAHMYECKME U INEKTPOMArHUTHbIE 3aMKM CTOPOHHUX MPOM3BOAUTENEN.

TypHUKeTbI

e TYpHUKeTbI-TpUnoabl cepuin PERCo-T n TTR,
Tym0oBble TypHuKeTbl cepuin PERCo-TTD, TB v TBC;
pPOTOPHblE TypHUKETHI cepumn PERCo-RTD,;
TYPHUKETbI-CKOPOCTHbIE npoxoabl cepun PERCo-ST;
TYPHUKETbI CTOPOHHUX NPON3BOANTENEN.

Kanutku
e 3IeKTpoMeXxaHMYeckme nonyaBTomaTndeckme kanutku cepmm PERCo-WHD;
e 3neKTpoMexaHn4Yeckme aBTomaTudeckne kanutkm cepun PERCo-WMD;
e KarMTKN CTOPOHHUX NPon3BoaNTENEN.

LLnar6aymbl
e aBTOMaTu4deckue wnarbaymol cepun PERCo-GS, PERCo-GF;
e Lunarbaymbl CTOPOHHUX NPOM3BOANTENEN.

5.6. CuntbiBaTenu

MoryT 6bITb MCMONb30BaHbI cuMTbLIBaTENMU KapT dopmarta HID, EM-Marin wnv Mifare. BHewHne
CUMTbIBATENN  MOAKMNIOYAKOTCA K  KOHTponsiepam cucteMbl nNo  uHTepdency RS-485.
[ns nogkntoyeHus cuntbiBaTenen ¢ nurepdencom Wiegand-26, -32, -34, -37, -40, -42, -48, -50, -56,
-58, -64, -66 HeobGx0aMMO nCcNonb3oBaTb KOHBEPTEP UHTEpdenca PERCo-AC-02.2.

B kauecTBe BHELUHUX CYMTbLIBATENEN KApT 4OCTYNa MOryT MCNOSfb30BaTbCH:
e cuuTbiBaTeEnn PERCo cepuin IR n MR;
e CTONKa-cuuTbiBaTens PERCo-IRPO1.

B kauyectBe KOHTpoOnbHbIX (nogkntodatoTca Kk USB-pasbemy [1K) mcnonb3yloTcs cumThiBaTENM
PERCo cepuii:

e [IR15.3, IR15.9 ona kapT goctyna.

e [IR18 onga kapT OOCTyna u oTnevyaTkos NanbLEeB.

MpenycmoTpeHa uHTerpauus cregyowmx cuntoeiBaTenemn npomssoncrea BioSmart.
e BioSmart PalmJet — BHelwHW/A cuuTbiBaTENb KapT AOCTyNa W PUCYHKa BEeH nafoHen.
CunTtbiBaTENb MCMNOMBL3YETCA COBMECTHO C KOHTposnepom BioSmart Unipass Pro
Unn nporpaMmmHbImM cepBucom BioSmart SmartHub.

llpumeyaHue:

M3-3a  annapaTHbiX  OrpaHudeHMn  gnsa  cuutbiBatens  BioSmart  PalmJet
He NOAAEepPXMBaOTCA BPEMEHHbIE KPpUTEPMM AOCTyNa U CPOK AENCTBUS UAEHTUPUKATOPOB,
a Takke noaaepkmBaeTcsa TONbKO YHUBEPCANbHbIN pPeXMM paboTbl cuntbiBatenen (8 6anT).

e BioSmart AirPalm — KOHTPONbHbIA CYMTbLIBATENb PUCYHKA BeH nagoHen. lNepen Havanom
paboTbl CO cuuTbiBaTENEM HEOOXOAMMO ckadaTb ApanBep, nogpobHee CM. MO CCblKe
https://bio-smart.ru/support#software#!/tab/185407858-3.

5.7. DNeKTpPOHHbIe NPOXOAHbIe

Ol npeacrtaensieT cobon roToBbI KOMMMEKT obopyaoBaHus ons opraHmaaumm KM ¢ kKoHTponem
NpoxodoB B [ABYX HanpaBneHusx, TOo ecTb WY, cuuTbiBaTENM KapT AOCTyNa WM BCTPOEHHbIN
KoHTponnep. B 3l moryT 6bITe yCcTaHOBREHbI cunTbiBaTenn ans kapt dopmata HID, EM-Marin
wnun Mifare, a Takke CkaHepbl OTnNe4yaTtkoB  MafbLEB W CKaHepbl  LWITpUXKoda.
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[ocTynHbl cnegyowme cepumn aneKkTpoHHbIX NpoxogHbix PERCo:
e KT02, KT08 — cepus 3l Ha 6a3e TypHUKeTa-Tpmnoaa;
e KTO05 — cepus 3l Ha 6a3e TymMOBOBOro TypHUKETA-TPUNOAA;
e KTCO01 - cepusa 3l Ha 6a3e TymBOBOro TypHUKeTa- TPUNoaa CO BCTPOEHHbLIM KAapTONPUEMHUKOM;

5.8. YcTpoucTtBa ynpasrneHus

o H7, H6/4 — npoBoaHble NynbTbl guctaHumoHHoro ynpasneHuna (MAY) npounssoactesa PERCo,
npeaHasHaveHbl Ans aBToHoOMHoro ynpasnexus Y. C nomouybto MNOY MoxHO pa3bnokmpoBatb
(oTkpbITE) WY pOns ogHokpaTHOro npoxoda, YCTaHOBUTb pexum cBOOOAHOro npoxoaa
unu 3abnokmpoBatb (3akpbitb) WNY. Tawke T10Y cHabxeH CBETOAMOOHOM M 3BYKOBOMW
nHavkaumen. NAOY exoant B koMmnnekT noctaeku MY nponseoactea komnaHum PERCo.

e Ycmpolicmeo PY (pagnoynpaBneHus) — npeaHasHa4yeHo Ans aBTOHOMHOro ynpasnexus UY.
KoMnnekT coctouT M3 npuemMHuKka, nogkriodaemoro k MY, n nepegatymkoB B Buge Gpenokos
¢ panbHocTblo gencteusa 0o 40 m. Onepatop ¢ nomowibio ycTponctBa PY mMoxeT nogatb
KomaHay pasbnokupoBku WY ans ogHOKpaTHOro Mpoxoda, YCTaHOBUTb PEXnM CBOGOOHOrO
npoxoga unu 3abnokmposatb LY.

e PERCo-AU01 - VIK-nynbT 1Y npegHasHayeH gns auctaHumoHHoro ynpasnexHusa NY. Onepatop
¢ nomoublo UK-nynbTa MOXET M3MEHATb YCTaAHOBMEHHbIM ANs HanpaeneHus npoxoda PKI
Unu nogatb koMaHay pas3dnoknpoBkn MUY ons ogHOKpaTHOro nNpoxoda B 3TOM HanpasieHUW.
NK-nynbT MoXeT ncnonb3oBaTbesi ¢ KOHTpornepom PERCo-CT/L14.1, CT/L14 wnn CT/L04.2.
[ns npnema UK-curHana ot nynobta 1Y HE06X04MMO YCTaHOBUTb U MOAKMAOYMTbL K KOHTpONNepy
no uHtTepdency RS-485 sbiHocHon 6ok nHamkaumm ¢ UK-npmemHnkom PERCo-AIO1.

e Knonka 1Y «Bbixo0» — npegHa3HayeHa ansa pyyHoro ynpaenenus MY npu opranunsauum Kriri
C KOHTpONeM NpOXo40B B OAHOM HanpasfeHun (Hanpumep, 4ns OTKPbITUS OBEPU NPU BbIXo4e
3 nomeweHusn). MoxeT uncCNoNb3oBaTbCA Ntobas KHoMka HedmuKkeupytoweroca Tuna
C HOpPMaribHO Pa3oMKHYTBIMU «CyXMMM» KOHTaKTamu.

5.9. KoHTtponnepbl AOCTyna CO CKaHepamMu oTne4vYaTKoB nanbLueB

B uensx pacwupeHusa yHKUMOHanbHbIX BO3MOXHOCTeN cuctembl PERCo-Web no nopaepxke
onomeTpuyecknx TexHomnormi B obuwyto cuctemy CKY[Il moryT BCTpamBaTbCa cregylowme
KOHTpONsepbl CO CKaHepaMu oTnevaTkoB NanbLEeB:

1. KoHTponnepsbl goctyna Suprema

e BioEntry Plus (nnatopma BioStar2) — ©OunomeTpuyecknin KOHTponnep Joctyna
C BO3MOXHOCTbIO nogkntoveHus no cetu Ethernet n npotokony TCP/IP.

e BioEntry W2 — OGvnOMETpUYECKMN KOHTpOMfep [OCTyna B MPOYHOM METanmyeckom
Mbifie- 1 Baro3almTHOM Kopryce C BO3MOXHOCTbK noAkniodeHns no cetun Ethernet
n npotokony TCP/IP.

e BioEntry P2 — GuomMeTpnyeckuin KOHTpPonnep AocTtyna ¢ NoaknyeHnem no cetn Ethernet
n npotokony TCP/IP.

e BiolLite N2 — 0GuWOMeTpUYECKUA KOHTpOMNep AoCTyna B MPOYHOM MeTanmyeckom
nbifie- U BNaro3almnTHOM KOprnyce C BO3MOXHOCTbIO MOAKMYeHUss no cetn Ethernet
n npotokony TCP/IP. CHabxeH XK gucnneem u knasuatypon ana Habopa NUH-koaa.

lMpumeyaHue:

Ona wHTerpaumm Heobxoammo, 4TOObl BMOMETpPUYECKME KOHTPOMSEepbl UMENn Bepcuro
BHyTpeHHero 10O ("npowwmeky") He cTapee Yem:

— On4d KoHTponnepa BioEntry W2 —1.1.1;

— Ansa koHTponnepa BioEntry Plus (nnatdopma BioStar 2) — 2.3.1;

— Ong koHTponnepa BioLite N2 — 1.4.2.

MpenycMoTpeHO Tpu BapuaHTa NoAKMIOYEHMS OaHHbIX KOHTPOMEPOB K CUCTEME:

— B KayecTBe KOHTponnepa OAHOCTOPOHHero 3amka. B atom cnyyae WY nogkniovaeTtcs
HENoOCPEeACTBEHHO K  ynpaBnsilowemMy BbIXO4y KOHTpornepa Suprema. CBAa3sb
C KOHTpOnnepom Suprema B cuCTEMeE OCYyLLECTBNSETCS NO nHTepdency Ethernet,

— B KayecTBe CYMTbIBATENs OTNEYaTKOB ManbLUEB MpU ynpaBfieHUn OOHUM M3 HanpasfeHUn
OBYXCTOPOHHEro 3amka (TypHukeTa). B aTom cnyyae koHTponnep Suprema nogkniovaeTcs
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K koHTponnepy CT/L14.1, CT/L14.1P, CT/L16DINP, CT/L14, CT/L04.2 no wHTepdency
Wiegand 4epe3 koHBepTep UHTepdenca AC-02.2,

— Ansa coBMecTHon paboTbl ¢ Al unu koHTponnepom PERCoO: penenHbli BbIXO4 KOHTpoOnnepa
Suprema nogkrntoyaeTcs Ha ynpaensaowmnn Bxog KoHTponnepa PERCo napannensHo M4y,
npu 3TOM KOHurypaums Bbixoga TPJ1 gormkHa 6bITb HOpManNbHO Pa3OMKHYTOMN.

CoBMECTHO C KOHTpOnniepamm MoryT UCMoSib30BaTbCsl HACTONbHbIE BMOMETPUYECKME CKaHEpbI
nuHerikn BioMini, nogkntoyaemble no uHtepdgency USB.

KoHTponnepbl goctyna ZKTeco

B cuctemy PERCo-Web moryT BCcTpanBaTbCsa KOHTponnepbl goctyna ZKTeco ¢ nogaep»Kkom
rmbpuaHon GuomeTpun. KoHTponnepbl ykasaHHOW NWHEWKU MOOAEPXMBAKOT B TOM 4uche
CKkaHWpoOBaHWe nagoHen Ans 6eckoHTaKTHOW Bepudmkauumn goctyna.

MNpenycMoTpeHo ABa BapnaHTa NOAKMIOYEHUS AaHHbIX KOHTPOSNEPOB K CUCTEME:

— B KayecTBe KOHTponrnepa OOHOCTOPOHHero 3amka. B atom cnyvae WY nogknioyaetcs
HenocpeaCTBEHHO K ynpaBnstoLLemMy Bbixody koHTponnepa ZKTeco. CBsi3b C KOHTPOEPOM
ZKTeco B cucteme ocyliectensietcs no nHtepdemncy Ethernet,

— Ansa coBmectHon paboTel ¢ 3l nnn koHTponnepom PERCoO: peneinHbiii BbIXog KOHTponnepa
ZKTeco noaknoyaeTcs Ha ynpasnsaoLwmm Bxoq koHTponnepa PERCo napannensHo MNOY,
npu 3ToM KoHGUrypaumsa Beixoga TPJ1 gomkHa ObiTb HOPManbHO PAa30OMKHYTOMN.

5.10. KapTonpueMHUKH

KaptonpunemHmk PERCo0-IC05, BCTpOEHHble KapTOMPUEMHUKA TYPHUKETOB, CKOPOCTHbIX
NPOX0A0B M 3MNEKTPOHHBLIX NpoxoaHbIx PERCo.

KapTonpreMHVK/M CTOPOHHMX NPOU3BOAUTENEN.

5.11. JononHutenbHoe o6opyaoBaHue

PERCo-AU05 — T1abno cuctemHoro BpemeHn (TCB) npegHasHaveHO Ons oTtobOpaxkeHusi
BpemeHun. TCB nogkntodaetcs no nHtepdency RS-485 k kontponnepam CT/L14.1, CT/L14.1P,
CT/L16DINP, CT/L14, CT/L04.2 v BCTpOeHHbIM koHTpornnepam 3l CT13.1, CT13, CT03.2.

Ankomecmep «Ankobapbep» npoussoactea komnaHum «AJIKOTEKTOP» — ctaumoHapHbIn
OEeCKOHTaKTHbIN ankoTecTep, NpegHasHayveH Angd npenBapuTenbHOW MPOBEPKU COTPYLHMKOB
Ha HanMyune ankorosibHOro OMNbsHEHUs, NoAKNYaeTcs K koHTponnepam CT/L14.1, CT/L14.1P,
CT/L16DINP, CT/L14, CL15, CL15.1, a Takke K BCTPOEHHbIM KOHTponnepam 3 CT13.1,
CT13.

Ankomecmep «AnkopamMka|npo» TMpou3BOACTBa KomnaHuv «JlasepHble CUCTEMbI» —
GEeCKOHTaKTHbIN  ankoTecTep Ha OCHOBE Ila3epHOW TexHOMoruw, npefHasHadeH Aansg
npeaBapuTeEnbHON  MPOBEPKUM  COTPYOHWKOB — Ha HanMu4uuMe  ankorosfibHOro  OfbSHEHMS,
noaknoyaeTcsa K koHTponnepav CT/L14.1, CT/L14.1P, CT/L16DINP, CT/L14, CL15, CL15.1,
a Takke K BCTPOEHHbIM KoHTponnepam 3 PERCo-CT13.1, CT13.

AK3I — patuMk  KOHTpoONs  30Hbl  Mpoxoda MpedHasHayeH [Ond  perucrpauum
HeCaHKLMOHMPOBAHHOMO NPOXoAa Ui NPOHUKHOBEHWUS No4 NperpaxgaroLwymMmm ninaHkamu.

CupeHa — 3ByKOBOW onoBeLLaTenb.

CkaHep wmpuxkoda (USB) — ycTponcTBO ANA CUMTbIBAHUA LUITPUXKOA4A WM nepedayn ero
B CUCTEMY.

5.12. Bugeokamepbl

B cucrteme moryt ucnonb3oBatbcs |P-Bugeokamepbl (B T.4. Buaeokamepbl ctaHgapta ONVIF)
1 aHanorosble BUAeoKaMepsbl, NOAKMIoYeHHbIe K IP-Buaeocepsepam.

llpumeyaHue:

Cnucok nopaepxuBaemblx Mopenen IP-Bugeokamep cogepXutca  Ha  BKnagke
LLlabnoHbl kamep noapasgena «KoHdurypauma» pasgena «kKAGMUHUCTPUPOBaHUEY.
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6. OCHOBHbIe TeEXHUYECKNE XapaKTEepPUCTUKN

CtangapTt nHTepdenca caaau
CkopocTu nepegayu gaHHblx Ethernet, Mbum/c

KonunuecTtBo koHTponnepos CKY[]

npu paboTe B CTaHAAPTHOM peXnme
npu paboTe B pexxume pacnpeaeneHHon CUCTEMbI

Ethernet (IEEE 802.3)
.................................................................... 10/100

He 6onee 1000 Ha cuctemy
He 6onee 1000 Ha cermeHT

MHTEHCUMBHOCTb MPOXOA0B CO CMEHOM NPOCTPAHCTBEHHOW 30HbI, 1POX0006/ CEKYHOY

ans koHTponnepos Ha 50000 kapT
ans koHTponnepos Ha 10000 kapT
dopmart kapT gocTyna

........................................................................... He Oonee 50
......................................................................... He bonee 200
HID, EM-Marin, Mifare

O6LLEee YMCNO KapT AOCTYNA B CUCTEME, UM ....ceeeeeeeeiieeeeeeeaeeeeieaeeeeaaaeeataaaeeaas He orpaHN4eHo

MakcumanbHOe KOnmM4ecTBO COTPYOHMKOB
MakcumanbHOe KONM4YecTBO NoceTuTenemn
Yucno cobbiTuii perncTpauumn Ons Kaxaoro KoHTponnepa
KonnyecTBo NpoCTPaHCTBEHHLIX 30H KOHTPOSS
KonuuyectBo KpuTepmeB JOCTyna no BpeMeHu Tuna:
BpeMeHHas 30Ha (80 4-X BPEMEHHbIX MHTEPBASIOB)
HedenbHbIN rpaduk
CKOMb3SLLNIA NOCYTOYHbIN rpaduk (B npeaenax 30 cyTok)
CKONb3ALNIA NoHeaeNbHbIN rpaduk (B npeaenax 54 Heagenb)
KonnyectBo gHen ¢ ocobbiM CTaTyCoOM, Npa3gHMKoB (40 8 TMMoB)

O61bem namaTn koHTponnepoB PERCo
ANA XpaHeHMA MAeHTUPUKATOPOB M COOLITUM XKypHana permcrpaumm

He 6onee 200 000
He 6onee 200 000
He 6onee 140 000
........................................................ He Oonee 1024

................................................ He bonee 255
................................................................................................ He bonee 255
...................................... He bonee 255
................................ He bonee 255
.............................. He b6onee 365

KoHTponnep | BapuaHT koHurypaumm K-Bo KapT R D GTIENETTEE
coObITUN nanbLeB
CT/L14.1, KoHTponnep aons ynpaeneHus
CT/L14.1P, | TypHukeTamu, wnarbaymamm i
CT/L16DINP, |u / nnn 3amkamun, BCTPOEHHBbIN Ao 50 000 Ao 150 000
CT13.1 KoHTponnep 3l
KoHTponnep aons ynpasneHus ana CT13: 5000
CT/L14 CT43 | TYPHUKETaMM, wnarbaymamu HeT HeT nonb3oBarenen
’ n / K 3aMKamMK, BCTPOEHHbIW OrpaHUYEHWUst |orpaHuyeHns | no 2 otnevarka
koHTponnep 3l nanbLa
#o 50 000 8o 230 000 -
YHuBepcanbHiii kontponnep| A0 40000 | Ao 390 000 -
CTIL04.2, / 30 000 0 000
CT03.2 TypHVIKveTa 3aMKa, Jo no 55 -
BCTPOEHHbIN kKoHTponnep 3l 1o 20 000 no 710 000 -
#o 10 000 £o 870 000 -
5 000
nosib3oBaTenen
CR11.1 KoHTponnep peructpauum no 50 000 no 150 000 16 2 oTHEYATKE
nanbLa
5000
HeT HeT nonb3oBartenen
CR11 KoHTponnep perncrpauum
OrpaHNYeHns |orpaHvyeHnss | no 2 otnedvarka
nanbua
CR02.9 LICON| KoHTponnep perucrpauum go 50 000 no 150 000 -
#o 50 000 8o 125000 -
0o 40 000 0o 280 000 -
CRoéﬁolalgON’ KoHTponnep perncrpauum 0o 30 000 0o 440 000 -
' 1o 20 000 | mo 600 000 -
#o 10 000 £o 760 000 -
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KoHTponnep | BapuaHT koHurypaumm K-BO KapT o E LR
coObITUN nanbLeB
5000
CL15.1 KoHTponnep ons ynpaeneHus 110 50 000 10 150 000 nonb3oBaTenemn
3aMKOM no 2 otne4artka
nanbLa
5000
CL15 KoHTponnep ans ynpaeneHus HeT HeT nonb3oBaTenemn
3aMKoOM OrpaHNYeHnst |orpaHuyeHns | no 2 otnevarka
nansbua
%II.-‘!I55:;, KOHTpOJ‘IJ‘Iesa,EI'\,AlFOI'\);I'IpaBJ'IeHVIH 10 50 000 10 150 000 i
lpumeyaHus:

Mpwn pabote B cucteme PERCo-Web Bce cobBbITUS, pErMcCTpMpyeEMbIE KOHTPOIepamu,
nepepatotcss B PERCo-Web n xpaHstcs Tonbko Ha cepsepe [MO. Npu nponagaHum
CBA3N KOHTpONnepa C CepBepoM COObITUA Ha4MHAKT COXPaHATbCA B MNaMATU
KoHTponnepa. Npu BO306HOBNEHUN CBA3N C CEPBEPOM 3aperncTpmpoBaHHbie cobbITUA
nepeparoTcs Ha cepep O 1 aBToMaTU4ecku yaansaoTcs U3 NaMmaTy KOHTposnepa.
CobbITnA NOAKMOYEHHBLIX KOHTPOSepoB BTOporo ypoBHss PERCo-CL211.x xpaHAaTcs
B MaMsTU KOHTPOsiepa NepBoro ypoBHS.

lMpeBblWweHNe yKazaHHOM WHTEHCUMBHOCTM MPOXOL4OB MOXET MPUBECTU K oOLlimbKam
B paboTe dpyHKumm Antipass.

TexHnyeckne xapakTepuUCTUKM KOHTPONIEPOB CTOPOHHUX MPOU3BOAUTENEN, UMEOLLNX
BO3MOXHOCTb MHTerpaumm ¢ cuctemon PERCo-Web, ykasaHbl B 3aKcCnnyaTauMoOHHON
OOKYMEHTaUMW Ha 3TU KOHTPOSNepsbI.

KonunyecTtBo nogkntoyaemblx:

| =Y LT Te= 1Y 1T o PSP He B6onee 512
IP-BMOEOKaAMED HA OONH BULEOCEPBEP.....cvvuuuuieeeeeeeerrtiiaeeeeeeeeeestanseeeeseeeesrnnaaaaaaes He Oonee 64
[MTPOrPAMMHBIX BUAEOCEPBEPOB ... eeeeeeittitiiaeeaeeseetttiaaeaeeeeesasssnseeaesreressnaaaeeaaeeennnes He Gonee 8
YacTtoTta 3anmcu BUaeoNHPOPMALINN, KALPOB/CEK. .....uuuiieeeeeeeeiiiiiaaeeeeeeeesiiieeeeeeeeeeeesannnns He Oonee 2
KonunyecTBO LWABMOHOB BEPUMMMKALMM. ......ceevreeereeereeeeeeeeeeeeeeseeasssssssssssssnnnsssnsnnnnnnnnnnnes He 6onee 512
lpumeyaHue:

Ha kaxxgon Touke BepurkaLmm MOXET TpaHCIMpOBaTbLCs M300paXXeHne C 04HON KaMepbl.

BHumaHue!
= B cneuunansHon Bepcun MO "PERCo-Web" (naketsl MO PERCo-WBE, PERCo-WSE,

PERCo-WMEO01, PERCo-WMEO02, PERCo-WMEO05), koTopas BCTpauMBaeTcs B MNamsTb

KoHTponnepos CL15, CR11, CT/L14, CT13, npucyTCTBYIOT CnegyoLimne orpaHn4eHuns:

— Yctponctea (KoHTponnepbl) 4o 10 wr.

— Topgpasgenexus ao 100 wr.

— [padukm paboTbl go 100 wr.

— CotpyaHuku go 500 wr.

—  [locetutenu oo 500 wrT.

— LWa6noHbl goctyna go 10 wr.

— OnpaBgaTenbHble 4OKYMeHTbI 4o 10 wrT.

— WabnoHbl Bepudmkauymm go 10 wr.

—  Touku Bepudpmkaumm go 10 wr.

—  [lomewenusa ao 100 wr.

— Onepatopsbl o 100 wr.

— Ponu onepatopos go 100 wr.

— He noppepxuBatotcsa paboTta ¢ kKamepamu 1 BUAEOCEPBEPOM, UMMNOPT AaHHbIX, paboTa
B pexume pacnpenenieHHon CUCTEMbI.

17



Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

7. TpeboBaHus K annapaTHbIM U NPOrpaMMHbIM cpeacTBam

Tpe6oBaHusa K annapaTHbLIM CpeAcTBaM cepBepa CUCTEeMbI

Ona crabunbHon pa6oTbl MO pekomeHayeTcs ucnonb3oBaTb MK, oTBevawowmi cnegyowmnm
TpeboBaHusM:

e [poueccop Intel Core i5-6600 ¢ 3,3 My nnn AMD Ryzen 51400 ¢ 3,2 Ty

¢ OnepartuBHas namsaTb: 16 0.

e SSD-guck c o6bemom 500 6.

e BugeokapTta n MoHUTOp C paspelueHnem 1280x1024 nukcenein.

e Certb: Ethernet (IEEE 802.3) 10-BaseT, 100-BaseTX.

TpeGoBaHUs K NporpaMMHbIM CpeAcTBaM cepBepa CUCTEMbI

Ona paboTtbl cuctemnbl Ha MK gomkHa ObiTb ycTaHoBNeHa 64-6utHas nuueH3noHHas Bepcusa OC
cemenctea Microsoft Windows nnn OC cemenctsa Linux.

PekomeHaoBaHbI K MICMOMb30BaHMIO:
e Windows Server 2019, BoamoxHo Windows 10 (Pro, Home, Corporate Edition), HO He HWXeE;
Ubuntu 22.04 Jammy Jellyfish nnn Bbiwe
Debian 11 Bullseye vnn Bbiwe
Red Hat Enterprise Linux 8 nnn Bbilwe
Fedora 40 vnu Bbiwe
Alt Linux 10.4 vnn Bblwwe
Astra Linux, Bepcua 1.8 v Bbllwe
Ped OC 8

TpeboBaHusA Kk NnporpamMmMHbIiM cpeacTBam APM

Ona pabotbl cuctembl Ha MK gomkHa GbITb ycTaHoBNEHa nuueH3noHHast Bepcusa OC cemencrtea
Microsoft Windows, UNIX nnu Linux. Ana paboTbl Ha nnaHweTax n cmaptdoHax pekoMeHaoBaHbl
OC: iOS 15.0 unu Bblwe, Android 10.0 vnu BbIWwe

[nsi paboTbl C cMCTEMOWN HEOOXOAMMO MCNONb30BaThb akTyarlbHYH BEPCUIO OQHOMO U3 CeayoLmx
Beb-6pay3epos:
e Google Chrome;
SlHOekc bpaysep;
Apple Safari;
Opera;
Mozilla Firefox;
Microsoft Edge.
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8. CeTeBble HaCTPOMKMU

8.1. Ucnonb3yemble ceTeBble NOPTbl U MPOTOKOSbI
I BHumaHue!

B OC cemenctBa MS Windows pAOna W3MEHeHUss MakCUManbHOIo KoruvdecTsa
OAHOBPEMEHHbIX MONYOTKPbITbIX ucxoaswmux TCP-coeguHeHnun (half-open connections
unu connection attempts) pekomengyetca ucnonb3oBatb nporpammy Half-open limit fix.
Mo ymonuyanuio B Bepcun XP SP2 n 6onee no3gHux Bepcusx OC paspellaeTcs MMeTb

He 6onee 10 nonyoTKpbITbIX ncxogawmx TCP-coeanHeHun.

Onsa  dYHKUMOHMPOBaHUSA CcUCTEMbI Heobxoaumo obecneuntb OOMEH [aHHbIMU - MeXay
KOHTponnepamu, cepsepamu n APM cuctembl no cetn Ethernet. Ona nepegayn OaHHbIX
npuknagHbIM NPOTOKONIOM CUCTEMbI UCMONb3YIOTCA Kak agpecHas nepegada naketos Ha IP-agpeca
ycTponcTtB no npotokony TCP, Tak n LwupokoBellaTenbHas pacceiika no npotokony UDP.
[na obmeHa nakeTamu B CUCTEME MCMOMb3yeTCA CTEK NPOTOKOSOB, NMPUBELEHHbIA HAa PUCYHKE
HUXKE.

MpuknagHoR ypoBeHs ( MpuknagHoA NpoToOKON )

TpaHCNOPTHEIH YPOEBEHE ( TCP ) ( UDP )

CeTesof ypoeeHs v
C ; )
A
KaHantHeIA ypoEeHE ( ARP )
E Y
h 4 ¥
DU3NYECKU A YPOEEHE ( Ethernet )

Crek MPOTOKOJIOB, UCNoJib3yeMbIiX Ans obmeHa B cucteme

MNpun nepenaye nakeToB UCMONb3YKOTCA CETEBble MOPThI, yka3aHHble B Tabnuue Huxe. 3TU NopThbl
OOIMKHbI BbITb CBOOOAHLI U HE AOMKHBI CNOMNB30BATLCA APYIMMU CUCTEMaMN U cnyxbamu B ceTn
npegnpuatud. B cucteme He nopaepxuBaetca dparmeHtauma IP-naketoB. Hanuume Takux
cepBepos unu cnyx6, kak DNS n WINS, He TpebyeTcs.

llpumeyaHue:

Mpn mncnonb3oBaHMM MEXCETEBOro akpaHa (anpeona, 6paHamayapa), yCTaHOBIEHHOIO
OOMOSMHUTENbHO UNKU MHTerpupoBaHHoro B Windows, Heobxooumo npu KoHdurypaumm
obecneuntb BO3MOXHOCTb AocTtyna MO m yCTPOWCTB CUCTEMBI K YyKa3aHHbIM CETEBbIM
nopTtam.
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MCﬂOﬂbSyeMble B CUCTeMe ceTeBble NOPTbI

MpoTtokon| MopT Ha3Ha4yeHue

12345|874 CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP, CT13, CT13.1, CR11,
CR11.1, CR02.9, CL15, CL15.1, CL15.3, CL15.7

UDP ans CT/L04.2, CT03.2, CR01.2, CR01.9:
18900|— koHUrypaums ceTeBbIX NapaMeTpoB KOHTPOSNEpPoB
18901 |- wupokoBeLLaTenbHble Kagpbl MEXAY KOHTPONepaMmm BHyTPpU NOACETH

80 |ans CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP, CT13, CT13.1, CR11,
443 |CR11.1, CR02.9, CL15, CL15.1, CL15.3, CL15.7

ana CT/L04.2, CT03.2, CR01.2, CR01.9:

TCcP  |18902|— KoHdurypauus, ynpasneHve n anarHoctvka
18903 |- npuem XypHana perucrpauum

18904 |- peructpauma nHaMLUMpYoLLLEero yCcTporucTea
18905|— pernctpauns BepmmumpyoLLero yCTponcTea
18906|— npmemM n aHann3 MOHUTOPUHra

8.2. OpraHusauus WwnpokKoBeLlaTeNIbHOW pacCbISIKU NakeToB

Mpy paboTe cucTeMbl B HECKOMNbKMUX NOACETAX ANS OpraHu3aummn LUMPOKOBELLATENbHOW pacCbifku
nakeToB (Nnepefayv MHOopMaLMK O 30HaANBHOCTU) NPOU3BEAMTE CrieyoLmne HaCTPOKK:

1.

20

Bbigenute oanH n3 MK cuctembl B kayecTBe Wio3a (MapLipytudaTtopa). Yncno ceTeBbIxX Kapr,
YCTaHOBMNEHHbIX B 3TOM [1K, OOMKHO COOTBETCTBOBATbL UMCIY MNOAKIOYaeMbIX MNOACETEN.
Hanpumep, ecnn B cucteme ucnonb3yetca Tpu nogcetu, 1o Ha atoM [MK gomkHbl 6biTb
YCTaHOBIMNEHbI TPU CeTEBbIE KapThl.

MponsseanTe HaCTPOWMKY ceTeBbIX MHTEpPdENCcoB Kaxaon ceteBon kapTol K, BbigeneHHoro
B kayecTBe Wwnto3a. Nepeq HacTponkon nogceten Heobxogmmo npoeeputb, YTOObI IP-agpec
ObIn1 cBOGOAEH U HE 3aHAT APYrMMN YCTPOUCTBAMM.

Hanpumep,

e |P-agpec: 10.1.1.1 Macka nogcetn: 255.255.0.0

e |P-agpec: 10.2.1.1 Macka nogceTtun: 255.255.0.0

e |P-agpec: 10.3.1.1 Macka nogcetn: 255.255.0.0

Bkntounte Ha [K, mMcnonb3yemMoMm B KayecTBe LWIO3a, MaplipyTusauuio naketos TCP/IP.
[ns atoro B BeTke peectpa OC Windows:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\services\Tcpip\Parameters
yCTaHOBUTE 3Ha4YeHUE napameTpa: IPEnableRouter=1

lpumeyaHue:

HononHuTtensHas NHdopmMaLms o} BKIMOYEHUMN MapLLpyTM3auum nakeToB
B OC Microsoft Windows  pocTtynHa Ha  caWTte  npousBoauTenss nNo  agpecy:
https://support.microsoft.com/

Yctponcteam (koHTponnepam, [NK) nogcetn yctaHoBMTE COOTBETCTBYHOLLME ITOW NOACETU
CeTeBbl€ HACTPOWKM.
Hanpumep,
e nansa yctponcts 710.1.1.1-i nogceTu:
— IP-agpec: 10.1.1.x,rae x=2, 3, ...;;
— Macka nogcetn: 255.0.0.0;
— OcHoBHOM WN03: 10.1.1.1.
e nng yctpouncts 710.2.1.1-n nogceTw:
— IP-agpec: 10.2.1.x,rae x=2, 3, ...;;
— Macka nogcetn: 255.0.0.0;
— OcHoBHOM WM03:10.2.1.1.
e anga yctponcts 710.3.1.1-in nogceTw:
— |IP-agpec: 10.3.1.x,rae x=2, 3, ...;;
— Macka nogcetn: 255.0.0.0;
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— OcHoBHOW WNto3; 10.3.1.1.

%@ Xa6 10.1.1.1-i
nogcetn

=

KoHTponnep
IP10.1.1.2

L )
]
L

Cepsep cuctemsl
PERCo-5-20
IP10.1.1.5

KoHTponnep
IP10.1.1.3

%

APM
IP10.1.1.6

KoHTponnep
IP101.1.4

%

APM
IP10.1.1.7

IP10.11.1

KouTtponnep
IP10.2.1.2

KoHTponnep
IP10.21.3

Xa610.2.1.1-#
noAaceTu

B

APM
IP10.2.1.5

0@

IP10.2.1.6

KoHTtponnep
IP10.2.1.4

@

J

APM
IP10.2.1.7

8.3. lo6aBneHue ceteBoro nHtepcenca MK

[ns nobaeneHuns ceteBoro nHtepdenca (IP-agpeca n macku nogcetu) MK BbinonHUTe crneayowme

JEencTBuS:

1. OTkponTe OKkHO cBOMCTB NMoaKnioyYyeHue No noKarbHOM CeTu.

2. Haxwmwute kHonky CBoncTBa. OTKPOETCA HOBOE OKHO:

% Xa610.3.1. }ii
noacetu

KoHTponnep
IP10.31.2

%

APM
IP10.31.5

KoHTtponnep
IP10.3.1.3

@

APM
IP10.3.16

KoHTponnep
IP10.31.4

@

APM
IP10.3.1.7

MpuMep cxeMbl OpraHU3auum LWMPOKOBeELLATENbLHOW PacCbisIKK
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ﬂ} MNogknrodYeHne No NoKaNbHOA CETH: CEOACTBA

Cem

Mook nioYeHuE Hepes!

I:? Realtelt PCle GBE Family Controller

HacTpouTts...

DmvEdEHHEIE KOMNOHEHTEI MCNONESYOTCA 3TAM NOOK NHYEHWEM

I8 Knment ana cetent Microsoft ~|

’?Dﬁmnn OOCTYN K Gaidnam 1 NpUHTEPaM AnA ceTedl i
ﬂ? lMnanupoBlwmk nakeTos QoS |
N P sepcin 4 (TCP/IPv4)

O . [NpoTokon MyneTMNNEKCOpa ceTesoro agantepa (Mal
. Dpaiisep npotokona LLOP (MaiikpocogT)

] 4 IP sepcin 6 (TCF/IPvE)

<| m HE

MeTaHoBMTE... ¥oanute Ceolictea

OnucaHune

MpoTokan TCP/IP. CrangapTHeit npoTokon rnoBansHeds
ceTeil, oBeCneyMBaNWLMA CEASE MEXLY PaSMMYHEIMM
E3aMMOASACTEYIDWAMN CETAMM,

0K || Omaena |

3. Bblgenute komnoHeHT IP Bepcuu 4 (TCP/IPv4) n HaxmuTe kHonky CBoncTBa. OTKpOETCSt OKHO
CeoncTtBa: IP Bepcuu 4 (TCP/IPv4):

CeodcTea: IP seponm 4 (TCP/1Pwd)

Obwme |

MapameTpel IP MOXHO HE3HAYETE SETOMETHUHECKN, ECNH CETE
NoAAEM#MBEET STY BOZMOMHOCTE. B NPOTHEHOM Cnyyae yIHaiTe
napameTpel [P ¥ CETEBOro 84MMHUCTPETOPAE.

) NonyunTs IP-aapec a5 TOMETHHECKK

(®) Mnonb30BaTe CReaykowki IP-agpec:

IP-anpec: N

Macka nogceTh: |255 .2535. 0 . 0 |

OCHOBHOM Wo3: | 120175 0 o199 |

Mony4nTe agpec DNS-cepeepa aETOMaTUYEKH

@) WnonezoeaTe cnedyiowmKe agpeca DNS-cepeepoe:

MpeanoJuTaemeli DNS-cepeep: | 172.17 . 8 .183 |

ANbTEpHaTHEHEIM DNS-cepeep: | ; a , |

[ MoaTeepamTs napameTpsl npH Boixoae | [lononHMTENsHD |

0K || OTMena |

4. B oTkpbiBweMca OkHe YybeauTecb, 4TO MepeknoyaTenb HaxoaAUTCS B MOSIOXEHUN
Ucnonb3oBatb cneayrowmn IP-agpec, nocne a1oro HaXmmuTe KHOMKy [OMOSHUTENLHO....
OTkpoeTcs okHo [lononHuTenbHbIe napameTpbl TCP/IP:
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JononnnTencHele napametpel TCP/P

MapameTpel IF | DNS IWINS

IP-appeca

IP-agpec Macka nogceTH
172,17.0.227 255,255.0.0
10,1,2,227 255.0.0.0

NobaEuTh. .. | |H3MEHHTI:|... | | YaanuTo

OCHOBHBIE WNKOS6I:

LWno= MeTpuKa
172.17.0.194 ABTOMATHYECKIIA

AobaEuTh. .. | |M3MEHMT|=... | | ¥aanuTe

ABTOMaTHYECKOE HAZHAYEHHWE METDMKK

MeTpHKEa HHTEeppERCa

5. B 1abnuue IP-appeca Haxxmnte kHonky [lobaBuTb.... OTkpoeTcs okHo TCP/IP-appec:

TCP/IP-agpec

IP-agpec: | 0o .0

Macka nogceTi: |255. O B

| NobaenTh || OTMEHE |

6. B nona IP-agppec u Macka noacetTu BBeOuTe COOTBETCTBEHHO 3HayeHusa: 10.x.X.X
n255.0.0.0. Haxmute «kHONky [o6aBuTb. OkHO OyaeT 3akpbiTo, AobaBnseMbIn
IP-agpec nossutca B Tabnuue IP-agpeca okHa lononHuTenbHbie napameTpbl TCP/IP.

8.4. CeTeBble HaCTPOUKN KOHTpoOsepa

Ona obGecnevyeHns agpecHOM nepefadn [OaHHbiX Heobxooumo obecneyeHne YHUKarbHOCTU
IP-agpecoB koHTponnepoB u MK B mncnonb3yemMon nogcetu U uMx HEM3MeHHOCTb npu paboTe
CUCTEMBI.

KoHTponnepbl cuctemol moryT pabotaTtb ¢ IP-agpecamn n ceteBbIMW HaAcTpPOWKamMu, 3adaHHbIMU
npu NnpounssoacTee, nonydeHHbiMn oT DHCP-cepeepa mnu 3agaHHbIMn BpY4YHYIO.

Mpy npon3BoACTBE KOHTPOSepam CUCTEMbI 3a4aHbl CreayoLLne CeTEBbIE HACTPONKU:
MAC-appec: yHvKanbHbIN, HeM3MeHsieMbIv (yka3aH B macnopTe 1 Ha nnarte yCTpoWcTBa);
IP-agpec: 10.x.x.x (YykasaH B nacnopTe U Ha nnaTe yCTpoOnCTea);

— Wnmo3: 0.0.0.0;

— Macka noacetun: 255.0.0.0.

Bbibop cnocoba nonyyeHust ceTeBbiX HACTPOEK KOHTPOSNEPOM OCYLIECTBMASETCS YCTaHOBKOM
nepemblvkM (dxkamnepa) Ha pasbem XP1 nnatbl KOHTponnepa. PacnonoxeHne pasbema Ha nnarte
YCTPOWCTBA yKa3blBAETCS B €ro 3KCnyaTaunmoHHON AoKyMeHTaumu. lNMpu Npom3BoacTBE NepemMblyka
He yCTaHaBMMBaETCH, YTO COOTBETCTBYET PYYHOMY PEXMMY HACTPOMKMN.
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BHumaHue!
YcTaHoBKa U cHATUE nepemMblyKn OOJDKHblI MPOM3BOOUTBLCA TOJIbKO MPU OTKIMHOYEHHOM

NCTOYHUKE NUTaHNA KOHTpOepa.

BapuaHTbl ycTaHOBKM NepemMbl4ku Ha pa3bem XP1 koHTponnepa PERCo

Pexum Pa3zbem MpumevaHune
«PVYHOL Ecnn ceteBble HaACTPOMKN He ObiNMN M3MEHEHbI, TO KOHTpOnnep
ei’/( UM paboTaeT ¢ 3aBOACKMMWN HACTPOMKaMMU.
(ng eMbIYKa Mpn un3MeHeHWn ceTeBbiXx HacTpoek u3 O wunu 4epes
(E)HFITa) Web-nHTepdenc, KOHTponnep HadMHaeT paboTaTb C HOBbIMM
HacTporikamu 6e3 nepesanycka.
«IP MODE» Pexum npegHasHayeH Ans paboTbl B CETAX C OUHAMUYECKUM

(nepemblyka B
nonoxexue 1-2)

pacnpegeneHuem IP-agpecos.
KoHTponnep nony4aet ceTeBble HacTponkn ot DHCP-cepeepa.

«IP DEFAULT»
(nepemblyka B

KoHTponnep paboTaeT c ceTeBbIMU HacTpomnkamu,
YCTaHOBIIEHHbIMW NPU NPOU3BOACTBE.

Maponb gns  pgoctyna K KOHTponnepy  cbpacbiBaeTtca.
Monb3oBaTenbCKME CETEBbIE HACTPOWMKN, €CNU OHM ObiNKn 3agaHbl

nonoxexue 2—3) paHee, coxpaHsioTcs. [lpyu  cneayowem  BKIOYEHWUM,
ecnu nepemblyka OyaeT cHATa, KOHTponnep HavyHeT paboTatb
C HAMMW.

N3meHeHne ceTeBbIX HAaCTPOEK KOHTponnepa B «Py4YHoM pexume» MOXeT npoussogmTtbca ot K
c yctaHoBrneHHbiM MO PERCo-Web wnun 4depe3 Web-nHTepdenc koHTponnepa. [lpu atom
Heobxoanmo, 4Tobbl KoHTponnep u MK 6bnn nogkntoyeHbl Kk cetn Ethernet n HaxogunNUcb B OGHON
noaceTu (BO3MOXHO MOAKINIOYEHME KOHTPOMepa HEMNOCPEACTBEHHO K pa3beMy ceTteBow kapThbl [1K).
Mpn nepBom nogkntodeHnn K koHTponnepy (K moxeT noTpeboBaTtbca J00aBUTL CETEBOW
MHTEepenc B gecsaTon nogceTu.

8.5. Hactponka DHCP-cepBepa B OC Windows

Ona paboTbl B ceTdx C AuHamuyeckum pacnpegeneHnem |P-agpecos, korga KOHTpoOSnepsbl
nony4atoT cetesble HacTporikn oT DHCP-cepBepa, He06X0AMMO AN BCEX KOHTPOMSEPOB CUCTEMBI
C MOMOLLIbIO MEPEMBIYKM Ha NnaTe ycTaHoBUTb pexum «IP MODEy.

Mpn HacTtponke DHCP-cepBepa Heobxogumo 3apesepBupoBaTb AuanasoH |P-agpecos,
BblAeNsieMblX KOHTponfepam cuctembl. locne yero npusdasate MAC-agpeca KOHTPOMfepoB K
IP-agpecam 13 3ape3epBMpOBaHHOIO AnanasoHa. [1na atoro (ganee npyveBegeH npyMep HaCTPOMKM
DHCP-cepBepa ansa cuctemol Windows XP):

1. Banyctute DHCP-cepBep. [na atoro Bbibepute nocneposatencHo: Myck> lMporpammbi>
> AamuHuctpupoBaHue> DHCP. Otkpoetcst okHo DHCP.

2. 3apesepBupynte guanasoH |P-agpecoB Onsi KOHTpPOMnepoB cuctembl. HasBaHnne obnactu
nonucaHne moryt 6biTb nobbiMu. 3Ta MHPOpMauua Heobxoauma Ans CUCTEMHOrO
agMuHMUCTpaTopa, MNO3TOMY HasBaHWe [AOMKHO ObiTb [AOCTATOMHO  MHAOPMAaTUBHBLIM.
PekomeHngyetca genatb obnactb HECKONbKO 6Gosnblue, YemM YMCIO KOHTPOMNEepoB, KOTOpoe
nnaHMpyeTcsa UCMONb30BaTh. Takke 3agaBaviTe Takyto obnacTtb agpecoB, KoTopas He OGyaer
BKMoYaTh B ceba yxe cywectsytowwme MK ¢ hukcrmpoBaHHbIMM agpecamu:
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| ageiicroe pa || &= - | D@ XFRHE @H@

Crpyxrypa | K aﬁmlmmmw
- 2%
=) %) 004 [10.0.0.180] Déuie | Cruxcta Donoisirermirn
51423 O6nect [10.0.0,0] P5_17000 |camsaits | ]
{3) Nyn sapecce £
) ApenaceanHse aapeca : O6nacre

£ 8] Pesepenpieanie
& [10.0.0.182) SKYD_1_ted

(g NapaneTpei obnacTh Mrea efinacru m
=) Tebnnua BOOTP
L_H Napawe1pes cepeepa Havanuiss |P-agpec; ] 0.0 .0 .18

M EcHS o caTie Ir.'.‘.' 0500 One f

- Cpor aefcTena speninl anpecs ana DHCP-cauerros —

" He gones:
S o =) P
e =
¥ Bes orpaseH
Omcarme |

3. [lpowusBeante akTmeaumo obnactu:

-5l

File Action ¥iew Help

e OB XFHE 2 ®

D pHee Scope [10.100.50,0] whwars-pie
= [} wak3 [10.100.50.5] Contents of Scope |
SRS Scope [10.100.50.0] wihvasnanes _—
- [) Address Pool Display Statistics... 18
| ! Reconcils, ..
ke Eﬂ Satver Options
|
|Activate this scope | |

Mocne onepaumn DHCP-cepBep cmoxeT npedocTtaBuUTb MHGOpPMauuo, Heobxooumyro
KOHTponnepy Ansa nonyyeHus IP-agpeca.

4. T[lpoBegute pesepBupoBaHue IP-agpecoB ansg KOHTPONNEPOB cUCTEMbI. [ns 9TOro Kaxgomy
KOHTponnepy cuctemMbl B cootBeTcTBUE ¢ MAC-agpecom, ykazaHHbIM B €ro nacnopTe, BblganTe
IP-agpec n3 cosgaHHoro guanasoHa. [na ygnobctBa gobaBbTe onucaHue, Kak ykasaHo
B nNpumepe:
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e pHeP

| acierwe pa || » Bl@ X& B @

Crpysryps | | [10.0.0.182) SKVD_t _test
@ DHCP Ceovicrpa: [10.0.0.182] SKYD _1_test il 3|

= {a) b004 [10.0.0.180)
- (L) Onacre [10.0.0.0)P5_170c Ouwe | Lagwoa Ui |
) Nyn aapesce
) ApsHACEaHH=Ie afpeca
=] 8 Pesecenpeanne
) [10.0.0.182] SKYD_1
48 Napanerpo ofinacra

' _& JapesepeLpOBaHHER KHeHT

& Tatmua BOOTP Wres kamesTa; ISRYD_H

(3 NapaneTpui cepeopa Plaisia: I 0.9 .0 182
MAC-anpec: [ 43200320600
Dreaanme: [povcanan

Moaneprusssticie “unc
~ Déa

" ranero DHCP

" rorexo BOOTP

OK I mmaJ npumm]
5. BbinonHute onepauunto ana Kaxxagoro KoOHTpoJsiiepa CUMCTEMbI.
6. Nocne BktoYeHus ANEeKTponnMTaHna 1 nNoAgKInt4YeHnA K CeTu Ethernet KOHTpPOJJ1EepPbI 6y,D,yT

oTobpaxaTbCs B CNMCKe apeHOOBaHHbIX agpecoB. lMpoeepbTe, YTOOLI B CTONOLE O BPEMEHM

apeHabl agpeca Haxoaunack UHopmaums 06 akTUBHOM pe3epBrYPOBaHUN.

8.6. Hactpomnka DHCP-cepBepa B OC Linux

Ona paboTbl B ceTdx C AuHamuyeckum pacnpegeneHnem |P-agpecos, korga KOHTpoOnepsbl
nony4atoT cetesble HacTporikn oT DHCP-cepBepa, He06X0AMMO AN BCEX KOHTPOMSEPOB CUCTEMBI
C MOMOLLIbIO MEPEMBIYKM Ha NnaTe ycTaHoBUTb pexum «IP MODEy.

Onsa Hactponikn DHCP-cepsepa ISC DHCPD B cpepne OC cemenctea Linux Heob6XxoomMmo BHECTH
N3MeHeHus B dhann KoHdurypaumm cepeepa: /etc/dhcp.conft.

[Npumep BapuaHTa hanna KoHpurypauuu:
# Homcers 10.100.0.0, macka cetm 255.

255.255.0

subnet 10.100.0.0 netmask 255.255.255.0 {

# macka momcerm 255.255.255.0
option subnet-mask 255.255.255.0;

# mmanasoH ampecoB s KoHTpossepor # 10.100.0.10-10.100.0.254

range 10.100.0.10 10.100.0.254;

fonmcaHme KOHTPOJIJIEPOB
BHMMaHMe Ha TO,
#IP-ampec mM3 BHIEJEHHOI'O IMalla3OHa

(proxod 1,

host proxod 1 {
hardware ethernet XX:XX:XX:XX:XX:XX;
}

host office room 101 {

hardware ethernet XX:XX:XX:XX:XX:XX;
fixed-address 10.100.0.37;

}

}
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Onuun HacTpoek MapLlipyTMsaTopa, AOMeHa, LiupokoBelwlatenbHoro agpeca, DNS u T1.4.
nponucebiBaloTCss nNpu  HeobxogumocTtn. [na Gomnee nOMHOM uMHOPMaUUM O BapuaHTax
KOHpurypauum Bocnonb3yntecb kKoMaHaon man dhcpd.conf.

UTobObl BHECeHHble B hann /etc/dhcp.conf WM3MEHEHUA BCTYNunM B cuny, HeobxoguMmo
nepesanyctuTb cepeep. [N 3Toro MOXXHO UCMONb30BaThb CrieayloLne KoMmaHabl:

/ etc/ rc. d/ init. d/ dhcpd stop — ANSa OCTAHOBKY;

/ etc/ rc. d/ init. d/ dhcpd start —[ans ero samnycka.

8.7. BHeluHee noakrnoYeHue KoHTpornnepa K cepsepy PERCo-Web

B cnyyasx, korga IP-agpec KoHTponnepa LOMKEH CKpbIBaTbCA MO coobpaxkeHusim 6e3onacHocTy,
BO3MOXEH BapuaHT MOAKMIOYEHNS KOHTponrepa K cepBepy no BHewHeMy |P-agpecy cepsepa.
Mpn TakoMm nogkntodeHnn cepsep 3anommHaeT MAC-agpec KoHTponnepa, npu atom IP-agpec
KOHTponmnepa MoxeT ObiTb NoObIM, MEHATbCA AUHAMWYECKW, a TakkKe KOHTponnep MoxeT
HaxoauTbCSl BO BHELLHEN CETH.

| BHumaHue!

£28 NaHHas dYHKLUMST BO3MOXHA TONbKO Anis koHTponnepos CL15, CL15.1, CL15.3, CL15.7,
CR11, CR11.1, CR02.9, CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP n nna BCTPOEHHbIX
koHTponnepoB CT13, CT13.1 aneKTPpOHHbIX NPOXOAHbIX.

[ns nogkntoyeHus KoHTponnepa k cepsepy PERCo-Web no sBHelHeMy IP-agpecy cepsepa:

1. Yb6eauTtecnb, uTo KoHTponnep u MK nogkntoyeHsbl k ceTn Ethernet n HaxogaTcs B OAHOM NOACETH
(BO3MOXXHO MOAKIOYEHME KOHTPOSfiepa HENnocpencTBEHHO K pasbemy ceTeBon kapTtbl [MK).
Mpu nepBom nogkntodeHmn Kk koHTponnepy K moxeT notpeboBatbcsi gobaButb ceTeBou
MHTEpdenc B gecaton noacetn. Takke MOXeT MOTpeboBaTbCA OTKMOYUTL MPOKCU-CEPBEP
B CETEBbIX HaCTpoOWMKax uchnonb3yemoro 6paysepa. Hanunume Takmx cepBepoB unn Cryxo,
kak DNS 1 WINS, He TpebyeTcs.

2. TogknouuTtecb k Web-uHTepdency koHTponnepa. Onga aTtoro BBeauTe B afpeCcHYH) CTPOKY
Opaysepa |IP-agpec koHTponnepa (ykasaH B Nacnopte 1M Ha nnaTte KoHTposnnepa), nocne vero
Haxkmute kHonky Enter Ha knasmatype. lNpu HeobxogumocTM BBeguTe Maposib AOCTyna
K KOHTponnepy. o ymonyaHuio naporsb OTCyTCTBYET.

llpumeyaHue:

" TMonHoe pykoBoactBo no pabote ¢ Web-uHTepdencom cmoTpute B pPyKOBOACTBAX MO
aKcnnyaTaunm Ha KOHTPOnnepbl N 3MEeKTPOHHbIE NPOXOAHbIE.

3. TMepengute B nogpasgen Cepeep pasgena Hactponku B meHio Web-nHtepgenica. OTkpoetcs
cTpaHuua c pabo4yern obnactbio cneaytoLero snaa:

HacTpoitki Afpec cepeepa: |
Bpems
CeTb LWndppoEaHue: Her e

Maponsb gocTyna

CoxpaHuTk
dOpMaT KapT

4. B OTKpbIBLUEMCS OKHE MpoM3BeanUTE HEOOXOOMMbIE N3MEHEHUS:

e B none Aapec cepsepa BBeauTe |P-agpec cepBepa, Ha KOTOPOM YCTaHOBMeHa cucTema
PERCo-Web;

¢ B napameTpe WudpoBaHune 3agante Tpebyembii cnocob LndpoBaHus.
5. Haxmute kHonky CoxpaHuTb. BHeCeHHbIe n3amMeHeHnsa 6yayT COXpaHeHbI.
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8.8. lNpoBepka cBasun mexay NK n KoHTponnepom

[nsa KoppekTHOro MyHKLMOHMPOBAHUSA CUCTEMbI HeobxoauMmo obecneunTb YCTOMYMBYHO CBSI3b
nocetn Ethernet wmexagy cepBepoM CUCTEMbI W BCEMW  KOHTpomnnepamuv  CUCTEMBbI.
Mpn HeobxogmmocTu NpoBepkn ceA3n mexgy MK n ogHMm 13 KOHTPONNEPOB CUCTEMbI NPOU3BEANTE
cnegylowme encTeus:

1. BbiGepute nocneposatenbHo Ha [1K: Myck> BbinonHutb. OTKpoeTcss OkHO 3anyck
nporpaMmmsbl:

2x]

- BEEEgMTE MMA MPOrparMel, Mark, JO0KYMEHTS MK
E? pecypca MHTepHETS, 1 Windows oTkpoeT 1y,

CTHPEITE : ] cmd.exe :j

(0]} OTMEHS ‘ obzop... ‘

2. B oTkpbIBLLEMCA OKHE BBEAUTE KomMaHay: cmd.exe u Haxxmute kHonky OK.

3. OTKpoeTcs OKHO MHTEpdenca KOMaHAHOW CTPOKN C 3arofiOBKOM:
C:\WINDOWS\system32\cmd.exe.

4. B OTKpbIBLLEMCHA OKHE BBEAUTE KOMaHAY:

ping XX.XX.XX.XX, rge xxX.XxX.xX.XX — |P-agpec KoHTponnepa, ¢ KoTopbIM
Heobxoanmo nposepuTb cBA3b (Hanpumep 10.0.103.253).

5. Ecnun cBsasb OygeT ycTaHoBMEHa, TO NOSBUTCS OTBET CrieayroLlero suaa:
OrBeT OT XX.XX.XX.XX: umcyo banmr=32 BpemMa<lOmc TTL=128.

UUWINDOWS system32 cmid.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MakkpocosT, 1985-2001.

C:\>ping 10.0.103.253
naketamd ¢ 10.0.103.253 no 32 baiT:

oT 10.0.103.253: uucno BanT=32 BpeMa<iMc TTL=100
oT 10.0.103.253: 4ucno 6aiT=32 BpeMa<liMc TTL=100

oT 10.0.103.253: uucno BanT=32 BpeMa<iMc TTL=100
oT 10.0.103.253: uucno B6aiT=32 BpeMa<liMc TTL=100

CtaTtucTHKa Ping ana 10.0.103.253:

MNakeToB: oTnpaeneHo = 4, nony4eHo 4, notepaHo = 0 (0% noTepw]),
NMpHBnusuTenbHoe BpeMd MpHeMa-nepegadqu MC:

MUHKMManbHoe = BMcek, MakcHHanbHoOe 0 Mcek, CpegHee = 0 Mcek
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6. Ecnu cBA3b He ycTaHOBfeHa, TO ecTb OTBeT OT |P-agpeca He nomnyyeH, npoBepbTe
NpPaBUIbHOCTb HACTPOMKN MapLLPYTU3aLMN CETH.

& C:\WINDOWS'\system32\cmd.exe =[0] x|
B

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MailkpocoeT, 1985-2001.

C:\>ping 10.1.1.4
0bMeH nakeTtaMd ¢ 10.1.1.4 no 32 badT:

anEhllﬂEH HHTepBan OoXHMgaHWA ANA JIanpoca.
anEbII.'I.IE"H HHTepBan oXxHAaHWA AnA 2anpoca.
MNpeBblweH WHTEpBan OXWMAAHWA ANA 3anpoca.
MNpeBeileH WHTepBan oxWAaHWA ANA Janpoca.

CraTtvcTuka Ping gna 10.1.1.4%:
NakeToB: oTnpaeneHo = 4, nonyd4eHo = @, noTepAaHo = 4 (100% noTepb),

C:\>
1 r i
7. KoHTponnepsl CUCTEMBI He noaaepxvsarT bparmeHTaumIo IP-nakeToB

MNMoaToMy HEOGXOAMMO YyOOCTOBEPUTLCS, YTO IP-nakeTbl HA BCEM MPOTSHKEHWMM OT cepBepa
CMCTEMbl OO KOHTpornepa He dparMeHTupytoTcs. [ns aToro BBeauTe Ty Xe KomaHay
C KIMYoM —1 U1 yKaszaHMeM Ha pa3mep OTMNPaBfsieMOoro nakeTa AaHHbIX, Hanpuvep, 576 GawnT:

ping XX.XX.XX.XX -1 576.

8. Ecnu cBA3b ecTb, a pasmep OTMNPaBIIEHHOro Naketa coBnagaeT C pa3mepoM, MOfyyYeHHbIM
B OTBETE, MOXHO YyTBepxaaTtb, u4TOo IP-nakeTel pasmepoM MeHbwe 576 6Gant
He dpparMeHTMpyTCA:

OreeTr otr 193.124.71.56: umcino B6amr=576 BpeMmsa<lOmc TTL=128.

e G WINDOWS system32t . cmd.exe

Microsoft Windows XP [Bepcua 5.1.2600]
(C) Kopnopauua MarkpocosT, 1985-2001.

C:\>ping 10.0.103.253 -1 576
0bMeH nakeTaMd ¢ 10.0.103.253 no 576 baiT:

OTBeT oT 10.0.103.253: uucno BalT=576 BpeMa=1Mc TTL=100
OTBeT oT 10.0.103.253: uucno BalT=576 BpeMa<iMc TTL=100

OTBeT oT 10.0.103.253: uyucno BalT=576 BpeMa<iMc TTL=100
OTeeT oT 10.0.103.253: uyucno balT=576 BpeMa<lMc TTL=100

CtaTHcTHKa Ping gana 10.0.103.253:

NakeToB: oTnpaeneHo = 4, nonydeHo = 4, noTepAHo = B (0% noTepb),
MpubnusuTenbHoe BpeMA MpUeMa-nepegadd B MC:

MUHHMManbHoe = OMcek, MakcHManbHoOe 1 Mcek, CpegHee = 0 Mcek
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9.

10.

11.

12.

30

Ecnv nonoxutensbHbI OTBET MONY4YMTb HE yAaeTCs, TO BEPOsiTHEE BCEro Ha Ny T criedoBaHus
IP-nakeToB HaxoguTCcs ceTeBOoe KOMMYyTUpylowee obopyaoBaHue (poyTep, KOHLEeHTpaTop
n ceteBble Moaembl), gensduiee IP-nakeTbl Ha d)parMeHTbl pasMepoM MeHblue 576 GanT.
MNpoBepbTe HaACTPOWKn 3Toro obopyaoBaHMSA M MO BO3MOXHOCTU YBENWYbTE MaKCUManbHbIV
pasmMep 6roka AaHHbIX ogHoro naketa MTU (maximum transmission unit). O6blMHO 3TOT
napameTtp o6o3HavaeTca kak MaxMTU wnu IPMTU.

Ecnn B ceTM BO3MOXHbI HECKOSbKO BapnaHToB KOMMYyTauuun, TO Ha6epV|Te KoOmMmaHay
C KIM4om —t:

ping XX.XX.XX.XX -1 576 -t.

KommyTnpyst pasHbiMn cnocobamu, cMOTpuTEe Ha BpeMsi OTBeTa, Bblbvpas coeguHeHue,
Jawowee MakcumarnbHO ObICTpbi OTBeT. [ns BbiBOAA cTaTtUCTUKM HaxmuTe: Ctrl+Break
(Pause).

[ns octaHoBku Haxxmute Ctrl+C.
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9.

YcTtaHOBKa cuctemMbl
BHumaHue!

“ [ns KoppeKTHON paboTbl cepBepa CUCTEMblI MOXET NOTPeGOoBaTbCA AOMONHUTENbHAs

HacTpovika 6paHamayapa Windows.

Mpn ycTaHOBKE CUCTEMbI NPUAEPKMBANTECH CrieayoLen nocrnegoBaTenbHOCTU AENCTBUN:

1.

3anyctute yctaHoOBOYHbIM hann Setup.exe. Cnegynte ykasaHusM MacTepa YCTaHOBKW.
AKTyanbHas Bepcusi yCTaHOBO4YHOro dpamna cuctembl PERCo-Web poctynHa Ha cante
komnaHun PERCo, pacnonoXeHHOM No agpecy: WWW.perco.ru.

BriGepute A3blk yCTaHOBKM.

Bbibepute TMn yctaHoBku. Ecnn HEeT HeobxoaumocTu BbiGOpa KOMMOHEHTOB AN YCTaHOBKM
N HACTPOWKN CETEBLIX MApamMeTPOB CEPBEPOB CUCTEMbI, TO BbiGMpanTe Tvn NonHasa yctaHoBKa
CUCTEMbl C peKoOMeHAyeMbiMM MnapameTpamu, B MpOTUBHOM crnyvyae — BbibpaTtb
KOMMOHEHTHLI U NapamMeTpbl Afisl yCTaHOBKU cuctembl. HaxxmuTe kHonky Janee.

OTKpbiBLUEECA ANANOroBOE OKHO COAEPXWT MUUEH3NOHHOE COrnalleHne Ha MCnorb3oBaHune
cuctembl. [locne ero npoYTeHWss HeOBXOAMMO YCTaHOBUTb MNepeknioyaternb B MNOMOXeHne
Al npMHMMalo ycrnoBus cornaweHus 1 HaxaTtb KHOMNKy [lanee Ans NpoJomHKeHNS YCTaHOBKMN.
MNpy ycTaHoBKe nepekntoyatens B nonoxeHne f1 He NMPUMHMMAalOD YCNOBWUA COrnalleHus,
kHonka [lanee 6yaeT HeakTMBHA (Henb3a 6yaeT NPOAOIMKNUTL YCTAaHOBKY CUCTEMBI).

B oTKpblBLUEMCS AOManoroBoM OKHe HeobxoaMmo BbiOpaTb nanky, B KOTopyt OyayT
YCTaHOBMNEHbI hansibl CUCTEMBI:

i

Brifbop nankH yCTaHOBKH
B Kakyt Nanky Bel XOTWTE YCTaHOBWMTE PERCo-Web2, v2.0.6,107

MporpaMMa ycTaHoBWT PERCo-Web2, v2.0.6. 10 B cnen yHoLL Y Nanky.

HamuTe «<flanees, yTobel Npogom+MTe. Ecni Bel XoTHTe BeIDpaTh APYTYHD NaNKY,
HaMuTe «0030p:,

|C: YProgram Files\PERCo\PERCo-Web2 | Dfzop...

[ns ycTaHOBKM peKOMeHOyeTCA WCMoNb3oBaTb Narnky, YCTAHOBMEHHYK MO YMOMYaHWUIO.
Mo ymonuaHutwo ato C:\Program Files\PERCo\PERCo-Web. Ecnu HeobxoouMmo, yKaxute
APYryto nanky unu Belbepute ee, HaxaB kKHonky O630p. [Ins npogomkeHns yCTaHOBKU HaXXMUTE
kHonky [anee.

Ecnn 6bin BblIbpaH TN ycTaHOBKM BbIGpaTh KOMMNOHEHTbI U NapameTpbl ANS YCTaHOBKU
CUCTEMbI, TO OTKPOETCSH OKHO CO CMWCKOM Ans Bblbopa KOMMOHEHTOB AN AarbHewnen
YCTaHOBKW. B OTKpbIBLUEMCA OKHE OTMEeTbTe (prnaxkaMu KOMMOHEHTbl CUCTEMbI, KOTopble
Heobxoaumo yctaHoBuTb Ha [1K, n HaxxmuTe kHonky danee.
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OTKpoeTcst HOBOE OKHO:

i

Hacrpoitka basbl ganubix
YKEmMTE NapameTpel paboTel cepeepa Baskl AaHHEIX

KaTanor anA baskl AaHHEIX:

|C: YProgramData\PER. Co-Web2imysql Chzop...

HazeaHue Da3kl AaHHBIN:

|peru:-:| | YCTaHoEMTE MySOL-cepEep 033kl DaHHEIX

Anpec cepsepa Ba3bl AaHHBX: NOPT:
|12?.|:|.|:|.1 ||4gn|:|1 |

WMMA NnonbsoBaTensA:

|r|:u:|t |

MNapone:

7. [OnaycrtaHoBku cepBepa 6a3bl AaHHbIX MySQL yctaHoBuTe (hbnaxok y napameTpa YCTaHOBUTb

8.
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MySQL-cepBep 6a3bl gaHHbIX. B none Karanor ansa 6asbl AaHHbIX yKaXute nanky
pacnonoxenuna b cuctembl. o ymonuanuwo 310 C:\ProgramData\PERCo-Web\mysql.
Ecnn Heobxoanmo, ykaxkuTe Opyryto nanky unu ebidbepute ee, HaxaB kHonky O630p. B none
Ha3BaHue 6a3bl AaHHbIX YKaXuTe HasBaHue 6asbl AaHHbIX. [10 ymonuyaHuto 3TO perco.
Mpn Heo6X0OMMOCTM M3MeHUTE 3HaYeHUsa B nonsax Agpec cepBepa 6a3bl JaHHbIX U MOPT.
B nonax Uma nonb3oBartensa u lMaponb HeobGXxoauMMO ykasaTb AaHHbIE YYETHOW 3anmcu
nonb3oBarens.

llpumeyaHue:

Ecnu ncnonbsyetca BHewHun MySQL-cepBep, He Bxogawmi B oUcTpmby T, Heob6xoaumo
CHATb onaxok y napameTpa YctaHoButb MySQL-cepBep 1 ykasaTb yyeTHble AaHHble
OT Heo6Xxo0aUMOro cepBepa B COOTBETCTBYIOLLMX MOSAX OKHA.

llpumeyaHue:
Onsa OC Astra Linux ncnonb3yetca CYB[] PostgreSQL.

[na npoJomkeHns YCTaHOBKN HaxkmuTe kHonky [anee. OTKpoeTcs HOBOE OKHO:

Hacrtpoiika Web-cepeepa

@ MpocToe coeauHeHue C WEB-cepeepom (HTTP), TCP nopT :

E30MNacHoe CoeqMHEHHME C -CEPBEPOM 5 nopT . 443
(B WEB (s5L), TCP

CoznaTe SSL-cepTudMKaT ana WEB-CepBepa C MMEHEM:

MopT MeHeaxepa PERCo-Web 45000

MMa nonezoEaTens MeHeawepa PERCo-\WWeb

Maponk MeHenwepa PERCo-Weh

< Hazaa OTtmeHa
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lMpounsseonte HaACTPOWKY CeTeBbIX MapamMeTpoB CepBepoB CUCTEMbI. [Na 3TOro ycraHoBUTeE
dnaxok lMpoctoe coeauHeHne c¢ WEB-cepBepom (HTTP), TCP wnn Be3onacHoe
coeguHeHne ¢ WEB-cepBepom (SSL), TCP u ykaxute csoboaHbii nopT. Ecnn ykasaHHbIN
MopT y>Xe UCMOoMb3yeTcs B CUCTEME, NOSIBUTCA AMArioroBoe OKHO. B okHe HaxxmuTe kHomnky OK
1 BbiGepute cBOGOAHbLIV NOPT.

BHumaHue!

Bepcua PERCo-Web (2.x.x.X) He MoXeT OblTb yCTaHOBMEeHa MNOBEPX Bepcuun
PERCo-Web (1.x.x.x). T[lloatomy npu Takom o6HoBneHun [1O npu ycTaHoBKe
PERCo-Web Bepcun 2.x.Xx.Xx Heobxogumo ©OyaeTr 3agaTb NOPT,  OTIIMYHBIN
OT MCMNONb3yeMOro paHee YCTaHOBIEHHON Bepcuen (Mo yMmonyaHuto ncnonbayetcsa nopt 80,
N3MEHMTE Ha ApYyron cBobOLHLIN), a 3aTEM MUTPMPOBaTb AaHHble U3 nepson Bepcumn MO
C MOMOLLbKO YTUANUTbI MUTPALINNA.

10. MNpu HeoGxogumocTn yctaHoBuTe ¢naxok Cospatb SSL-ceptucdmkar ana WEB-cepBepa

n ykaxnte nmsa gns SSL-ceptudukara.
BHumaHue!

— Ons noganep>xxku UJI/I(*)pOBaHVIFl B Lensx noBblleHns 6e3onacHocTu pekoMmeHaoBaHoO

Bbl6paTb napameTp besonacHoe coeanHeHne ¢ WEB-cepsepom (SSL), TCP.

11. B none TMopt meHemxepa PERCo-Web ykaxute cBoGogHbii nopt gns paboThbl

12.

13.

14.

15.

16.

¢ MeHepxepom cuctembl 6esonacHoctu PERCo-Web. Mo ymonuyanuio ato nopt: 49000.
B nonsx Umsa nonb3oBatena meHemxepa PERCo-Web v Maponb meHepxepa PERCo-Web
HeobxoauMO yKasaTb AaHHble YYETHOW 3anucu nosnb3oBartens. [ns npoaormKeHus yCTaHOBKU
HaxxmuTe kHonky fdanee.

B oTKkpbIBLIEMCA OKHE yKauTe narnky pacnonoxenus davinos B[l suaeocepsepa cuctemsl.
Mo ymonyanuio ato C:\ProgramData\PERCo-Web\video. Ecnn HeobXxoaumo, ykaxnte apyryto
nanky unu selbepute ee, Haxas KHOMNKy O63op. [1na NpoaomKeHNs YCTaHOBKN HaXXMUTE KHOMKY
Danee.

B oTKpbIBLLEMCS OKHE NpY HeOBXxoANMMOCTU ycTaHoBUTe chriaxok Cos3paaTb 3Ha4Yku Ha Pabouem
crone. o OKOHYaHUWM YCTaHOBKM Ha paboyem cCTone aBTOMATMYECKUM OTOBPAa3ATCA 3HaYKM
PERCo-Web 1 MeHempxep PERCo-Web. [1na npogomxeHUss yCTaHOBKM HaXMWUTE KHOMKY
Oanee.

ByneT npoBeneHa npoBepka kOHUrypaumum cuctembl. [ns npogomkeHns yCTaHOBKM HaXXMUTE
kHonky Oanee.

B oTkpbIBLLEMCS OKHE B BMAE Crncka oToGpaxeHbl Bce BbiOpaHHble MapaMeTpbl AN yCTaHOBKM
cucTeMbl. Ans NPOAOMKEHNS YCTAHOBKM HAXXMUTE KHOMKY YCTaHOBUTb.

HayHeTca nmpouecc ycTaHOBKM M OTKPOETCS HOBOE AuarioroBoe OKHO. B guanoroBom okHe
yCTaHOBKW oToGpakaeTcs MHpopmaumst 0 pesynbTaTtax yCTaHOBKM CUCTEMBI:

5

YcranoBKa koMmnoHenTa "Web-cepeep’
LWar 4us 5

Pacnakoeka gainos. ..
C:\Program Files\PER.Co\PER.Co-Web2\apiiwebdient\assets\soul\user-mode. bundle. js

OtMeHa

Mo 3aBeplleHUM YCTAHOBKM AN aBTomaTtumdeckoro 3anycka MeHedxepa PERCo-Web
Heobxoanmo yctaHoBUTb dniaxok OTKpbITb MeHemkep PERCo-Web; ons asTomaTtuyeckoro
3anycka ctaptoBol ctpaHuubl [1O PERCo-Web Heo6xoamMMo yCcTaHOBUTb (oriakok OTKpbITh
ctaptoByto cTpaHuuy MO PERCo-Web:

33



Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

JasepuweHwe Macrepa yCTaHOBKM
PERCo-Web2, v2.0.6.10

Mporpamma PERCo-Web2, v2.0.6. 10 ycTaHoBNEHS Ha Balw
KOMMBOTEP, MNPUNCHEHWE MOXHO 3aNYCTHTE © NOMOLLEKS
COOTBETCTEYHILWEND 3HEHKA,

HammMuTe «3aBepluMTe s, YTolbl BEINTI M3 NPOrPaMMB
YCTEHOBKM,

OTKpeITe Menegxwep PERCo-Web
OTKPBITE CTEPTOBYHD CTRaHWLY MO PERCo-Web

SEEEpWKMTE

17. ,D,J'IH 3aKpbITUA OKHa MacTtepa YCTaHOBKM HaXXMUTE KHOIMKY 3aBepLIJVITb. Cucrtema

18.
19.
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PERCo-Web ycTtaHoBneHa Ha KOMMbOTEP.
Mpn HeobxogmmocTn npnobpeTuTe NuueHsuto Ha MO cuctembl.

OTkponte MeHegxep PERCo-Web, nepengute Ha Bknagky OnacHasa 30Ha U HAXXMUTE KHOMKY
CkayaTb CeKpeTHbIM Knw4. Ha KomnbloTep asBTOMaTM4ecku 3arpy3utcsa  dann
C FeHEepUpPOBaHHbIM  CEKPETHbIM  KMYOM  Afs BO3MOXHOCTM BOCCTaHOBMEHUS [OcTyna
K 3alWMdpoBaHHbIM AaHHbIM cucteMbl PERCo-Web. B cnydae nonHou nepeycTaHOBKM
cuctembl Heobxoammo byaet 3antn B MeHepxxep PERCo-Web, 3arpy3ntb paHee coxpaHeHHbIN
CEKpPETHbLIN KIHoY U nepesarpy3untb Bce cepauckl (Web-cepep n Cepsep cuctemsl).

lpumeyaHue:

[Ons nonHoro ypaneHus Bcex mogynen cuctembl ¢ K wucnonb3ynte crtaHgapTHbIA
komnoHeHT MS Windows «Ycma+oeka u ydaneHue npoepammy. [Ans 3anycka KOMMNOHEHTa
BblbepuTe nocrnegoBatencHo Myck > MapameTpbl > MpunoxeHusa. B oTKpbiBLLEMCH OKHE
Bblaenute ctpoky « PERCo-Web2» n Haxxmnte KHonky YaanuTb.

BHumaHue!

= na ycrtaHoBkn Bepcum MO PERCo-Web pons OC Linux HeobxoaMMO OTKPbITb apXuB,
CKOMMpoBaTb YCTaHOBOYHbLIN (harin dopmata *.deb, *.rpm, n yctaHoBuTtb 10 PERCo-Web
COrnacHO MHCTPYKLUUN.
Ons OC ROSA npu ncnonb3oBaHun MariaDB HyxHa Bepcus MariaDB 10.2 vnn Bbiwe.
(MariaDB ncnonb3yetcs Tonbko B OC ROSA).
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10. YnpaBrneHue NUUEeH3UAMHU

CocTtaB moayneu NO PERCo-Web

Mopgynb MO

Bxogswme B Moaynb pasgenbl

PERCo-WB
PERCo-WBE
«Bba3oesblli
nakem [10»

KonuyectBo coTpyaHMKOB orpaHnyeHo — do 100 ven.
Pasgenbl:  «lepcoHan» ¢ nogpasgenavu:
¢ «CoTpyAHUKNY,
¢ «lMoapaspeneHusy,
o «[JomKHOCTUY;
«Bropo nponyckoB» ¢ noapasgenamu:
¢ «CoTpyaHUKNY,
¢ «LWabnoHbl goctynay;
«KoHTponb goctyna» c nogpasaenom:
e «YnpaBneHue yCTPONCTBaMMnY;
«AAMUHUCTPUpPOBaHUE» C Noapasgenamu:
¢ «KoHdurypaumnsar,
¢ «CobObITUA CUCTEMbIY,
e «3agaHus»,
¢ «OnepaTopbl»,
¢ «Ponu u npaBa onepaTtopoB»,
e «JlnueHsnn»

PERCo-WS
PERCo-WSE
«CmaHdapmHblili
nakem [10»

Bce pasgensbl, Bxogswune B «basoenili nakem [10», a
Takxke gobasnseTcs:
pasgen «3aka3 nponycka,
B pasgen «lMepcoHan» gobaensercs nogpasgen:
e «JlononHUTenbHbLIE AaHHbIeY;
B pa3gen «bropo nponyckoB» fo6aBnsATCA nogpasgensol:
¢ «lMocetutenny»,
¢ «[lnszanH nponyckay,
¢ «OTyeT NO NoceTUTENAMY;
B pa3gen «KoHTponb goctyna» nobaBnsoTcs nogpasaensi:
¢ «OT4eT 0 Npoxogaxy»,
e «OT4yeT NO fOCTYNY B NOMELUEHUAY,
¢ «BblaaHHble naeHTU(UKaATOPbLI»

PERCo-WMO01
PERCo-WMEO01
«Y4yem paboyvezo
epemMeHu»

Bce pasgensl, Bxogsilumne B «CmaHdapmHbil nakem I10», a
Takke gpobasnseTcs:
pasgen «YueTr pa60qero BpeMeHW» C nogpasgenamu:
e «XKypHan oTpaboTaHHOro BpeMeHu»,
* «OnpaBpaTenbHble JOKYMEHTbIY,
e «®DopmupoBaHue Tabensy,
¢ «OTyYyeTbl NO AUCLUNIIUHEY,
e «OtyeT YPBy,
e «Bpems npucyrcrBus»,
* «BblpaHHble AOKYMEHTbIY;
B pa3gen «lMepcoHan» gobaensietca nogpasgen:
¢ «[lpacuku paboTbi»;
B pasgen «KoHTponb goctyna» gobaensietca nogpasgen:
e «MecTOoHaxoxageHne»

PERCo-WM02
PERCo-WMEO02
«Bepudpukayus»

Bce pasgensbl, Bxogsawme B «CmaH0apmHbIlU nakem MO», a Takke
pobasnsieTcs:
pasgen «Bepudmkaumay» c nogpasgenamu:
e «Bepudukauumsn»,
¢ «KoHdurypaumsa sepudmkaumny;
B pa3gen «KoHTponb goctyna» nobasnsieTca nogpasaen:
e «XXypHan Bepucpumkaumum»
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Mogynes MO Bxogsawme B Moayrnb pasgenbl
PERCo-WMO03 Mogynb cuHXxpoHu3npyeT 6a3sbl gaHHbix PERCo-Web
«MHmeepayusi c 1C» | n 1C:lMpednpussimue
PERCo-WMO04 Moaynb BkntoyaeT oTobpakeHne JOKYMeHTauuv no agpecy:
«MHmMeepayus c /dev onst BO3MOXHOCTU paboTbl ¢ API
8HeWHuMU
cucmemamu»
Bce pasgensl, Bxogsawme B «CmaH0apmHbili nakem 10y,
PERCo-WMO05 a Takke gobaBnsieTcs:
PERCo-WMEO05 Paszgen «MoHUTOPUHI» C Nogpasaenamu:;
«MoHumopuHe» o «PexXum MHTEepaKTUBHOrO NiaHa,
e «Pexnm pegaktupoBaHUA»
Moaynb nossonset npoBeCTH WHTErpaumio CUCTEMbI
PERCo-WMO06 PERCo-Web c sBngeonogcuctemon Trassir, YTO JaeT BO3MOXXHOCTb
«MHmeepayus c ncnonb3oBatb obopynosaHne TRASSIR ans sugeoHabnogeHnsa wm
TRASSIR» ans pacnosHaBaHuNg nonb3oBartenemn no nuuy / Homepy
TPaHCNOPTHOro cpeacTea
PERCo-WMO07 Moaynb nossosnger nposecTtn MHTerpauuio CUCTEMBbI
«MHmMeepayusi c UCO | PERCo-Web c WHTErpupoBaHHOW CUCTEMOWN OXpaHbl «OPUOH», YTO
"OpuoH” (HBI1 [aeT BO3MOXHOCTb ynpaBnaTb 060pydoBaHNEM OXPaHHO-MOXapHOW
"Bonud”)» curHanusauumn B nHTepdence cuctemsl PERCo-Web
Moaynb nossonset npoBeCTH WHTErpaumio CUCTEMbI
PERCo-WMO08 PERCo-Web c Bupgeonoacuctemon MHmennekm X, 41O paet

BO3MOXHOCTb €€ [Ansi BuAeoHabnioaeHust u Ansi pacno3HaBaHUs
nonb3oBarenen no nuuy / Homepy TpaHCMOPTHOro CpeacTBa.

B pamkax wmogynsa  uHTErpaumMmM  Takke — nogaepXuBaetcs
COBMECTUMOCTb € Buaeonoacucremomn Axxon Next.

«MHmeepayus c
NHmennekm X»

Moaynb nossonseT npoBecTn UHTerpauuio cucTembl
PERCo-WMO09 PERCo-Web ¢ cunctemonn OXpaHHO-MOXapHOW curHanmsauum
«MHmeepayusi c OFIC | «Py6ex», 4TO [aeT BO3MOXHOCTb YNpaBnATb 060OpyaoBaHWEM
"Py6ex"» OXPaHHO-NOXapHOW curHanuaauum B nHtepdence cuctemol PERCo-

Web.

MO cuctemol coctont N3 moayna «CmaxHdapmHbit nakem O» v [ononHUTENbHbIX Mogynen MO
ANA  paclwmpeHus  (yHKUMOHanbHbIX BO3MOXHOCTEN cuctembl. 1O moxeT npuobpeTaTbes
Kak B COCTaBe KOMMfeKkTa W3 HEeCKONbKMX Moayrnen, Tak WU  OoTAeNbHbIMA  MOOYSIMU.
®PYHKUMOHNPOBAHNE LOMNOMHUTENbHbLIX MOAYMEed BO3MOXHO TONbKO COBMECTHO C MoAynem
«CmaHdapmHbIt nakem [10». [Ana npnobpeTeHns OOCTYMHbI:

PERCo-WS (PERCo-WSE) «CmaHdapmHbii nakem [10» — no3BonseT opraHvM3oBaTb
nonHoueHHyto CKY[] ¢ nogaepkkom Bcex OCHOBHbIX (PyHKLUMIM obecneveHms 6e30nacHOCTH, B TOM
yucne: KOHTPONb AOCTyna Mo BPEMEHM, KOHTponb 3oHanbHocTu (Antipass), goctyn
C KOMUCCUOHUPOBAHMEM.

PERCo-WMO01 (PERCo-WMEO01) MoOynb «Y4yem pabo4ye2o epeMeHU» — NO3BONseT BECTU
yyeT paboyero BpemMeHM COTPYAHMKOB W COCTaBMATb OTYETbl O AUCUMNIUHE Tpyaa.
JlnueHaupyeTcsa Tonbko coBmecTHo ¢ PERCo-WS (PERCo-WSE).

PERCo-WM02 (PERCo-WMEO02) Modynb «Bepughukayusi» — No3BoNnsieT yCUNUTb KOHTPOIb
JOCTyna Ha TeppuTopuio Npeanpuatnsa 3a cyeT nposegeHus onepatopom KIM npouenypbl
Bepudpmkaumn. JinueHsnpyetcs Tonbko coBMectHo ¢ PERCo-WS (PERCo-WSE).
PERCo-WMO03 (PERCo-WMEO03) «MHmeepayusi ¢ 1C» — No3BoNseT CUHXPOHN3MpoBaTb 6as3bl
AaHHblX PERCo-Web w 1C:lpednpussmue. Mopgynb WHTErpauumn npencrasnsetr cobou
npunoxeHne B Buge danna BHewHen 06paboTkm Ons  NporpamMHOro  MpoaykTa
«1C:Mpednpussmue 8»._JlnueHanpyeTca Tonbko coBMecTHO ¢ PERCo-WS (PERCo-WSE)
n PERCo-WMO01 (PERCo-WMEO1).

PERCo-WM04 «UWHmMeepayusi ¢ 6HeWHUMU cucmemamMu» — TIO3BONSIET BKIIOYNTb
oToOpaxeHne OoKyMeHTaumm no agpecy: /dev ana Bo3amMoXHocTu paboTsl ¢ API. JluueH3npyeTcs
TONbKO coBMecTHO ¢ PERCo-WS.
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e PERCo-WMO05 (PERCo-WMEO05) Modynb «MoHumopuH2» — MO3BONSIeT OpraHM3oBaTb
HabnogeHne 3a NOAKOHTPOSbHLIM CUCTEME NPEANPUATUEM, YNPaBNATb YCTPONCTBAMU CUCTEMBI
B PYYHOM pexume, a Takke co3gaBaTb M pedakTMpoBaTb MnaH npegnpuatus._ JlnueHaunpyetcs
TONbko coBMecTHO ¢ PERCo-WS (PERCo-WSE).

e PERCo-WM06 «MHmeepauyusi ¢ TRASSIR» — no3sonsieT NpoBeCTU MHTErpaumio CUCTEMbI
PERCo-Web c Bngeonogcuctemon Trassir, 4TO paclumpsieT yHKUMOHAmNbHbIE BO3MOXHOCTU
PERCo-Web 3a cuyeT MCnonb30BaHUSA pPecypcoB Bugeonoacuctembl Trassir. JluueHsmpyeTtcs
TONbko coBMecTHO ¢ PERCo-WS.

e PERCo-WMO07 «hHmeepayusi ¢ ACO "Opuon" (HBI1 "Bonud")» — no3sonsetr npoBectu
nHTterpaumio cuctembl PERCo-Web C WHTErpupoBaHHOW CUCTEMOW OXpaHbl «OpuUOH»
ANA co3aaHnst KOMNIIEKCHOM cucTeMbl 6e3onacHocTy, Brntovatowern CKY[] n oxpaHHO-NoXapHyo
curHanusauyuto. JInueHsnpyeTtcsa Tonbko coBMmecTHo ¢ PERCo-WS.

o PERCo-WMO08 «Mumeepayusi c Unumennexkm X» — N03BONSET NPOBECTU UHTErPaL MO CUCTEMBI
PERCo-Web c Bugeonogcuctemon MHmennekm X, 4t0 pacwmpsieT QYHKUMOHAmNbHbIE
Bo3mMoxxHOCTU PERCo-Web 3a cyeT co3gaHusa cucTembl BUAeoHabnogeHnss n pacno3HaBaHus
none3oBatener no nuyy (no Homepy TC). B pamkax mMogynsi WHTErpauum Takke
noaaepXnBaeTca COBMECTUMOCTL C Buaeonoacuctemon Axxon Next. JlnueH3nMpyeTcs TONbKO
coBMecTHo ¢ PERCo-WS.

e PERCo-WMO09 «MHmezpayus ¢ OFNC "Py6ex"» — no3BoONsAeT NPOBECTU MHTErPaLno CUCTEMbI
PERCo-Web c cucteMon OXpaHHO-NOXapHOM curHanusaumm «Py6ex» [ns co3gaHus
KOMMrekcHonm cucteMbl 6e3onacHocTy, Bkntovarowen CKYD 1 oxpaHHO-NoXapHyto
curHanusauymto. JInueHsnpyeTtcsa Tonbko coBMecTHo ¢ PERCo-WS.

Ona ynpoweHusa npouenypbl npuobpeteHnsa nuueH3umn Ha MO cuctemsbl, a Takke ANg 3HAKOMCTBa
C ero BO3MOXHOCTAMKW, B TedeHme 60 OHen C mMomeHTa nepsoro 3anycka [10 pabotaet
B O3HAKOMUTENBbHOM pexume. NMpu 3TOM COXpaHaTCA BCe (PYHKLMOHANbHbIE BO3MOXHOCTU BCEX
moaynewn MO. Mo oKoHYaHWM 03HAaKOMUTENBLHOrO Nepuoda AOCTYN K AOMOSTHUTENbHLIM MOAYNSIM
MO, Ansa KOTopbIX HE BBEAEH KOA akTUBauuu, OyaeT 3anpeLueH.

Ecnu He Obina npuobpeTteHa nuueH3na Ha «CmaHOlapmHbiti nakem [MO», To ANs AanbHenwWwen
paboTbl ¢ [1O HeobxognMMOo NONy4YMTb M BBECTU KOL akTuBaumm Ha 6ecnnatHeii mogyns PERCo-WB
(PERCo-WBE) «ba3oebiti nakem [10» co criegyrowmmMmm orpaHuyeHnsIMu:

e KONMMYECTBO COTPYOHUKOB B cucteMe — He 6onee 100; npu 3arpyske cnucka CoTpy4HMKOB (MMNOPT
n3 cpavina cdopmarta .xls) ¢ 6ONbLWIMM KONMYECTBOM B cucTeMmy OyayT 3arpyxeHbl nepsbie 100
COTPYAHMKOB MO CMUCKY;

e BO3MOXHOCTb BBOAA AaHHbIX 1 BblAaun KapT goctyna (ngeHTndukaTopos) nocetutenam éyaet
HeOOCTYMNHa;

e pabota ¢ gononHuteneHbiMu Mmogynamu MO PERCo-WM GyneT HeQoOCTYNHa;

e VHTErpaums C KOHTpOmnfiepaMmm CTOPOHHUX npoussoguTenen (bnometpuyeckne KOHTponnepsbl
N TepMuHanbl pacno3Hasanus nuy ZKTeco, Suprema, BioSmart) 6yget HegocTynHa.

Mpn a3TOM BCA BBeAeHHad paHee uHGOpMaUMa O KapTax JocTtyna (MaoeHTudmukatopax)
n nocetutenax byger coxpaHeHa B B[] cucteMbl M gocTyn K Hen OyaeT BOCCTaHOBIIEH nocrne
npuobpeTtenns moayna «CmaHOapmHbIt nakem [10».

B kayectBe anekmpoHHo20 koyYa 3awumsi 1O  cucteMbl OT  HECaHKLUMOHWPOBAHHOMO
NCMONb30BaHUS MPUMEHSIeTCS OOWH W3 KOHTPONNepoB cucTeMbl npousBoacTea PERCo.
BbinonHeHne  yHKUMM  KNo4a  He  BNMSIeT Ha  (PYHKUMOHMPOBAHME  KOHTpoOrnepa.
[ns ncnonb3oBaHUs B Ka4ecTBE Kr4a KOHTponnep AomkeH ObiTb JobGaBrneH B KOHGUrypauumio
cuctembl B nogpasgene «KoHdurypauus» pasgena « AGQMUHACTPUpPOBaHMEY.

lMocne BBoga koda akmueayuuu B crnyyae OTCYTCTBUSA CBA3UN MeEXAY KOHTPOMSEpPOM-KITHoHOM
N CEPBEPOM CUCTEMbI BCE nNULEH3MpOBaHHble Mogynu MO npogomkalT (YHKUMOHMPOBATL
0e3 kakux-nmbo orpaHnyeHnin B TeveHne 30 gHel. Ecnnm B TedeHne 3TOro nepuoda CBS3b
He BOCCTaHOBNeHa, 6nokvpyetcs pgoctyn ko Bcem pasgenam [10, kpome pasgena
«AOMUHUCTpPUpOBaHMEe» (4519 BBOAA KNtoda aktmesauuu). pu aTOM BCA BBEeAEHHas paHee
B cucteme uHopmaums coxpaHsetca B B[l cuctembl n goctyn K Hen OygeT paspelleH nocne
BOCCTaHOBIEHUS CBA3M C KOHTPOSIEPOM-KINHOHOM.
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MNopsaaok npuodbpeTeHus nuueH3nu Ha NO

[ns npnoGpeTeHus NMUEH3nM 1 NonyYeHns Kroden aktneaumm mogynen Mo:

1.

2.
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Bbibepute oamH u3 npuobpeTeHHbIX paHee koHTponnepoB PERCo, kotopbii Oyaet
NCNONb30BaTbCS B KAYECTBE NEKTPOHHOrOo Krntoya 3awwmtbl MO cuctemsl.

3anonHuTe 3asaBKy Ana npuobpeteHns nuueHaum Ha MO cuctembl. 3asiBKy MOXHO 3amnonHUTb
Ha canTe komnaHun PERCo no agpecy: WWWw.perco.ru.

B 3asBke Heob6xoaMMO ykasaTb:
» MAC-agpec BbIGpaHHOro KOHTpOnepa,
e nepeyeHb NpnobpeTaemMbix MOAYNEN.

Mocrne nonyyeHusi NMUEH3VMOHHOIO COrnalleHusl, COAepKallero KoAbl akTuBauuuM moaynemn
cuctembl,  HeobxoguMmo  BBecTM UX B nogpasgene  «JluueHsuu»  pasgena
«AOMUHNUCTPUPOBAHUE».

BHumaHue!

Wcnonb3oBaHne B cucteme PERCo-Web  KOHTpPONnepoB  TOMbKO  CTOPOHHMX
npoussogutenen (GuomeTpuveckne KOHTPONMEepbl U TepMuHanbl pacrno3HaBaHWs nuy
ZKTeco, Suprema, BioSmart) BO3MOXHO TOMNbKO B TE4EHME O3HAKOMUTENbHOIO Nepuoaa.
Mo ero okoH4YaHMM Heobxoaumo GyaeT mpuobpecTtn xoTa 6bl oagnH koHTponnep PERCo
B Ka4eCTBe 3MEeKTPOHHOrO KroYa U NUMUEeH3no Ha ctaHgapTHeIn nakeT MO.


http://www.perco.ru/

PykoBoacTBO agMUHUCTpaTopa

11. MeHepxep cuctembl 6e3onacHoctu PERCo-Web

OkHo MeHepxep PERCo-Web oTkpbiBaetTca Haxatnmem Ha wukoHky MeHemxep PERCo-Web
Ha pabo4dem cTone mnm no IP-agpecy B agpecHom CTPOKe Opaysepa
(Hanpumep, http://127.x.x.x:49000/, rge 127.x.x.x — |P-agpec komnbioTepa C YCTaHOBMEHHbLIM
cepBepom cuctemsl, ;49000 — noptT MeHemxepa PERCo-Web, ykaszaHHbIN Npy YCTAHOBKE CUCTEMbI
PERCo-Web).

Ha akpaHe nosBMTCA OKHO ANA aBTOpU3auum BxoAda nonb3oBaTtens. B okHe B COOTBETCTBYHOLLMX
nonsix BBEAUTE MMsI NONb30BaTeNs U nNaporb (No ymonyanuio ato admin [ admin), nocne vero 6yget
BbINOMHEH Bxoa B MeHepxep.

MeHenxep PERCo-Web npeaHasHaueH ons:

3anycka 1 0CTaHOBKM CEPBEPOB CUCTEMBI;

umnopta B[ n3 cdana 6onee paHHux Bepcun Bl cuctemsl;
C03aHNA U BOCCTAHOBNEHUA pe3epBHOM konun bL;
npocmoTpa noros MeHegxxepa PERCo-Web;

cbpoca y4yeTHOWM 3annucm agMMHUCTpaTopa.

OkHo MeHemxep PERCo-Web Bbirnsant crneaytowwmnm obpasom:

yl¢ MaHenb ynpasnenus

Cepsep cMCTEMBI

Pabotaer

«©

10:35:1 10:35:2 10:35:3 10:35:4 10:35:5
oA  OAM  O0AM 0AM  O0OMM

10:35:1 10:35:2 10:35:3 10:35:4  10:35:5
OAM  0AM  O0AM 0 AM 0 AM

W RAM WCPU1 ECPUZ CPU3 mCPU4

WcnonbsoBanne AWUCKa

TouKa MOHTHpOBaHUA:/
64% Daidnoean cucremaextd
AoctynHo: 65.95 6 13 191.19 TE

1. TMaHenb cogepXuT cnegyoLime BKNagku:

e MOHUTOPMUHT;

Hactponku;
Pe3epBHbLIe KOMUU U J1OTU;

HacTpovku meHemxepa;
OnacHasa 30Ha.

MKOHKM B NEBOM HWXKHEM YNy NO3BONSAKT CMEHNTb A3bIK MHTEpPdenca.
2. Pabouas obnacTtb OkHa 3aBUCMKT OT BblIbpaHHOWM BKNaOKW.
llpumeyaHue:

el b .

« B cucteme npeaycmoTpeHa BO3MOXHOCTb aBTOMATUYECKOrO CO34aHUs pe3epBHOM KOnun
B no pacnucanuio. Co3gaHue pacnucaHusi NPouM3BOAUTCH B nogpasgene «3agaHus»
pasgena «k AGMUHUCTPUPOBAHUEY.
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11.1. Bknagka « MOHUTOPUHI»

Bknagka MoOHUTOpUHr (He nyTatb c pasgenomM «MOHUTOPUHI» cuctembl PERCo-Web,
OH onucbiBaeTca B Pykoeodcmee noJsib3oeamesis modynss  PERCo-WM05, WMEO0S5
«MoHumopuHe») NpeaHa3HavyeHa Ans 3anycka U OCTaHOBKW CEPBEPOB CUCTEMBbI.

Bwpg Bknagku:

yl¢ MaHenb ynpaeneHus

YnpaeneHwe cepeucamu

Beb-cepsep Cepsep cuctemsl

PaboTaer PaboTaeT

MoHnTOpWHT pecypcos

10:35:1 10:35:2 10:35:3 10:35:4 10:35:5 - 10:35:1 10:35:2 10:35:3 10:35:4 10:35:5
0 AM 0 AM 0 AM 0 AM 0 AM 0 AM 0 AM 0 AM 0 AM 0 AM

W RAM WCPU1 WCPU2 mCPU3 ECPU4

MUcnonbszoBaHune ANCKa

Touka MOHTUPOEaHURA:/
04% Qaiinosan cuctemaextd
AoctynHo: 65.95 B 1z 191.19 T

Pabouas obnactb BKNagku COAEpXKUT CrieayroLlme 3NemMeHThbI:

e YnpaBneHue cepBucamMm — MaHenb COAEPXUT MHMOPMaAUUIO O COCTOSHMM CEpPBEPOB
W nepekniovaTenb Ans MxX 3anycka WnNu OCTaHoBKW. [ns M3MeHeHusi COCTOsIHMSA cepBepa
ncnonb3ynTe nepekrnoyaTens i '

e MOHUTOPMHI pecypcoB — NaHesb BK3yarnbHO OTOGpaxaeT COCTOsIHME CepBepa Ha TeKyLWi
MOMEHT BPEMEHMW.

lpumeyaHue:

o
@ CocTtosiHue cepBepa oTpaXkaeT COCTOsIHME NaMATN cepBepa 1 3arpy3ku npoueccopa Bcemu
TeKyLMMKN npoLieccammn, To eCTb He Tonbko npoueccamn PERCo-Web.
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PykoBoaCTBO agMUHUCTpaTopa

11.2. Bknapgka «HacTtponkun»

Bknagka HacTtponku npegHasHadeHa Anga ynpasneHus B[l cuctembl, yaaneHHbIM [OCTYNoM,
HTTPS n ceptudmkatamm, a Tarke 4nsa HACTPOMKU pexnma mynbTucepsepa.

Bwupg Bknagku:

sl Hactpoiiku

Hactpoiika nogenrouenua bl

Ug XocoT 172.17.0.50
{‘:'} MopTt 3306 @
o Monb3oEaTens admin
TH
|-| 2 pc_,' 5 asssas
!
baza faHHEX perco_segment

NocTynsele a3kl AaHHbBIX

olo120221 O o2izzozo0 O 20210414 § 21021 ©

2
{3)
(&
(5)
(&>

HTTPS u cepruduican

SarpyanTe faia CepTHOMKaTa ~
[-ort)

Briepute dalin

ZarpysHTe $3d0 KnsoYa (ke Briepute dalin
L

HTTPS

¥npaenexwe yaaneHHEIM AOCTYTIOM K MEHELHEDY
YaaneHHLl gocTym (_.zl

Haznauenwe nopros gna PERCo-Web

HTTP | &0

HTTP: | 443

JonoasuTensHble HACTPOHKM

BpemA HMIHN CecoAM [B
MHHYTIX)

Pacnpepenentan cncrema

P wynstvczpzecs ()

Pesoim pennveagwie B

CermesT 50 [Texywmi cermenT]

Oedictewa ¢ seifpan=mm
CEMMEHTOM

41



Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

1.
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Manenb HacTponka nopgkntoveHusa Bl cooepxut cnegyowime arneMeHTbI:

e XocT — B none HeobxoAMMO yka3aTb agpec cepBepa Anga co3gaHHon 6asbl 4aHHbIX.

e [opT — B Nnone Heob6xoAMMO ykasaTb NOPT ANsA co3aaHHOM 6a3bl AaHHbIX.

¢ [lonb3oBaTenb — B Norie HEOOXOANMO BBECTM UMS MONb30BaTeNs ANs NOAKNI0YEeHUs kK base
OaHHbIX.

e Maponb — B none HeobxoauMmo BBECTM NaApOfb ANA YKa3aHHOro Monb3oBaTens
AnNs NoAKIoYeHns Kk 6ase gaHHbIX.

e Basa paHHbIX — B none HeobxoAuMMO BBECTU Ha3BaHWE CO34aHHOM 0asbl AaHHbIX.
Mpn BBOAE Ha3BaHUA Heco3gaHHOM 6a3bl AaHHbIX OHAa ByaeT co3gaHa aBTOMaTUYECKN.
CoxpaHUTb — KHOMKa MO3BOSISIET COXPAHUTb BHECEHHLIE HA NAHENN U3MEHEHMWS.
[JocTynHble 6a3bl AaHHbIX — NaHenb COOAEPXWUT CMMUCOK co3gaHHbix B n nossonser
0o006aBUTb HOBYIO.

MaHenb HTTPS u cepTudmnkatbl COoepXUT crnegytome areMeHTbI:

e 3arpy3utb ann ceptucumkara (.crt) — naHenb NO3BONSAET 3arpy3nTb NYONYHbBIA KITHOM.
Mocne 3arpy3ku cann byget xpaHntecs Ha cepeepe MeHemxepa PERCo-Web.

o 3arpy3uTb chann knro4a (.key) — naHenb NO3BONSET 3arpy3nTb CEKPETHBIN KoY cepBepa.
Mocne 3arpy3ku dann dyget xpaHntbcs Ha cepBepe MeHeaxxepa PERCo-Web.

o HTTPS - nepeknioyaTenb nO3BONSET BKMNHOYATL / BbIKMIOYNTL LUMGPOBAHNE LaHHbIX.
YUtoObl BkNOUNTL SSL-undpoBaHmne, Heobxoanmo 3arpy3uTtb dann ceptudumkata m dann
Knoya.

Mpwn 3arpy3ke HeKOpPPEKTHbIX hannoB Knva unu ceptudurkaTa npu 3anycke MeHemxepa
PERCo-Web oTobpasutcs owumnbka:

o KHonka COXpaHVITb coxXpaHAeT BHECEHHbIE UBMEHEHUA.

MaHene  YnpaBneHue  ypaneHHbIM  OOCTYNOM K  MeHemxepy  nossonser
BKMOYNTL / BbIKMOUMTL  paspelleHne Ha nogkmoveHne k MeHegpxkepy PERCo-Web
no yaaneHHoMy AoCTyny.

MaHenb HasHauyeHne noptoB anAa PERCo-Web nossonsieT ykasaTtb, kakow nopT Oyoer
ncnonb3oBatbCa Ana obbldHOrO coeanHeHus (HTTP), a kakon — gns 3awmdpoBaHHOMo
(HTTPS).

MaHenb [ononHuTenbHble HACTPOWKM MO3BONSET 3adaTb BPEMS JKU3HW  Ceccun
B npomexyTke oT 1 go 10080 muHyT (1 Hegens). OTa HacTpovika onpegensieT BpeMsi C MOMeHTa
nocnegHero 3anpoca, Mnocfie KOTOpOro TOKEeH aBTOpu3auun CTaHeT HeOeNCTBUTENbHbIM,
crnepoBaTenbHO, NO UCTEYEHUM 3a[jlaHHOro BPEMEHU onepaTtopy notpebyeTcs 3aHOBO NMPONTU
aBTopusauuto B cucteme PERCo-Web, ecrnn ¢ ero CTOpOHbI He BbIfI0 HUKAKOW akTUBHOCTM.

BHumaHue!

[Mocne npuMeHeHus HacTpoviku Bpemsi XU3HM ceccum HeobOXoaMmo nepesarpy3nTb
Web-cepBep.

lMpumeyaHue:

Bpems xun3Hn ceccum He BNUSET Ha paboTy pasaenoB «Bepudmkauma» n « MOHUTOPUHIY.
Ecnu oTKpbIT 0aMH 13 3TNX pasgenos, ceccust He ByaeT npepBaHa gaxe npu OTCyTCTBUM
aKTUMBHOCTW onepartopa.

MaHenb PacnpeneneHHas cuctema CooepXuUT cneayolme HacTPONKN:

o [lepekniovatens Pexum MynbTucepBepa MO3BOMSET BKMOYUTL / BbIKITIOUNTE  PEXUM
paboTbl PERCo-Web kak pacnpeaeneHHon CUCTEMBI.

e [lapameTp Pexum pennukaumm B[]l jormkeH OblTb aKTUBMPOBAH B Cryvyae MCMOb30BaHUA
CUCTEMbI pennukaumm 6a3 aHHbIX.
CermMeHT — pacKpbiBaloLLMINCS CNMCOK 0OaBNEHHbIX paHee CErMeHTOB.
KHonka [lo6aBUTb cerMeHT No3BONsieT Bbl3BaTh OKHO [lo6aBneHue cermeHTa. B none Uma
cermMeHTa BBeMTe HaUMEHOBaHWe cermeHTa (Hanpumep, «naBHbIN oucy), B none XocT
BBeauTe |P-agpec cermeHTa (T.e. NOKanbHOrO cepBepa C YCTAHOBMEHHOW CUCTEMOW
PERCo-Web).

e KHonka PepakTupoBaTb CermMeHT MO3BOMSET Bbl3BaTb OKHO PefakTMpoBaHuMe cerMeHTa
AN NU3MeHeHUs napameTpoB BbIGpaHHOro cermeHTa.
KHonka YaanuTb cermeHT no3BonseT yaanuTb BbIOpaHHbIN CEerMeHT.
KHonka CpenaTb OCHOBHbIM CErMeHTOM Mo3BONsieT caenatb BblOpPaHHbIA CerMeHT
OCHOBHbIM. Bnarogaps aTomy cBsA3b € ApyrumMun cermeHTamum ByaeT ocyLecTBNATLCSA Yepes
OCHOBHOW CermeHT, a B cobbiTnsx cuctembl PERCo-Web 6ynet otobpaxaTbCs COCTOSHME
CBSI3M C CerMeHTamu.




PykoBoacTBO agMUHUCTpaTopa

e KHonka MMpuBsasatb (OTBA3aTb) CerMeHT MNO3BONSAET 3aKPEnuTb CO34aHHbLIN CEerMeHT
3a onpeaeneHHbIM CepBepoOM: MOCMe TOro, Kak cermeHTbl ByayT cosgaHbl, Heob6xoaumo
3anTtn B MeHedxxep PERCo-Web c kaxaoro cepeepa, B cnucke CerMeHT BblOpaTb CErMEHT
C cooTBeTCcTBYOWMM IP-agpecom n HaxaTtb kHonky MpuBA3aTb CerMeHT.

MNoapobHee o HacTporike PERCo-Web nonga paboThbl B pexume pacnpenenieHHon CUCTEMbI.

11.2.1. Bknapgka «Hactponkn» MeHegxepa PERCo-Web, BcTpanBaemon B namsTb
koHTponnepoB PERCo

Bknaagka Hactponku Meneoxepa PERCo-Web, BcTpanBaemMol B namMsaTb KOHTponnepoB PERCo,
OTNN4YaeTca OT CTaHg4apTHOW U npegHasHadeHa ans ynpaeneHms HTTPS n ceptudmkatamn.

Bwg Bknagku:

Hactpoikn

HTTPS n ceptudmkarhl

3arpysutb ¢ain ceptudurkaTa
Py ] pTUG (o) T Buibepure daiin @

3arpysuTe dain knoua (key) T Buibepure dain

JononHuTensHble HaCT oMKW

Bpema xu13Hm ceccum (B
MWHYTax)
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1. TaHenb HTTPS m cepTtucmnkatbl CooepxumT cnegyolime afeMeHTbl:
o 3arpy3utb dann ceptudukara (.crt) — naHenb NO3BOMSET 3arpy3anTb MNYGANYHbBINA KoY.
Mocne 3arpy3kn cbann ByaeTt xpaHuTbcsa Ha cepBepe MeHedxepa PERCo-Web.
e 3arpy3utb chann knroya (.key) — naHenb NO3BONSET 3arpy3nTb CEKPETHBIN KoY cepBepa.
Mocne 3arpy3kn cbann ByaeTt xpaHuTbcsa Ha cepBepe MeHedxepa PERCo-Web.

e HTTPS - nepekniovatenb MO3BONSAET BKIIHOYUTL/BBIKMIOYMTL LWIMGPOBAHNE [AHHbIX.
YtoObl BKHOUNTL SSL-undpoBaHne, Heobxoanmo 3arpysuTtb cann ceptudukata m cdann
Knrova.

Mpun 3arpy3ke HEKOPPEKTHbIX hannoB Kroya unn ceptudukata npu 3anycke MeHedxepa
PERCo-Web otobpasuntcs owmnbka:

o KHonka CoxpaHUTb COXpaHSIET BHECEHHbLIE U3MEHEHMWS.

2. TlaHenb [JononHuTenbHble HACTPOMKU TMO3BONSIET 3adaTb BPEMs XKU3HU  Ceccumn
B npomexyTke oT 1 oo 10080 muHyT (1 Hegens). OTa HaCTponka onpedenseT BpemMs ¢ MOMEHTa
rnocrnegHero 3anpoca, MNocre KOTOPOro TOKEH aBTOpM3auMM CTaHET HeOEeNCTBUTENbHbIM,
cnegoBaTenibHO, N0 UCTEYEHUM 3a4aHHOIO BpeMeHu onepaTopy notpebyetcsa 3aHOBO NPOUTM
aBTopusaumio B cucteme PERCo-Web, ecnn ¢ ero cTOpOHbI HE BbISTO HUKAKOW aKTUBHOCTMW.

BHumaHue!

lMocne npumeHeHust HacTpoilku Bpems Xu3HM ceccum HeobOXO4MMO nepesarpys3uTb
Web-cepBep.

LY
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11.3. Bknagka «Pe3epBHble KONUX 1 NOrn»

Bknagka Pe3epBHble KONMM M JOrM MNpefHasHadeHa [ANns MPOCMOTpa  JlIOroB  CUCTEMbI
N ANS ynpaeneHust pe3epBHbIMU konusimu B,

Bwupg Bknagku:

PEBEPBHbIe KOnuv v a1oru

CycTeMHbIN >XypHan

Pe3epBHaf| konua basbl AaHHbIX

{2

3arpy3uTe Ha CEPEEP PEZEPEHYHO

T BuiBepute daiin
konww b

[OCTyNHbIE PE3EPBHBIE KOMKK

B4

Bpema nameHeHus Wwma daiina Pazmep daiina

perco_segment-2023-03-03- 12219
9-0-46.5q! MB

L
C
a@

09.03.2023 09:00:50

PasmelleHne pesepeHbIX KONWA

MakcrmansHOe KONMUeCTBO 10
pesepeHbIx kKonuid (0 - Be3
OTrpaHUUeHWi)

BHwmaHume! |_|p|f'l AOCTHXKEHWW NMMKWTa CamMble CTapble PESEDEHDIE KOMWK 6)",&,}"1’ 3aMEHATLECA HOBbIMM

PaGoyas o6nacTb BKNagku COAEPXKUT CreaytoLme 3NEMEHTbI:

1. CuCTeMHbIN XypHan — naHemnb CO4EPXUT kHOMKy CKavyaTb BCe NOru, kotopas no3BonsieT
ckayaTb apxmB C TEKCTOBbIMM (pannamu, cogepXawmMmm CUCTEMHYH WHopMaumio
0 OeNCcTBUSAX, NPON3BEAEHHbIX HA CepBepE.

2. [MaHenb Pe3epBHas konusa 6a3bl AaHHbIX COOEPXKUT Criefyowme aNeMeHTbI:
e KHonka Co3paTb pe3sepBHy konuto B[l no3sonseT co3aatb pe3epBHyto konuio BL.
e [lone 3arpy3uTb Ha cepBep pe3epBHyt konuto B[l nossonsetr Bbibpatb dann
C KOMMnbtoTEpA.
e [laHenb [locTynHble pe3epBHble konun Bl cogepXXMT CNMCOK COXPaHEHHbIX Pe3epBHbIX

KOMWN.

. ¥ CkauyaTb pe3epBHYIO KOMMUIO — KHOMKa MO3BONSAET CkavaTb BblIOpaHHYO pe3epBHYIO
Konuio.

o o BocctaHOBUTL pe3epBHYIO KOMUKD — KHOMKa MO3BONSeT BOCCTaHOBUTL B[

13 CO31aHHOW paHee pe3epBHON KOMUN.

o YpanuTb pe3epBHYH KOMUIO — KHOMKA MO3BONSET yAanuTb U3 Cnucka BblOpaHHYyHo
pe3epBHYHO KOMUI0.

e [lone Pa3smeweHne pe3epBHbIX KOMUM MNO3BOMSET ykasaTb MNyTb ANS pasMeLleHus
pe3epBHbIX KOMUNA.

¢ [lone MakcMmanbHoOe KONM4YecTBO pe3epBHbIX kKonun (0 — 6e3 orpaHM4yeHumn) No3songeT
BBECTM 3HAYEHNE MaKCUManbHOro KOMYecTBa XpaHMMbIX pe3epBHbIX KOMUM.

BHumaHue!
*\  [lpy OOCTVXKEHWUW NUMUTA CaMble CTapble pe3epBHble Konum ByayT 3aMeHsATLCS HOBLIMU.
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11.3.1. Bknaaka «Pe3epBHble konuu n norn» MeHeaxepa PERCo-Web,
BCTpanBaemMoun B namaTb KoHTponnepoB PERCo

Bknagka PesepBHble konuu u norn MeHepkepa PERCo-Web, BctpanBaemon B NamsiTb
koHTponnepoB PERCo, oTnu4aeTcs OT CTaHO4AapPTHON U UMEET Creayowmnn BUA:

PEBEPBHbIe KOMnuu n aorun

CHcTeMHBIin XypHan

PE3E‘pBHaﬂ konuA 6azbl AaHHbIX

(2

3arpysuTs Ha cepeep

T Buibepute daiin
pesepeHyH Konww b/l

LocTynHEIE pesepPEHEIE KONUM

&n Bpema u3MeHeHna Wima daina Pazmep daiina
t-2023-03-09- 12219
09.03.2023 09:00:50 perco_segmen e O g
9-0-46.sgl MEB

MakcumansHoe konvuecteo 10
pesepeHblx kKonwid (0 - Ges
OrPaHnJeHKiA)

BHumanwme! |_|p|a‘l AOCTUAHEHWW NMMWTE CaMble CTapble pE3epPEHbIE KOMKWK 6)",&,}"1' 3dMEHATbCA HOBbIMIA

PaGoyasi o6nacTb BKNaaku COAEPXKUT CreaytoLme 3NIEMEHTbI:

1. CUCTeMHbIN XypHan — naHesnb COOAepPXUT KHonmky CkauyaTb BcCe Floru, koTopasi nossosnsiet
ckayaTb apxMB C TEKCTOBbIMM (bainamu, coaepXalyMyM CUCTEMHYI MHopMaL Mo
0 OEeNCTBUSIX, NPON3BEAEHHbIX HA CEpPBEpE.

2. [MaHenb Pe3epBHasa konuAa 6a3bl JaHHbIX COOEPXUT Criefyowme SNeMeHTbI:
e KHonka Co3paTb pe3epBHy konuto Bl no3sonseT co3aatb pe3epBHyto konuio BL.
e [lone 3arpy3uTb Ha cepBep pe3epBHyto konuto B[l nossonsetr Bbibpatb dann
C KOMMblOTEpPA.
e [laHenb OocTynHble pe3epBHble Konuu BI cooepXnT CNUCOK COXPaHEHHbIX pe3epBHbIX

Konun.

° L CkavaTb pe3epBHYI KOMUIO — KHOMKA MO3BOMSET CkavaTb BblIOpaHHYH pe3epBHYHO
Konwuto.

. o BoccTaHOBUTL pe3epBHYK KOMUKO — KHOMKa MO3BONsieT BOCCTaHOBUTL B[l

N3 co30aHHOWN paHee pe3epBHON KOMUN.

o Yoanutb pe3epBHYI KOMUIO — KHOMKa MO3BONSAET yAanuTb U3 CnvcKka BblOpaHHYyLo
pe3epBHYIO KOMUIO.

o MakcumanbHOe KONMUYEeCTBO pe3epBHbiIX kKonun (0 — 6e3 orpaHuyeHun) — none
NO3BONSET BBECTU 3HAYEHME MAKCUMAITbHOro KONMYecTBa XpaHMMbIX pe3epBHbIX KOMUN.

BHumaHue!
* .\ [lpy JOCTUXKEHWUM NUMUTA CaMble CTapble pe3epBHbIe Konuu ByayT 3aMEHSATLCH HOBBLIMU.
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11.4. Bknagka «HacTtponku meHemgxepa»
Bknagka HacTponkun meHemkepa npegHasHavyeHa ansg nsmeHeHus napons. Bug sknagku:

\II' HacTtpoikmn meHepxepa

NameHutb napofib MeHeaxepa

Hoebli napons

O

[MoBTOpWTE HOBLIA Naponk

C) Mepesarpy3anTe MeHeLKep e

Pabouvas obnactb BKnagku CoAepPXUT cneagymouine anemMeHTbl:

1. NaHenb U3meHUTBL Naposnb MeHeaXepa MNo3BoSSeT ykasaTb HOBbINM Naponb Ana MeHemxepa
cuctembl PERCo-Web.

O [NepesarpyaunTb MeHemxep
2. KHorka nossonset nepesanyctutb MeHeaxep cuctembl PERCo-Web.

11.5. Bknapgka «OnacHasa 30oHa»

Bknagka OnacHas 30Ha npegHasHaydeHa Onsi BOCCTAHOBIMEHUSA AOCTyna K 3awmdpoBaHHbIM
OaHHbIM cnuctembl PERCo-Web 1 cbpoca yyeTHOW 3anncu agMUHUcCTpaTopa.

Bwupg Bknagku:

OnacHas 30Ha

CekpeTHbINU KoY

@

3arpy3vTh Ha Cepeep CeKPeTHLIR Kaou T BuibepwuTe dain

Cbpoc yueTHoi 3anMcK aamuHmcTpatopa PERCo-WEB

@ * PazpeleHtl NAaTUHCKHME CUMBONLI M UWGPL, ANKHa — oT 2 4o 30 CMMBONOE.

Hoewli napons

* Paspelerbl NaTMHCKWE CMMBOMLI M UMdPel, AnWHa — oT 6 40 30 cuMBonoE. MNaponk
0OA2aTeNEHO AOMKEH COASPKATh KAk MUHMMYM 1 UMgpy U 1 Byksy.

MoBTOpWUTE HOBLIK Napob
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Paboyasi obnactb BKnagku cooepXuT crieqyroLime aNeMeHThbl:

1. lMaHenb CeKkpeTHbIM KNY. OTO KMOY WKNgPOoBaHNs NpuMBaTHbIX OAHHbLIX, OH reHepupyeTcst
npu nepeom 3anycke cuctemol PERCo-Web 1 6onblue Hukorga He meHsieTcd. [Npu ytepe
Kntova Bce Naponu n 3awmndpoBaHHble AaHHbIE CTAHOBATCA HEAOCTYNHbIMU. [ocne ycTaHoBKM
cuctembl PERCo-Web krntod Heo6xoanMmMo ckadaTb U COXPaHUTb B HEAOCTYMHOM MeCTE.

o KHonka CkavaTb CeKpeTHbIW KnK4 MO3BOMSET ckadaTb (hann C CEeKPEeTHbIM KITHYOM
A5 BOCCTAHOBMNEHNS A0CTYNa K 3almMdpoBaHHbIM AaHHbIM cucTeMbl PERCo-Web.

e KHonmka 3arpy3uTb CeKpeTHbIW KI4Y MOo3BOMsSeT 3arpy3antb ¢ann C  paHee
CreHepmnpoBaHHbLIM CEKPETHBLIM KIHOYOM.

2. [laHenb Copoc yyeTHOM 3anucu agmuHucTpaTopa PERCo-WEB no3sonsieT ykaszaTb HOBbIN
NOrVH 1 Naponb Ans y4eTHOW 3anucu agMmHucTpaTopa MeHnedxepa cucmembl PERCo-Web,
kHonka CoxXpaHUTb NO3BOSSIET COXPAHUTL BHECEHHbIE N3MEHEHUS.

BHumaHue!

*\ HeobaymaHHble OeiCTBMS B 3TOM pasfene onacHbl U MOryT MpuBECTU K noTepe AaHHbIX!
PabGoTainTte c 3TM pasgenom Tosbko ecrnv Bbl TOYHO 3HaeTe, YTo Aenaerte.

11.5.1. Bknagka «OnacHasa 3oHa» MeHeaxepa cuctembl PERCo-Web,
BCTpanBaemMoun B namaTb KoHTponnepoB PERCo

Bknagka OnacHasa 3o0Ha MeHemkepa PERCo-Web, BcTpanBaemoil B namsiTb KOHTPOJSNEpOB
PERCo, oTnn4yaeTcsa OT CTaHAAPTHOW W BbIrNAAUT cnegyowmnm obpasom:

‘|( OnacHas 30Ha

Cbpoc yuetHol 3anncyn agmunnctpatopa PERCo-WEB

* PazpelleHil NaTUHCKKE CUMBOAL! W UM PEI, AAWHA — oT 2 A0 30
CHMEO/IOE.
Hoewli napons

* PazpeleHtl NaTMHCKME CUMBOJTL! M UMGPLI, AnMHa — 0T 6 40 30
CUMECNOE. Maponk 00A33TENEHO AOMKEH COASPXATE KIK MUHMMYM 1
umdpy v 1 Bykey.

[MoBTOPWTE HOBLIK Napoab

MNonHwiA C6|:IOC bazbl AaHHbIX W BO3BPAT B Ha4a/lbHOe COCTOAHWE

Pewwte npumep: 4 + 7 =

Paboyas obnacTtb BKNagkv COAEPXKUT crieayloLme aneMeHTbl:

1. TNaHenb C6poc yyeTHOM 3anmucu agmmHucTpatopa PERCo-WEB no3sonsieT ykaszaTb HOBbIN
NOrVH 1 Naporb ANs Y4eTHOW 3anucu agMuHuctpaTopa MeHedxepa cucmembl PERCo-Web,
kHonka CoxpaHUTb NO3BOMNSET COXPaHUTb BHECEHHbLIE N3MEHEHUS.

2. TMaHenb MonHbIM cOpoc 6a3bl AaHHbIX U BO3BpaT B HavanbHOe COCTOSIHWEe MO3BOSSAET
cbpocutb 6a3y AaHHbIX OO HAYanbHOrO COCTOAHMA. [ns 3TOro pewwmnTe NpuMep U HaxmuTe
kHomnky Copoc. HoBble npumMepbl reHepupyrTCs Npu Kaxaom Bxoae B MeHedxep cucmembl
PERCo-Web.

BHumaHue!

* . HeobgymaHHble [EACTBUS B 9TOM pasferie onacHbl U MOryT NpUBECTU K notepe AaHHbIX!
Pab6oTaiiTe c aTUM pa3genom Tonbko ecnn Bbl TOYHO 3HaeTe, YTo AenaerTe.
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12. YTunuta murpauum B[] c 6onee paHHeu Bepcuu MO
| BHumaHue!

YTunuty murpauum Heobxoammo 3anyckaTb OT UMEHW agMuHucTpatopa. lNepen Havanom
pabotbl ybeguTtecb, 4to Ha [1K, C KOTOpPOro MMMNOPTUPYHOTCA AaHHble, YCTaHOBIEH
M 3anyweH cepeep 6a3 gaHHbIX «Firebird». Takke pekomeHOyeTcs coenatb pPe3epBHYHO
konnio 6a3bl gaHHbix PERCo-Web nepson Bepcuun. [lepen Hayanom murpaumm
Heobxoaumo octaHoButb Web-cepBepbl u cepBepbl cucTtembl B 00enx Bepcuax
Menedxxepa PERCo-Web.

Ytunuta Mwurpaumm npegHasHadeHa Ons nepeHoca uMHdopmaumm n3 6asbl faHHbIX CUCTEMBI
6esonacHocTu npeablaywmx (1.x.x.x) Bepcun PERCo-Web.

[ns 3anycka yTunuTel HEOOXo4MMO 3anycTuTb hann pw_migration, KOTOpPbI HAXOANTCA B Nanke
C YCTaHOBIIEHHbIMU dannamu cucTemsl PERCo-Web (no yMon4yaHuio aTo
C:\Program Files\PERCo\PERCo-Web2\migration).

OKHO BbIMSANT cneayowmm obpasom:

ylr PERCo-WEB Migration — O *

Hactpoiikn PERCo-WEB nepeci sepcun

Host | 127.0.0.1 |
MyTe go B, | Ch\ProgramData\PERCo-Web\DE\PERCO.FDE |
Monssoeatens | SYsDBA |
Mapone | masterkey |
He sarpyxaTe usobpaxedna (Beictpee) [l

He sarpysxatk AaHHbIE coBeImuii, koTopsle cTaplwe nonyroaa (Beicrpes) [

Hactpoiikn PERCo-WEB sepcun 2.0

MyTe go nankw ¢ PERCo-WEB 2.0 CAProgram Files\PERCo\PERCo-Web2\,

Hauate MUrpauKHe

"host": "127.0.0.1",

"path": "C\\ProgramData\\PERCo-Web\\DBE\\PERCO.FDB",
"user"; "SYSDBA",

"password": "masterkey”,

"without_image": false,

OKHO YyTUNUTbI MUrpaLMn COAEPXKUT crneayloLmne 3f1eMeHTbl:

o Host — none npegHasHayeHo gng BBoga |IP-agpeca MallunHbl, Ha KOTopon Obina ycTaHoBMeHa
cuctema 6esonacHoctn PERCo-Web nepsoii Bepcun.

e [MyTtb po B — none npegHa3HavyeHo ANsi yKazaHUa nyTn, No KOTOPOMY HaxoauTcsa 6asa 4aHHbIX
nepson Bepcun PERCo-Web.

e lNonb3oBaTtenb — none npegHasHavyeHO AN BBOAA WMEHW MOnb3oBaTens, 3agaHHoro
B HacTponkax Firebird.

e [Maponb — none npegHasHayeHoO ANs BBOAA Napornis nonb3oBaTensd, 3a4aHHOro B HacTpomKax
Firebird.

e He 3arpyxatb u3obpaxeHMa — npu ycTaHoBKe dnaxka y napameTtpa doTtorpacdum
COTPYAHVWKOB / noceTutenen u npoydve rpaduyeckne mnsobpaxeHna He OyayT nepeHeceHbl
B cuctemy PERCo-Web (2.x.x.x). Npu BbiIGOpe gaHHOro napameTpa numnoptmpoBaHme annos
npovaet BbicTpee.
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He 3arpyxaTb AaHHble COObITMI, KOTOpPbIE CTaplie nonyroga — npy yctaHoBke braxka
y napameTtpa B cuctemy PERCo-Web (2.x.x.x) He OyayT nepeHeceHbl COObITUS CUCTEMbI
PERCo-Web nepson Bepcuun, koTopble 6binn ctapwe nonyroga. Npu Bbibope [aHHOro
napameTpa MMNopTMPOBaHMe hannoB NnponaeT ouicTpee.

MyTb Ao nanku ¢ PERCo-Web (2.x.x.X) — none npegHasHayeHo ansa ykasaHusi NyTu K nanke
C yCTaHoBreHHbIMU hannamm cuctemsl PERCo-Web (2.x.x.x).

HayaTtb murpauuio — KHOMKa npegHasHadyeHa And 3anycka npouecca MMNopTMPOBaHMSA
AaHHbIX.

OkHO oTobOpaxxeHus nHpopmauum o6 onepaumnsax — OKHO NpegHasHa4vYeHo ans oTobparkeHns

nogpobHoro npouecca murpaummn BL. Mo 3aBepLUeHUM MUrpaLMn B OKHE NOSIBUTCSI coo0LLeHne
«3aKkoHyunuy.

lpumeyaHue:

Mwurpaumio pekoMeHayeTcs NpOBOAUTL B nycTyto 6a3sy AaHHbIX
PERCo-Web (2.x.x.x).

BHumaHue!

Mpn nomowm  yTunutel Murpauum un3 Bl  6onee paHHen Bepcum 10
He NepeHoCcATCS:

HacTpovikn obopygoBaHus;

onepaTopsl;

LWabnoHbl MPOMYyCKOB;

LWabnoHbl Bepugukauuu;

oTnevaTku nanbues Suprema.

OTn paHHble Heobxoanmo byaeT nepeHectn B Bl HoBow Bepcum MO BpyuyHyio.
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13. Pexum pacnpepneneHHOU cUCTEMbI

PacnpedeneHHass cucmema — 3TO  OOMOMHUTENbHBLIM  pexum  pabotel  PERCo-Web,
npeaHasHa4YeHHbIN ANns:

o 00begmHeHns reorpaunyeckn yganeHHbIXx 00 beKTOB B €4ANHYIO CUCTEMY;

e TMOBbILWEHNST YPOBHSI OTKA30yCTOMYMBOCTM paboTbl cucTeMbl B ceTax C  6onbmm
KONNYECTBOM KOHTPOINEPOB.

Mcnonb3oBaHue pexuma pacnpefeneHHorW CUCTeMbl MO3BONSAET MOMyYUTb OTKA30yCTOMYMBYHO
CTPYKTYpPY, COCTOSALLYI0 M3 Heckonbko cepBepoB PERCo-Web, koTopble B3aMMOOENCTBYHOT
C LUeHTpanu3oBaHHom 6a3oM OaHHbIX.

[nsa cospgaHua pacnpedeneHHon CUCTEMbl CeTb NpeanpuaTus  Heobxogumo  pasgenutb
Ha cermeHTbl. Kaxabli CerMeHT — 3TO JTIOKarnbHbIA CepBepP, KOTOPbIA CUHXPOHU3UPYETCA C APYruMm
B pexume pearnbHOro BpemeHW. Takum obpa3om Harpyska pacnpegensiercd paBHOMEPHO
N He 3aBUCUT OT yaaneHHoCTn cepeepa.

lpumeyaHue:

== [nsa reorpaduyeckn pasgeneHHblX ceTel cerMeHTamm MOryT ObiTb MOLCETU KaKAoro
u3 unuanos unu nogpasgeneHun, Hanpumep: «lnaeHbin oducy, «lMponsBoacTBOY,
«Cknag» v 1.4. Ans KpynHbIX NpeanpuaTui ¢ 60nbLUM KOSTIMYECTBOM KOHTPOSNEPOB — 3TO
pasgeneHune Ha nornyeckue noaceTn n pacnpeneneHme KOHTPONepoB No 3TUM NOACETAM,
HanpuMMep: 4YacTb KOHTPOMSEpPOB Haxoautca B noacetn 172.17.*.*, gpyras 4vactb —
B noaceTtn 10.0.*.*.

B kaxgom cermeHTe ycTaHaBnuBaeTcs cepBep cuctemol PERCo-Web, kotopbin paboTtaeT
C KOHTpOMnfepaMn TONbKO CBOEro cerMeHTa u nepegaeTt nHopMauuio B LleHTpanu3oBaHHyo 6asy
OaHHbIX. Kaxgbin cepBep cuctembl PERCo-Web wn3 nioboro cermeHta MOXET nonydartb
MHopMaLumio OT BCEX OcTanbHbIX cepepoB cucteMbl PERCo-Web B opyrix cermeHTax.

13.1. Hactpounka PERCo-Web ansa paboTbl B pexxume pacnpenesieHHON
CUCTEMBbI
[ns paboTkl B pexume pacnpeneneHHon cucteMbl HE06XoaUMO:

1. OnpenennTb, kKak OyaeT pasgeneHa ceTb NpeanpuaTus M YTo OyaeT BblAENeHO B KayecTBe
CermMeHTOB — rpynrbl KOHTPONNEPOB, reorpadnyeckn yaaneHHble 06beKTbI U T.4.

2. Ha kaxgom cermeHTe ycTaHOBUTL cepBep cuctembl PERCo-Web.
lpumeyaHue:

= Ha Bcex cepBepax (cermeHTax) PERCo-Web pekomeHayeTCsl UCMonb30BaTh O4MHAKOBbLIE
cbopKM cUCTEMBI.

3. BbibpaTb cnocob paboTtbl ¢ 62301 JAHHLIX U MPOU3BECTU COOTBETCTBYIOLLYIO HACTPOMKY.
4. CospgaTtb Heobxoanmble cermeHTbl B PERCo-Web.

5. CsgsaTtb nokanbHble cepBepa npeanpuatna ¢ co3gaHHbiMM B cucteme PERCo-Web
CEerMeHTamum.

I BHumaHue!

555 CermeHTbl pekOMeHOyeTcsl HacTpouTb Ha paboTy MO OAHOMY M TOMY e MpPOTOKOMY
(npegnoytutenbHee — https). Ons atoro B MeHedxepe PERCo-Web Ha Bknagke
HacTpowku oTknounte unuM BKNOYMTE LWMAPOBAHNE [AaHHbIX Yy BCEX CErMeHTOB.
B npoTnBHOM cny4ae HekoTopble PYHKLUN MOTYT BbINOMHATLCA HEKOPPEKTHO.

13.1.1. NoakntoyeHue 6a3bl AAHHbLIX

PacnpegeneHHas cuctema PERCo-Web nopaepxunBaeTt cnegyowime cnocobbl pabotbl ¢ 6asom
JAaHHbIX:

1. Wcnonb3oBaHWe CTOPOHHEN cucTeMbl pennukaumm 6a3 gaHHbiX. [pu BbIGOpe 3TOro cnocoda
npuaepXMBanTeCh crieayoLen nocrnegoBaTensHOCTU AENCTBUN:
e Ha OQHOM M3 CerMeHToB co3ganTte 6asy AaHHbIX;
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W.

OTKpoMTe BKNagky PesepBHble konuu u_noru MeHedxepa PERCo-Web, cospavite
N coXpaHuTe pe3epBHY0 KOMuto cosgaHHon B,

pacnpoCcTpaHUTe COXPaHEHHYIO pe3epBHY0 KOMUIO Ha BCE OCTarbHblE CErMEHTbI;

oTKpowTe Bkrnaaky OnacHasa 3oHa MeHedxepa PERCo-Web v ckayainTe CeKpeTHbIN Kiou;
PacnpocTpaHuTe cekpeTHbIM KoY Ha BCe OCTarnbHble CerMeHTbl. B pesynbtate Ha Bcex
cepBepax JoSKeH ObITb 3arpy)XeH OAMH U TOT XXe CEKPETHbIN KoY,

C NMOMOLLIbKO CTOPOHHEN YTUINUTLI CBSDKUTE BCe 6asbl AaHHbIX pennukaunen. Takum obpasom
nobor cermMeHT MoXeT NpoJosmKaTe aBTOHOMHY paboTy co ceoen konven B npu notepe
CBSA3W C Opyrumu;

Ha Bknagke Hactpounku MeHedxepa PERCo-Web Bkniounte pexum MynbTucepsepa
n akTuBMpynTe napameTtp Pexum pennukauuu B.

lpumeyaHue:
Mpymep HaAcCTpPOVikK pacrnpeaeneHHON CUCTEMbI MPUBEAEH B MPUAOKEHUN 1.

2. Wcnonb3oBaHue obuienn ©0asbl gaHHbIX. [Mpu BbIGOpe 3TOro cnocoba npuaepKnBanTeCh
cnegyoLlen nocnegoBaTenbHOCTY AENCTBUN:

Ha O4HOM M3 CerMeHTOB co3ganTte 6asy faHHbIX;

oTKpowTe Bkrnaaky OnacHasa 3oHa MeHedxepa PERCo-Web v ckayainte CeKpeTHbIN Kiou;
pacrnpoCTpaHNTE COXPaHEHHbLIN CEKPETHLIN KoY Ha BCe ocTarbHble cerMeHThl. B utore
Ha BCeX cepBepax SOSMKEH ObITb 3arpykKeH 04MH U TOT XKE CEKPETHbIN KIHOY;

nogknounTecb K cosgaHHon BL € ocTanbHbIX CErmMeHTOB, YKasaB XOCT, MOPT, UMs
nonb3oBaTtens, naposnb 1 Ha3BaHne B[ Ha Bknagke Hactpowku MeHedxepa PERCo-Web.

BHumaHue!
Ecnu ceaAsb ¢ 6a3on gaHHbIX OygeT HapylweHa, cepeep PERCo-Web npekpatut pabory.

13.1.2. Co3paHue cermeHToB B PERCo0-Web

nsa co3paHusa cermeHToB B PERCo-Web:
1. YbBeawuTtechb, YTO Ha BCEX CepBepax NOAKIYEHA U HACTpoeHa 6a3a AaHHbIX.

2. C opHoro un3 cepBepoB oTkponte MeHedxep PERCo-Web w nepengute Ha BKNagky
HacTtpowku.

3. Ha nanenu PacnpegeneHHass cucTema akTUBUPYUTE peXUM MynbTucepsepa. [locne aToro
Ha naHenu NosiIBATCS OOMNOMHUTENbHBIE HACTPOWKU:

Pacnpegeneuﬂaﬂ cuctema

PeXu1m MynbTUcepBepa c

Pexum pennukauyuu 60

GervenT Aaperayan [Teryuyai cermer] 7

PEABKTHPBBBTI: CermMeHT

4. C nomolubto KHomnkn [lo6aBUTb CerMeHT BbI30BUTE OKHO [lo6aBneHue cermeHTa:

ﬂoﬁaBneHmecermeHTa
Mma cermenTa

XocT

== =]
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e B none Wma cermeHTa BBeaMTe HaMMEHOBaHVWE CO30ABAaeMOro CerMeHTa,
Hanpumep, «lnaBHbIN ohucy;

e B none Xoct ykaxuTte IP-agpec cermeHTa (T.e. NOKanbHOro cepeBepa C YCTAHOBIIEHHOW
cuctemon PERCo-Web);

e Haxmute KHonky CoxXpaHuTb.

Takum 06p830M nobaBbTe BCce HY>XHbl€ CErMEHTbI.

5. CpenanTe OAMH U3 CErMEHTOB OCHOBHbLIM C NMOMOLLbIO COOTBETCTBYIOLLEN KHOMKWA Ha naHenu
PacnpepneneHHasa cuctema. bnarogaps aTomy CBsi3b C cermMeHTammn ByaeT OCyLecTBNATLCS
yepe3 OCHOBHOM cermMeHT, a B cobblTuax cuctembl PERCo-Web 6ynet oTtobpaxaTbes
COCTOSIHVE CBSA3U:

CobbITisA cUCTEMDI PERCo-Web
ABTOOBHOBASHWE 2022-11-18 00:00 — 23:59
Cobbitne ~ [lata cobbimua Jlata cobbimna UTC JlononnutensHas wnde  IP-aapec TaBensHbiid HoMmep Ycrpoiicteo
CoeaMHeH1e ¢ CErMEHTOM PazopBaHo 2022-11-18 16:29:05 2022-11-18 13:29:05 50
CoeaMHeHMe C CerMeHTOM YCTaHOBIRHO 2022-11-18 16:28:33 2022-11-18 13:28:33 50
lpumeyaHus:
Mocne BbiGOpa OCHOBHOrO cermMeHTa HeobxoamMmo nepesanyctuTb Beb-cepeep n Cepsep
CUCTEMBbI.

Mpy ocTaHOBKe cepBepa CUCTEMbI HA OCHOBHOM CErMeHTEe CBA3b C APYrMMU CermeHTamu
He mponagaer.

13.1.3. 3akpensneHue cerMmeHTOB 3a cepBepamum

MoouepenHO C Kaxgoro cepsepa, Ans kotoporo B PERCo-Web 6bin co3gaH CErMeHT, BbINONHUTE
cnegylowme encTeus:

1. Otkponte MeHedxxep PERCo-Web v nponsseante Heo6X0AMMbl€ HACTPOWVKU:

e Ha Bknagke HacTtpomku Ha naHenn PacnpepeneHHasi cuctemMa akTUBMPYWTE PEXUM
MynbTUCepBepa M BbidepuTe B BbiNajalollemM cnucke cermMeHT ¢ Bawwum [IP-agpecom.
Mcnonb3ays kHonky MpuBA3aTb cerMeHT, 3akpenute BbIOpaHHbIN CErMEHT 3a CEPBEPOM;

e Ha Bknagke MOHUTOPWHI nepe3arpy3nte cepeep cuctemsl n \WWeb-cepsep.

2. B cucteme PERCo-Web nepengnte Ha Bknagky YecTpoucTBa nogpasgena «KoHdurypaumsa»

pasgena «AgMuHUCTpUpoBaHue». Kcnonb3ays KHOIMKY Mouck ycTtpomncTB, Hangute
n pobaBbTe Heobxoammble ycTporcTBa. Npu gobaBneHnn ycTporucTBo ByaeT aBTOMaTUYECKU
NPUCBOEHO CErMeHTy, C KOTOPOro BbINOMHANCA nouck. [Mpn HeobxoouMMOCTM OTKpoWuTe
napamMeTpbl yCTPONCTBA U U3MEHUTE CErMeHT.

lpumeyaHus:

— Mpu pobasnenunn kamepsl, cepepa TRASSIR, NCO «Opuon» (Bolid), OTIC «Py6ex»
BPYYHYIO YK&XXNUTE CEerMEHT B COOTBETCTBYHIOLLEM MOSE.

— [lpwn pobaBneHwu WN3a UM cocTaBHOro obbekTa B X NapameTpax 6yayT oTobpaxeHbl
TONbKO YCTPOWCTBA, MPUBA3AHHbIE K CETMEHTY, C KOTOPOro Mpoucxoaut fobasneHue
LUMKO3a UM COCTaBHOro obbekTa.

— lMpn aktmBaumm pexuMma pacnpefenieHHoONn CUCTEMbl paHee CyLleCTBOBaBLUME
noMeLLeHMs 1 yCcTporcTBa ByayT HAXOAUTLCS BHE CErMEHTOB, NO3TOMY MX HEOO6XOOUMO
nepemMecTuTb B COOTBETCTBYIOLLMIA CErMEHT.

3. Ha Bknagke Cuctema nogpasgena «KoHdurypaumar» pasgena «AgMUHUCTPUpPOBaHUE»
YKaXkuTe nyTb K KaTanory Ans 3anvcu smgeodannos.

| BHumaHue!
" Y Kaxgoro cermeHTa AomKeH ObITb CBOW KaTanor Ans 3anucy Buaeodannos.
4. Tlpn HEOBXOANMOCTM HACTPONTE peakLMmn Ha CODbLITUA U 3agaHUS ANs1 CErMEHTa.
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13.2. OcobeHHOCTU paboThbl B pexxume pacnpenernieHHoON CUCTEMbI

e B pasgene «MOoHUTOPUHI» OTOOpaXatoTCst BCE CErMEHTbI, C KOTOPbIMU €CTb CBA3b (pasgen
[OCTYNeH TONbKO MpuM aKTMBUPOBAHHOW nuueH3um Ha wmogynb [1O  PERCo-WMO05
«MoHumopuHe»).

e B pasgene «Bepudukaumar» (4OCTyneH TONMbKO NpU aKTUBMPOBAHHOW NMMLUEH3MN Ha MOoAynb
MO PERCo-WM02 «Bepudghukayusi») 3anyck npouecca Bepudumkauum BO3MOXKEH TOMbKO
C MCNOMNb3yeMoro cermeHTa.

e B nogpasgene «XypHan Bepucdukauum» pasgena «KoHTponb goctyna» otobpaxaroTcs
cobbITnA BEpMdUKaL MM CO BCEX CErMEHTOB (nogpasaen 4OCTYNEH TONbKO NpU akTMBMPOBAHHON
nueHsnm Ha mogynb MO PERCo-WMO02 «Bepucgbukayusi»).

o B nogpasgene «CoObiTUA cucTeMbl» pasgena «AAMUHUCTPUpPOBaHME» OTobOpaxaloTcs
cobbITnA co Bcex cerMeHToB. Mpu 60onbLlwOM KonmMyYecTBe COObITUIA NX 3arpy3ka MOXET 3aHATb
HEKOTOpPOEe BpeMs.
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14.

UHTerpaumsa c 1C:Mpeanpusatue 8

B pesynbTate uHTErpaummn gyHkumsa yyeTa paboyero BpeMeHn coTpyaHUKOB NepeaaeTcst cucteme
nporpamm 1C:lpednpusimue. PacyeT Npou3BOAUTCS Ha OCHOBaHWM COObLITUIA BXxOOa-BbIXOAa,
PErMCTPUPYEMbIX KOHTPOMNepaMu cuctembl. [pu MHTErpaumMm CUHXPOHU3WPYHOTCS criedyomne
[AaHHblE:

CMNCOK CTPYKTYPHbIX NOApasgeneHnin npeanpuatus;
CMUCOK OpraHn3aummn;

OOIPKHOCTUN COTPYAHWKOB;

rpacdounkm paboTbl 1 NpasgHUYHbIE OHWY;

cobbITuS;

CMNCOK COTPYAHWUKOB M UX yYEeTHbIE AAHHbIE;
KnaccuukaTopbl.

Mocne aktmuBauuun nuueHsmm Ha mopynb PERCo-WMO03 «MHmezpayusi ¢ 1C», pegaktmposaHme
3TUX AaHHbIX B cucteme PERCo-Web Gynet 3a6noknpoBaHo.

MpoBecTn uHTerpaumto ¢ 1C: Mpednpusimue MOXHO ¢ nomoLbio Moayns PERCo-WMO03 «Modynb
uHmeepayuu c 1C», paspaboTtaHHoro komnaHnen PERCo.

Ons
1.
2.

54

NPOBEAEHUSI MHTErpaLnm:
YctaHoBuTe moaynb PERCo-WMO03 «Modynb unmeepayuu ¢ 1C».

3anyctute 1C: [pednpusmue n  oOTKpouTe  cpbann BHewHen  0bpaboTkm
Perco_CunxpoHu3ayusifJaHHbix3YI1_1C_xx.epf (roe xx — Bepcus danna obpaboTkn)
moayns PERCo-WM03 «Modynb uHmezpayuu ¢ 1C». ®ann MOXHO ckavaTb B pasgene
«AgMuUHUcTpupoBaHue» > «JluueHsnu» > PERCo-WMO03. CnepyiTe pekoMeHOauusm
PYKOBOACTBA MONb30BaTeNs MOAYNS.

lpumeyaHue:

HononHuTtensHas uHgopmauma o pabote cucrembl ¢ mogyrnem PERCo-WMO03 «Modynb
uHmeepayuu c 1C» noctynHa Ha canTte komnaHun PERCo no agpecy: WwWw.perco.ru.


http://www.perco.ru/support/dokumentaciya/
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15. API PERCo-Web
Mopgynb npegHasHayeH nsi NOMOLLM pa3paboTynkam B CO34aHUN CTOPOHHUX MPUMOXKeHUn Ha 6ase
roToBbIX pelueHuit cuctembl PERCo-Web.

Mogynb npegHasHadeH Ans nonb3oBaTenen, obnagalowmnx BbICOKMM YypOBHEM KBanudukaumm
B obnactn T n npaktnyecknumun 3HaHuammn B Web paspaboTke.

APl (Application Programming Interface) — 3710 uHTepdenc, KoTopbii NO3BONSAET Mony4vaTtb
nHcpopmaumto n3 6asbl faHHbIX PERCo-Web ¢ nomowsto HTTP-3anpocos k cepsepy.

B Mogynb MOXHO nepenTtn Tpems cnocobamu:
1.  Wcnonb3ys naHenb HaBurauuu, nepengute B pasgen E «AgMmuHucTpupoBaHue». OTKkpounTe

nogpasgen «JimueHanmn» n BoidepuTte nuueHsno PERCo-WM04 «MHmezpayusi c sHewHUMU
cucmemamu». B OTKpbIBLLEMCSI OKHE nepenaute no ccebinke JokymeHmauusi.

2. B agpecHon ctpoke gobasbTe K IP-agpecy cepsepa /dev. Hanpumep, hitps:/172.17.0.xx/dev.
3. TMocne aktuBauuu nuueHsun PERCo-WM04 «MHmezpayusi c HeWHUMU cucmemMamMmu»

Ha naHenu Hasurauumn NOSABUTCSA pasaen @ «JokymeHnmauusi». lNepeniante B AaHHbIN
pasgen n otkponTe nogpasgen «Jokymenmauyusi SDK».

Moaynb nmeeT cnegyowmin Bua;

MonyueHne nepapxuyeckoro
CcrvcKa AOCTYMNHbIX pa3AenoB

Oro Crncka ENDPOINT

el CUCTeMbl

MonyueHue JSON-cxemsl no 1D

Mosy4eHue nepapx
AOCTYMHBIX P33/

GET /system/components
CnywebHole MeTogsl

PegakmpoBakme JSON-cxemsl no 1D MomyueHUE HePaPXMUECKOrD CIIVICKE LOCTYMHBIX PA3ASN0E CHETEMBI

MofyueHue JSON-cxemel no title @ @
MonyueHue cnucka JSOM-cxem

JobaeneHmre HOBOR JSON-Cxemel

Moayyexue ofitekTa NepeecAoe Ha
AOCTYNHBIE A3bIKW

Cnucok rpynn MeToaoB B 3aBUCUMOCTU OT MX OYHKLIMOHANbHOW NPUHAANEXHOCTH.

2. Pabovas obnactb cogepxuT cnyxebHble meToabl BblibpaHHoOW rpynnbl. MeTtoabl pas3buThbl
Mo rpynnam B 3aBUCMMOCTM OT UX PYHKLMOHAINbHOM NPUHAANEXHOCTH.

Mpwn BbIGOpE 3neMeHTa OTKpPbIBAKOTCS CrieaytoLLme nons:

e OnucaHue — COOEPXUT KpaTKyH XapaKTePUCTUKY BbIOGpaHHOro meToaa.

e [MapameTpbl 3anpoca — COAEpPXUT OnucaHue MnapamMeTpoB, KOTOPble MOXHO nepeaaTb
B MeTOA.

¢ [Mpumepbl OTBETOB — NpeaHa3Ha4YeHo ANs HarnsiAHOro 0TOBpaXeHMs MHGOPMaLUK.

e BbINONHWUTbL 3anpoc — NaHenb NO3BONSET NPoBepUTL PaboTy 3anpoca.
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16. lNpepBapuTenbHas HaCTpouka

Mpn noarotoBke cucTeMbl K paboTe npuaepXkuBanWTeCch Ccnegylowen nocrneaoBaTenbHOCTU
JEeNCTBUN:

1.
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Bongute B cuctemy, mucnonb3dyst 6paysep. [ng aToro B agpecHon ctpoke Gpaysepa BBegute
IP-agpec TK, Ha koTopoM ycTaHOBNeH cepBep cuctembl. [1pu nepsom BXxo4e B cUCTEMY
Heobxoanmo 3agaTb Naposib A4S y4ETHON 3arnuciu.

Mcnonb3ysa naHenb HaBurauumn, nepenguTe B pasgen E «AQMUHUCTPUPOBaHUEY:

o OrTtkponTe nogpasgen «JIMueH3nm» n akTMBupynTe Heobxoammble nakeTbl n moaynu MO,
npu HeobXxo4MMOCTH BBEANTE NPUOBPETEHHbBIE NMULIEH3NOHHBIE KIOYM.

e OrtkponTe nogpasnen «KoHdburypaumsayr:
— BblbepuTe pernoH n hopmat otobpaxeHus aT B cucteme (Bknagka «Cucremay);
— npowusBeguTe NOUCK 1 gobaBreHne KOHTPONNEPOB B KOHUIypauuio cuctembl (BKrnagka

«YcTponucTaar);

— co3gaunTe CnMCOoK NoMeLLeHnn npeanpuatms (Bknagka «MomeweHus»);
— NPUBSKUTE KOHTPOSEPbI K NOMELLEHMAM.

e Otkponte nogpasgen «Ponu v _npaBa onepatopoB», co3gante Heobxoaumble ponu
onepaTopoB 1 yCTaHOBUTE ANSA HUX MOFTHOMOYMS.

B pasgene «bropo nponyckoB» (cM. Pykoeodcmeo nonb3ogamersnisi PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE):
e Otkponte nogpasgen «WabnoHbl goctynar.
— npu HeobxoammoctTu AobGaBbTe BPEMEHHblE KpUTepuu [ocTyna u OTpedakTupymTe
npasgHUYHOE pacnucaHue AocTtyna (Bknagka «BpemeHHble Kputepum gocTtyna);
— co3ganTe wWwabnoHbl [ocTyna Ana COTPYAHMKOB Mpeanpuatvsa 1M noceTuTenen.
Mpu cozgaHum wabnoHa Ansa Kax4oro NOMeLLEeHUs yCcTaHaBNMBaTCa MHAMBUAYanbHbIe
npasa u Kputepun goctyna (Bknagka «LabnoHbi»).

B pasgene E «lMepcoHany:

o OrTtkponte nogpasaen «MoppasneneHus» (cM. Pykoeodcmeo ronb3ogamenss PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE) v co3gaiTe CnMCOK CTPYKTYPHbIX NogpasaeneHunm
npeanpuatns. [Ona  kaxgoro nogpasaeneHuns  ykaxmte AaHHble, KoTopble OyayT
aBTOMAaTMYECKN YyCTaHABNMBATbLCS COTPYAHMKAM U NOCETUTENAM nogpasaeneHus.

o Ortkponte nogpasgen «[JOMMKHOCTM» U CO3OalTe CMMCOK AOIMKHOCTEN NpeanpuaTus
(cm. Pykosodcmeo ronib3oeameriss PERCo-WB, PERCo-WBE, PERCo-WS, PERCo-WSE).

o [lpn HeobxogmmocTn B nogpasgene «dononHutenbHble AaHHble» (CM. Pykoeodcmeo
nonb3oeamersnisi PERCo-WS, PERCo-WSE) co3ganite nons Ans BBoga AOMNOMHUTENbHbIX
TEKCTOBbIX M rpacpnyecknx AaHHbIX.

e [lpu pabote ¢ YPB (cm. Pykogodcmeo rions3oeamersisi PERCo-WMO01, PERCo-WMEO01):

— B nogpasgene «lMpacdwmkn paboTbi» cosgante rpacduvkn paboTbl ANs COTPYAHWUKOB
npeanpuaTnsa. YKaxute AONna  Kaxgoro rpaduka  perucTpypyrowime  noMeLeHns
W NapamMeTpbl COCTaBMNEeHMS OTYETOB NO AUCLMNIIMHE TPYAQ;

— B nogpasgene «lMpa3aHnyHble AHUY» OTPedakTUPYNTE Kanenaapb NpasaHUYHbIX AHEN.

B pasgene «Bropo nponyckoB» (cMm. Pykogodcmeo nonb3ogamerisi PERCo-WS,

PERCo-WSE).

o OTkponTe nogpasgen «[AusarMH nponycka» WM co3ganTte WabnoHbl Au3aiHa NponycKoB
COTPYOHMKOB M NoceTUTeNnen angd nogpasgeneHnn npeanpuaTus.

B pasgene E «IMepcoHan» (cm. Pykosodcmeo rionib3ogamerisi PERCo-WB, PERCo-WBE,
PERCo-WS, PERCo-WSE).
e Otkponte nogpasgen «COTPyAHUKU» K CO3JalTe CNUCOK COTPYAHMKOB MNpennpuatus.
[na kaxxgoro coTpyaHuka:
— 3anonHuTe y4deTHyr KapTouky (ykaxmute ®UO, nogpasgeneHue, OOMKHOCTb, rpaduk
paboTbl 1 T.4.);
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— pobasbTe hoTorpaduto;
— BblganTe KapTy goctyna (MgeHTudukatop) W yctaHoBuTe LWabnoH JgocTyna.

Mpn HeobxoguMOCTK pacneyaTtanTe nponyck (cM. Pykoeodcmeo rnonb3osamersisi PERCo-
WS, PERCo-WSE).

7. B pasgene E «AAMUHUCTpPUpPOBaHME» OTKponTe nogpasgen «OneparTopbi» 1M co3ganTte
y4eTHble 3anucu Angd onepaTtopoB CUCTEMbI, Ha3HayYbTe UM CO3[aHHble paHee ponu 1 BblaanTe
npaea Ha pasgensi.

8. B paspgene «Bropo nponyckoB» (cM. Pykosodcmeo nonb3oeamesnii PERCo-WB,
PERCo-WBE, PERCo-WS, PERCo-WSE).
o OrTkponte nogpasaen «LlLlabnoHbI AocTynay, nepengure Ha BKNaaky
KomuccumoHmpoBaHme u npu HeoOXOOUMOCTU YKaKMTE [N KOHTPOMMEpoB Tex
COTPYAHUKOB, YbM KapTbl OCTYNa 6yayT SBAATLCS KOMUCCUOHMPYHOLLUMMU.

9. HacTtponte yHKUMM KOHTPONSA 30HANbHOCTM JoCTyna kKapT B cucteme (Antipass
n Global Antipass).
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17. ®PyHKuum Antipass u Global Antipass

B cucteme npegycmMoTpeHa BO3MOXHOCTb BKIHOYEHMSI U OTKMHOYEHMS (YHKUMIA KOHTpOrs
30HaNbHOCTM KapT AocTyna.

dyHkuua Antipass
llpumeyaHue:

7 [Ins ucnonb3oBaHusa YHKUUKM Antipass B LWabnoHe AocTyna KapTbl HEOGX0AUMO ykasaTb
noMeLLeHns, Npu AOCTyne B KOTOpble OOMKEeH MPOU3BOAMTLCS KOHTponb. HacTtporika
wabnoHa npoBoauTcs B nogpasaene «LWabnon goctyna» pasgena «bropo nponyckoB».

Ansa BKNtoYeHNUs / OTKMOYEHUST (DYHKLUM KOHTPOIS 30HANbHOCTHU:

Mcnonb3ysa naHenb HaBuraumm, nepengnte B pasgen «AAMUHUCTPUpPOBaAHUEY.
Otkponte nogpasgen «KoHdurypaumsa».
Mepenante Ha BKNagky YCTPOMCTBA.

o Db~

B paboueit ob6nactu cTpaHuLbl BbiGEpUTE KOHTPOMMEp, AN KOTOPOro Heo6XoaNUMO BKIYUTL
PYHKLMIO KOHTPOMSA 30HANbHOCTY.

o

Haxxmute KHOMNKy PepaktupoBaTb Ha NaHeNn MHCTPYMEHTOB CTPaHULbI.
6. B oTkpbiBLIEMCHA OKHE nepenanTe Ha Bkraaky UY (3amok):

(5 KonTpoanep samka CLOS.1 BepHyTLCA K CInCKy
Hazeanune HopmaneHoe (T.e. 2aB10KMPOBaHHOES) COCTORHME KOHTaKTa (Exog MY) <
Kontponnep samra CLOS.1 HopmaneHo 3amMkHyT
Bxon e HopwansHoe coctoanme "3akpeito " Beixoga MY
CTonosas Q He zanuTaH
Brixoz us T Hopmanuzauns esixona WY
o Q Mocne "OTkpeITAA
o MpenensHoe epemMa pazbnoKMpoBKK
Crnncok NFC yetpoicte PeA P P P o
-]
8 CekyHasl 5
H B
2
Bpemsa yaepxanua B pazdNoKMPOBaHHOM COCTOAHMK (BpeMA aHanvsa 5
MAEHTUO UKATOPA) =
=
Cems 8 CexyHas o
3
=
Bpema oxnaaHNA KOMUCCHOHWMPOBaHNA =
PazHoe =
30 CekyHAabl :‘3

l'eHepatop Tpesorm Perncrpauva Npoxoaa no NpeaLAENSHUI ASHTHOMKATOPa

BHYTpEHHAR 3alLMTa T Nepesaun vaeHTudukatopoe (Local Antipass)
3amok

Pexm paboTel BelXo4a ynpaenesna MY

Brizogs! MoTeHuransHbIl

CMEHa 30HEI NPY NpoxoLe
CunThiBaTENE
Fire Alarm B pesxine padoTsl "OxpaHa”

7. B pabouenn obnactu okHa ANS BKIIOYEHUS / OTKMOYEHUS (PYHKUMM KOHTPONSA 30HANbHOCTU
Ha BblbpaHHoM WY ycTaHoBuTE / CHAMUTE naxoK Yy napameTpa BHyTpeHHAA 3awwmTa
oT nepenauu naeHtTudukatopon (Local Antipass).
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8. Mepengnte Ha Bknagky CuuTbiBaTenb A1 HACTPOWKM MapaMeTPoB KOHTPOMS 30HaNbHOCTM
npu Npoxoze B HanpaeneHun cumTbiBaTens:

(8 KonTponnep samka CLO5.1

HazeaHme

Kontponnep zamka CLO5.1

Bxoa e
Cronoean [x]
Brixoa uz T
Xonn Q

Cnncok NFC ycTpoiicte

Cetn

PazHoe

leHepaTop Tpesori

3amok

Boizogs!

CunTeiEaTens

3awmTa OT Nepegadun
waeHTupukaTopoe COTPYAHWKOB
(Antipass)

3awmTa oT nepeaaun
waenTndukatopos NMOCETUTENEA
(Antipass)

KOHTpOoAb BpeMeHi Ana
waeHTupukaTopoe COTPYAHWKOB

KOHTpoNL BDEMEHW ANA
waeHTMbUKaTopos MOCETUTENEA

Mogteepxaenue ot 1Y
Pazpewenue 1Y

WzbimaTe uaeHTUOMKATOPEI
noceTuTenef nocae npoxoaa

JonoaxuTensHele BoIx0Ab,

aKTUBM3MPYEMEIE NPy PasBAoKMposKe

wny
[llononHuTensHele BeIXOALI,
HOpManusmMpyemele npu

paz6nokupoeke WY

JonoaxuTensHele BoIx0Ab,

AKTVEM3WMPYEMBIE NPY NPEALABAEHUN

BaNWAHLIX WAEHTUGMKATOpOR
COTPYAHWMKOB

BepHYTCA K CnUcky

B PEXMME PABOTEI "Koutpons”

Markas

B PEXXMME PABOTEI "Oxpana”

Markan

KomaHabl ans ycrpoiicTBa

B pabouer obnactn okHa He3aBMCMMO A1 COTPYAHUKOB M NOCETUTENEN YCTAHOBUTE KECTKUN
UIN MAMKUIA PEXUM KOHTPONSA 30HaNbHOCTU Npu pasnuyHbix PK.

9. Haxmute kHonky CoxpaHUTb BCe B YCTPOMCTBO, N3MEHEHHbIE NapamMeTpbl OyayT nepeaaHsbl

B KOHTpOIJ1Ep.
dyHkuua Global Antipass

[ns BkntoYeHUs / OTKIOYEHUS (*)yHKLI,VIVI rnobanbHoro KOHTEOJ’IH 30HaJIbHOCTU:

a WD~

Haxxmute KHoMKy
O6wme napameTpbil:

Mcnonb3ya naHenb HaBurauuu, nepenante B pasgen
OTtkpowite nogpasaen «KoHdurypaumsa».
Mepenante Ha BKNaaKy YCTPOUCTBA.

B pabouen obnactun ctpaHuubl Bbibepnte KOPHEBON aNeMeHT crmcka O6Lue napamMeTpbil.

([© O6wwme napametpsl

«AAMUHUCTPUpPOBaHUE.

OBuue HacTpoikn

Kontponnepsl PERCo

Kaptel Mifare

KouTponnepsl Suprema

KonTponnepel ZKTeco

Pesxxum paboTel cunTeiBaTENCH

Wiegand 26

[noBankHelid aHTNacc

BraoueH

PeAaKTVIpOBaTb Ha NaHesln MHCTPYMEHTOB CTPpaHULbI. OTKpOGTCFI OKHO

6. ,D,J'Iﬂ BKMOYEHMS / OTKIHOYEHNS (*)yHKLI,VII/I rnobanbHoro KOHTPOJ14 30HalIbHOCTW B BblNMagakoLlem

cnucke MNobanbHbIM aHTUNacc BuibepuTe BkntoveH / OTKNOYEH.

7. Haxmure KHOMKY COXpaHVITb BCe B yCTpOVICTBO, M3MEHEHHbIE NMapaMeTpbl 6yﬂ,yT nepegaHbl

B KOHTpONnepbl CACTEMBbI.
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18. Paspgen «AOQMUHUCTPUPOBAHUEY

Pasgen npegHasHayeH ana opraHusauum APM coTpygHuka npegnpusaTtusi, 3aHumarollerocd
HacTPOMKON U aAMUHUCTPUPOBAHMEM CcUCTeMbl. Pasgen no3BonsdeT MNpouM3BEeCTM MEpPBUYHOE
KOH(purypuposaHne obopynoBaHus cucTembl, AgobaBneHne onepaTtopoB CUCTEMbI U ee
nuueHsmpoBaHune. Mcnonb3oBaHne pasgenia Mo3BOSISIET KOHTpPonupoBatb paboTy CUCTEMBI,
COCTaBIisiA OTYETbl O PETUCTPUPYEMBIX COBBITUAX.

18.1. MNMoapasanen «KoHdurypaumsa»
B nogpasgene JocTynHbI cneayoLwine BKIIaaKu:
Bknagka NomelleHus npeaHasHayeHa ans co3gaHns cnucka noMeLLeHnn npeanpuaTus.

Bknagka YcTponcTBa npegHasHavyeHa ans:

e [OMCKa YCTPOWCTB B fIOKasribHOM CeTu 1 obaBneHns nx B KOHOUrypauuo CUCTEMBI;

e HACTPOVKM NapaMeTpoB YCTPOWCTB U UX PECYPCOB;

e N0AayYun KOMaHA ynpaBleHus;

e BPEMEHHOrO UCKMIOYEHUS YCTPOWNCTB M3 KOH(UrypaLum.
Bknagka CoOblTua npedHasHavyeHa [Ansi NepevMeHoBaHnsa COObITMIA, PEerncTpupyemblx
YyCTPOWCTBaMu CUCTEMBI.

Bknagka LlabnoHbl _kamep npegHasHayeHa Ans  co3gaHust  WabnoHoB  napameTpoB
ANS BUOeokamep CUCTEMBI.

Bknagka Cuctema npegHasHadeHa AN U3MEHeHWst OBOLMX HacTpPOek CUCTEeMbl, HaCTPOWKM
PaccCbIfkN 1 YBEAOMITEHWIA.

18.1.1. Bknagka «MomeweHna»

CTpaHuua BKNaaku UMeeT crieayowni Bua;

KoHdurypauna PERCo-Web* AOMAHICTPATOP ?

Yctpoiictea CoBeitna LWaBnoHe! kamep Cuctema

(€
@

Mownck — {3} HexowTponupyeuman Tepputopws

IP agpec — {3} Momewerme 1

(& Croiika TypHukeTa N21

— {2} Nomewerme 2
HazeaHune (& Aeycroponnwii zamox NE1 @

Tun

MoGoi Tvn

1. Tlepekntoyatenb BbiOOpa BKNagku nogpasaena:
e [lMomelueHus;

YCcTpOUCTBa;

CoObITus;

LLIabnoHbI Kamep;

Cucrtema.

2. TMaHenb MHCTPYMEHTOB CTPaHULibI:

. [Jo6aBuTL MomMelleHMe — KHOMKa no3BondeT [006aBUTb BIOXEHHOE MOoMeLleHne
B NOMeELLEHVe, BblAeneHHoe B paboyeit obnactv cTpaHuLpbl.

. Mounck ycTponcTB — KHOMKa NO3BONSAET NPOU3BECTU MOUCK YCTPONCTB (KOTOpble paHee
He Obinu aoGaBrneHbl B KOHUrypauuio CUCTEMbI) B FIOKanNbHOW CETU U pasMecTuUTb KX
B BblaeneHHoOM B paboyei 06nacti cTpaHuLbl NOMELLEHUN.
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YcTtaHoBUTb yCTpOVICTBO — KHOTKa No3BOoNAEeT pa3MeCcTuTb yCTpOVICTBa, ﬂOGGBJ’IeHHbIe
paHee B KOHd)MpraLlVIIO CnctemMbl, B BblEeJIeHHOM B pa60l-|el7| obnactu CTpaHULUbI
nomMeLleHNN.

PepaktupoBaTb — KHOMKa NO3BONSAET M3MEHWUTb Ha3BaHWe BblAENEHHOro B pabouen
obnact cTpaHuubl MOMELLEHUSI UMM HACTPOUTb MapameTpbl BbiAeneHHOro B pabouyen
obnacTtu yctponcrea.

Ypanutb nomeweHue /| OTBA3aTb YCTPOMCTBO — KHOMKa MO3BOMSET yOanuTb
BbleneHHoe B paboyer 06racTy CTpaHuLbl NOMELLEHMNE Ui YCTPOMUCTBO 13 MOMELLEHWS.

AKTMBVIpOBaTb — KHOMKa no3BONAET BKIHOYUTL B KOHd)I/IpraU,I/I}O CUCTEMbI paHee
WCKINIYEHHOE NN HangeHHoe yCTpOVICTBO.

ﬂ,eaKTVIBVIpOBaTb — KHOlMKa no3soJideétT BpPEMEHHO UCKIMKIOYUTb U3 KOH(*)I/IpraU,VII/I
CUCTEMDI yCTpOVICTBO, BblerieHHOE B pa60t-|e|7| obnactu CTpaHunubl. I'IpV| 3TOM
HanMeHoBaHUe NCKITIOYEHHOIO yCTpOVICTBa 3aTeHAETCA.

MocTtaBUTb Ha OxpaHy — KHOMKa MO3BOMSIET MOCTaBUTb YCTPOMCTBO / NOMELLEHUNE
Ha OXpaHy.

CHATb C OXpPaHbl — KHOIMKa NMO3BOJIAET CHATb yCTpOVICTBO / nomMeLlleHmne C oxXpaHbl.

MNepenatb n3aMeHeHUs KOH(Urypauum B yCTPONCTBA — KHOMKa NO3BOSSIET Nepeaatb
M3MEHEHHbIe NapameTpbl B YCTPOMUCTBA CUCTEMBI.

MepenaTb Bcro KOH(Urypauumio B yCTPOWCTBA — KHOMKa MO3BONSET nepeaaTtb Bce
napameTpbl B YCTPOWCTBA CUCTEMBI.

OGHOBUTbL — KHOIMKa NO3BONAET OOHOBUTL I/IH(*)OpMaLI,VII'O O COCTOAHUN yCTpOI‘/‘ICTB.

[JononHuTtenbHO — KHOMKa MO3BONSAET OTKPbITb MEH KomMaHg Ansa Bblbopa
OOMNOMHUTENBHOro A4EeNCTBUS:
— JKCcnopT — MO3BOSISIET COXpPaHWUTb LaHHble paboden obnactv B ann SMeKTPOHHbIX
Tabnuy, ¢ BbIGPaHHbLIM paclLUMPEHNEM.
— WmnopTt n3 XLS, XLSX — no3sonsieT Nnpon3BecTy UMMOPT CrMcka NoMeLLeHnin n3 danna
9NEKTPOHHbIX Tabnuy ¢ pacwupernem .XLS nnn .XLSX.

Paboyas obnactb CTpaHWubl COOEPXMT MHOIMOYPOBHEBbLIA PACKPbIBAOLWMNCA  CrIUCOK
NMOMELLEHUN C yKasaHWEeM pPacrofoXeHHbIX B HUX YCTponcTB. Mo ymonyaHuio B pabouyen
obnactn HaxoauTcs HeyganseMoe nomelleHne «HekoHmponupyemass meppumopusi».

lMpumeyaHue:

B pabouenn obnactu cTtpaHuubl peanunsoBaHa dyHkuna Drag-and-drop, nossongtoLlasi
N3MEHSATb pacnorioXXeHne NoOMeLLEHNA B CNINCKE C NOMOLLbIO MbILLIN.

18.1.1.1. Co3pgaHue cnmucka noMeLleHnmn
[ns co3gaHma cnucka NoMeLLeHU:

1.
2.
3.

Mcnonb3ysa naHenb HaBuraumm, nepenante B pasgen EJ «AAMUHUCTPUpPOBaHUEY.
OTkpovite nogpasaen «KoHdurypaums».
Mepengute Ha Bknagky NMomeleHus.
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4. Haxmute Ha naHenuM WHCTPYMEHTOB CTpaHuubl KHOMKY Job6aButb nomelleHue.
OTkpoeTcst okHO [l06aBUTL NOMeLLEeHME:
[NoBaBUTE NOMELLLEHWE
HazeaHue
OTMEHE
5. B oTKpbIBLUEMCS OKHE BBEAMTE HA3BaHWE HOBOMO MOMELLEHUS N HAXXMUTE KHOMKY COXpaHUTb.
Mpn paboTte B pexume pacnpedeneHHOW CUCTEMbI Takke ykaxute cermeHT. OkHO Oyget
3aKpbITO, nomelleHne Gyaet nobaBrneHO B pacKpbiBalOLWMIACSA CNUCOK B pabodven obnactu
CTPaHULbI KaK BIIOXXEHHOE:
= HekoHTpoNupyeman TeppUTOpHA
- ¢ NpoxogHan
6. [Onsa pobaBneHWss BNOXEHHOrO MOMeLleHns Bblgenute B paboyen obrnactm cTpaHuubl
TO NOMelleHne, B KOTOpoe Heobxoaumo [006aBUTb BIOXEHHOE, WM HaXMUTE  KHOMKY
Ho6aBuTtb nomelyeHune. OTkpoeTcs OkHO [lo6aBUTbL NoMelleHMe.
7. B oTkpbIBLUEMCS OKHE BBEAMTE Ha3BaHME HOBOrO MOMELLEHUS N HAXXMUTE KHOMKY COXpaHUTb.
OkHo BygeT 3akpbITO, HOBOE nomelleHne 6yaet AobaBneHo B BblAeNeHHoe:
- HekoHTponupyeman TeppHTOpHA
- ¢* Mpoxoaxan
[ - % MoMelleHme 4nA NoceTUTENei
8. [na u3MeHeHWs Has3BaHWA O0OaBNEHHOro paHee MNOMELLEHUSI Bblaenute ero B pabouen
obnactm CTpaHuubl M HaXMWUTE Ha MNaHenuM UWHCTPYMEHTOB  CTpaHuLbl  KHOMKY
PepaktupoBaTb. OTkpoeTcsi OkHO PegakTupoBaTb NoMelleHue:
PEﬂ,aKTHpOBaTb nomMmelweHmne
HazeaHwe
PaGouan zoHa
OTmeHa
9. B oTKpbIBLUEMCS OKHE NPOM3BEANTE HEOBXOANMbBIE N3BMEHEHUSA U HAXXMUTE KHOMKY MpUMeHnTb.
10. Onsa yoaneHusa gobaBneHHoOro paHee NnoMeLLeHns BblaenuTe ero B pabo4den obnactu CtpaHuubl
N HaXMUTE KHOMKY Ypanutb nomeuweHue / OTBA3aTb YCTPOMCTBO Ha MNaHenu
WHCTPYMEHTOB CTpaHuLUbl. B OTKpbIBLLEMCSA OKHE NOATBEPXKAEHMS HAXMUTE KHOMKY YAanuTb.
MomeweHune ByaeT yaaneHo us cnmcka.
18.1.1.2. PasmeLlueHne ycTpoMCcTB B MOMELLEHUAX

Mocne co3gaHusi cnucka MoMeLLEeHUI HeobXoaMMO pacronoXUTb B HUX YCTPOMCTBA, BXOAsLLME
B cucTeMy Ge3onacHocTu. [Ins pasmMeLleHmst yCTPOWCTB B NOMELLLEHUSIX:

1.
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KHOMKY YctaHoBUTbL yctporcTtBo. OTKpoeTcs OKHO CnNMUCOK YyCTPOMCTB, codepKallee
CMUCOK YCTPOMCTB, A06ABMEHHbIX paHee B KOHUrypaumo CUCTEMBI:

CNHCOK YCTPOWMCTE

10.0.100.132

OTmeHna

2 B OTKpbIBLUEMCS OKHE BblgENUTE YCTPOWCTBO M HaxXmuTe KHoMky Bbibpatb. lNMpun paboTte
B peXxume pacnpeeNeHHON CUCTEMbI Takke yKaxuTe cermeHT. HavmeHoBaHue ycTponcCTBa
NOSIBUTCA B BblAENEHHOM NOMELLEHUN:

< ¢% HekoHTponupyeman TeppuTopuA
i [NpoxogHan

{| O Koutponnep CLAE

on

3 Tpn HeoBXoQMMOCTUN B MOMELLEHUN MOXHO PaCMNoNOXUTb YCTPOMCTBO, KOTOPOE paHee He Obino
no6aBneHo B KOHUrypaumo cuctembl. [Anst 3Toro BbiAenMTe NoMeLLeHNe N HaXXKMUTE KHOMKY

Mowuck yctponctB. OTkpoeTca okHO Mouck yCcTponcTs:

Mowuck ycTpocrs

IP agpec

4. B oTKpblBLLEMCS OKHE BBeauTe |IP-agpec MCKoOMOro yCTPONCTBA U HAXKMUTE KHONMKY

5 Bbibepute Heobxognmble YCTPOMCTBA W HaXMuTE KHOMKy Jo6aBuTb. YcTpowncTtea OyayT
nobaBneHbl B NOMeELLEHME.

6 [lpun HeobxogmmocTn npousBeauTe HACTPOWKY napameTpoB paboTbl ycTponcTea. [Ons atoro
BblAenuTe YCTPOMUCTBO B paboyen obnactu CTpaHuubl M HAXXMUTE Ha NaHeNn UHCTPYMEHTOB

CTpaHWLbl KHOTKY PepaktupoBaTtb. B OTKpbIBLIEMCH OKHE PepakTupoBaTh YCTPOMCTBO
nponsseanTe HeOBXOAMMbIE U3MEHEHUS N HAXMUTE KHOMKY COXpPaHUTb U 3aKpbIThb.

7. [Onsa yoaneHusa KoHTponnepa, A4o6aBNeHHOro paHee B NomMmeLlleHve, BbiaenuTe ero B paboyen
obnactn cTpaHuLbl U HAXMUTE KHOMKY Ypanutb nomeueHune / OTBA3aTb YCTPOUCTBO
Ha nNaHenu NHCTPYMEHTOB. B OTKpbIBLLEMCA OKHE MOATBEPXOEHUS HAXMUTE KHOMKY YAanuTb.
KoHTponnep 6yget yaaneH n3 noMeLeHus.

8 HaxmuTe Ha naHenn MHCTPYMEHTOB CTPaHWULbl KHOMKY MNepepaTtb BClo KOHUrypaumro
B YCTPOMCTBA.
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18.1.2. Bknapgka «YcTpoucrtea»
CTpaHuua BKNagkm umeeT criegyowmn Bua;:

64

Konqmrypaum PERCo-Web’ ALMUHUCTRATOR ?

MNomeleHua CoBeitia LaBnoHel kamep @ Cucrema

Mownck — OBwwe napameTpel

IP aapec

[HekonTponnpyeman tep..-Momewene 1]

Hazsanune

& D

©

Tun

&) )

Moboi Tan

P P e PP D 5 -

0

CoctoAHue ycTpoiicTs
[HexowTponupyeman Tep..~llomellerue 2]

) B =

®

MepekntoyaTenb BoibOpa BKNaaku nogpasgena:

MomelueHus;
YcTponcTBa;

CobObITNA;
LLIaGnoHbI Kamep;
Cucrema.

MaHenb MHCTPYMEHTOB CTPpaHULbI:

[o6aBuTb — KHOMKa NO3BONSAET:

— Do6aBuTb kKamepy;

— HNo6aButb cepBep Biosmart SmartHub (B 6aszosom MO PERCo-WB, PERCo-WBE
He nogaepxmBaeTcsl, Heobxoanmo nNpnobpeTeHne NULEH3NM Ha cTaHAapTHLIN nakeT MO
PERCo-WS, PERCo-WSE);

— fo6aButb cepBep TRASSIR (cm. Pykoeodcmeo rnosib3oeamersisi MOOYJIst
PERCo-WMO06 «MHmezpayusi ¢ TRASSIR»);

— Ao6aButb UCO «OpuoH» (cMm. Pykoeodcmeo nosib3oeamersnsi MOOYJIsi
PERCo-WMO07 «MHmezpayusi c UCO "OpuoH" (HBI1 "Bonud")»);

— Cepsep OINC «Py6ex» (cM. Pykoeodcmeo nonb3oeamernsi MoOynsi
PERCo-WMO09 «Mumezpayus ¢ OF1C "Py6ex"»);

— No6aButb wnw3 CTL14;

— Ho6aButb wn3 CL15;

— HNo6aBuTtb cocTaBHOM 06beKT CL15.

Mouck ycTpOMCTB — KHOMKA NO3BONSAET MPOM3BECTU MOUCK B JIOKANbHOW CETU
YCTPOWCTB, KOTOpPble paHee He Bbinn gobaBneHbl B KOHPUIypauno CUCTEMBI.

MobOunbLHbLIM TEPMUHaN — KHOMKa NoO3BoNseT OTKpbITb OKHO Cnucok NFC ycTtpoincTs
ans paboTbl ¢ yctponcTtBamu, nogaepxkusarowmmm texHonormio NFC. JaHHaa dyHkums
nossonsdet fo6aBUTb B CUCTEMY YCTPOWCTBO (CMapT(OH), 4ToObl B AanbHENWEM MOXHO
ObIIO ucnomnb3oBaTb €ro B KavyeCTBE cuuTbiBaTens pAnsi BblOpaHHOro KOHTponnepa.
[ns atoro HeobXxoanmo Oyner Ha CMapTdOoH yCTaHOBUTb NpUNoXeHue
PERCo.Pecucmpayusi. OkHo Cnucok NFC ycTponcTB BbIrnsanT cneayowmm obpasom:
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Cnucok NFC yctpoidcTs (:) a2

Xiaomi Redmi Note 8 Pro g O o
Xiaomi Redmi Note & Pro s T O
Xiaomi MI 9 g O o
HUAWEI HMA-L29 s T O
Xiaomi M2007J22G g O o
asus ZBB02KL s T O
HUAWEI DUK-L09 s T O
HUAWEI STK-LX1 s T O
asus ZBEO2KL g O o

OTKpOIATE MHCTPYKUMIO MO paboTe C NPUAOKEHNEM

— [Mone Mowuck — none nossonsieT 406aBUTb YCTPONCTBO BPYYHY!HO.

s y
- ¥ O6HOBUTL — KHOMKa No3BONAET 06HOBUTL cnMcok NFC yCcTpoiicTB.

(alo]

— ©Y Orobpasutb QR koa — KHOMKa MO3BONSET OTKPbITb OKHO € QR-kogom
Ans no6aBneHns ycTpocTaa.

_ 7 PepaktpoBaTb — KHOMKa MO3BOMISIET MPUCBOUTbL HOBOE WMsi  BblIGpaHHOMY
YCTPOWUCTBY.

_ T YaanuTb — KHOMKa NO3BOSSIET yaanuTb U3 cnncka BbibpaHHOE YCTPONCTBO.
|

- O _ «xHonka nosBonsieT BpeMEHHO aKTWBMPOBaTb / 4eaKTUBMPOBaTh BbiGpaHHOE
YCTPOMCTBO.

PepakTupoBaTb — KHOMKa NO3BONSET OTKPbITb OKHO PegakTupoBaTb YCTPOUCTBO ANs
N3MEHEHNs1 NapameTpoB BblAeNeHHOro B pabo4vert obnactv naHenu ycTponctea U ero
pecypcoB. Ecnu B paboyen o6Gnactm cTpaHuubl BblOENEeH KOPHEBOW 3neMeHT
«Obwue napamempsbi», TO OTKpbIBaeTCs OKHO ObLmMe napameTpbl.

Yaanutb — KHOMKa No3BoNnseT yganuTb BblgerneHHoe B paboyen obnactn ctpaHuubl
YCTPONCTBO N3 KOHUrypaumm CUCTeMbI.

AKTUBMpPOBaATbL — KHOMKa MO3BOMSET BKMAYUTL B KOHUrypaumio CUCTEMbl paHee
VCKNIYEHHOEe NN HangeHHoe YCTPOUCTBO.

HeakTuBupoBatb — KHOMKa MNO3BOMSET BPEMEHHO MCKIUYUTL M3 KOHUrypaumm
CUCTEMbl YCTPOWCTBO, BblgeneHHoe B pabodenn obnactu cTpadHuubl. [lpy  aTOM
HauMeHOBaHMe YCTPONCTBa 3aTEHAETCA.

MocTtaBUTL Ha OXpaHy — KHOMKa MO3BONSET MOCTaBWUTb YCTPOWCTBO / NOMELLEHME
Ha oXpaHy.

CHATb C OXpPaHbl — KHOMKa NMo3BOJIAET CHATb yCTpOI7ICTBO / nomMeLweHme ¢ OXpaHbl.
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MNepenatb U3aMeHeHUs KOH(Urypauum B yCTPOUCTBA — KHOMKA NO3BONSIET NepeaaTthb
M3MEHEHHbIe NapameTpbl B YCTPOMUCTBA CUCTEMBI.

. MNepenaTb BClo KOH(Urypauuo B yCTPOMCTBA — KHOMKa MO3BONseT nepefatb Bce
napameTpbl B YCTPOWCTBA CUCTEMBI.

. MNepepatb Bcex nonb3oBaTene B YCTPOMCTBaA — KHOMKa NO3BONSAET nepenatb
OaHHble Nonb3oBaTenen B yCTPONCTBO, BbiIbpaHHOe B paboyert obnactu cTpaHumubl.

o OGHOBUTb — KHOMKa NO3BOMSET OOHOBUTL MHPOPMALMIO O COCTOSIHUKN YCTPOUCTB.

. [JononHuTenbHO — KHOMKa MO3BOMSET OTKPbITb MEHK KOMaHAa Ans Bblbopa

[JOMOJSTHNTESbHbIX OENCTBUN:

— OKCnopT — MO3BONSET COXPaHUTb AaHHble pabouven obnactv B pann 3neKTPOHHbIX
Tabnuy, ¢ BbIGPaHHbLIM pacLLUMPEHNEM.

— [lepepatb Bce AaHHble B yCTpPOWMCTBaA — MO3BONSAET nepedatb [aHHble O npaBax
D,OCTyl'Ia B KOHTpOJepbl.
BHumaHue!

[aHHoe [eicTBME MOXET 3aHATb 3HauuTenbHoe (B 3aBMCMMOCTM OT oObbema
nepefaBaeMblX JaHHbIX) BPEMS, B TEYEHME KOTOPOro YacTb COTPYAHMKOB (nMoceTuTenen)
MOXXET CTOJIKHYTbCS C 3anpeToM JOCTyna B NOMELLEHUS!, B CBSI3M C NPOLECCOM nepe3anucu
npaB JOCTyna B KOHTPOMepbI.

— Bbigenutb Bce ycTtpounctaa (Ctrl+A) — no3sonseT BbigenNuTb BCe YCTPOMCTBA.
MaHernb MHopMaLnn 0 COCTOSTHUN YCTPOUCTB CUCTEMBI.

PaGoyasi obnacTb CTpaHMLbl COAEPXUT CMMCOK YCTPOMCTB, A0OABNEHHbLIX B KOHUrypauumto

cuctembl. 3nadok 4A cresa oT HaMeHoBaHMS yKasblBaeT Ha TO, YTO B YCTPOWCTBO He Bbinu
nepefaHbl N3MeHeHHbIe NapameTpbl.

18.1.2.1. Mowuck ycTponcts

[na npoBegeHns aBToMaTU4EeCKON KOHQUrypawumm:

1

2.
3.
4
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Mcnonb3ysa naHenb HaBurauun, nepenguTe B pasgen E «AQMUHUCTPUPOBaHUEY.
OTkpovite nogpasaen «KoHdurypaums».
Mepengute Ha BkNagky YcTponcTea.

Haxmute Ha naHenu WHCTPYMEHTOB CTpaHMULbl KHOMKY MNouck yctponcte. OTKkpoeTcs
okHo Mounck ycTpomncTB:

Mowck ycTpoRrcTe

IP agpec

Ecnn Heobxoanmo npon3BecTn NOMCK yCTponcTB no IP-agpecy, To BBeauTe ero B none NMowuck
KOHKpeTHoro ycrtpouctBa no IP apgpecy un Haxmute Hamtm yctponcTtBo no....
Ecnu Heob6xoomMMo nNpom3BECTM MOWUCK BCEeX YCTPOMCTB B CETWU, TO, HEe 3arnonHaAsa none
ANS noucka, Haxkmute kHonky NMouck Bcex yCTpoucTB.



PykoBoacTBO agMUHUCTpaTopa

6.

10.
11.

12.

13.

14.

Mo OkOHYaHUK NOUCKa CMUCOK HaMAEHHbIX YCTPOMCTB NosiBUTCSA B paboyent obnactu okHa:

Mowuck ycTpoiicTs

Buaeokamepa

KoHtponnep zamka CT/L04.2

Kontponnep CL15

3nexkTpoHHan npoxoaHan KT02.x/KT05.x

JMKOH 2

KonTtponnep typHuketa CT/L04.2

Kontponnep zamka CLO5.2

KoHtponnep zamka CT/L04.2

BolbpaTh BCe

Bbligenute B cnucke yCTPOWCTBO MM HECKONBbKO YCTPOMCTB, KOTOpble Heobxoanumo AobaBuTb
B KOH(purypaumio cuctembl. Ecnn HyXHO BbIOpaTb BCe YCTPOWCTBA, BOCMONb3yNTECH KHOMKON
BbibpaTtb Bce. HaxxmuTe kHonky [lo6aButb yctponcTBa. OkHO ByaeT 3akpbiTO, OTMEYEHHbIE
YCTPONCTBA NosABATCA B paboyen o6rnactn cTpaHuubl.

AxTtnBupynte pobasneHHoe yCTpoucTBO. [na aToro Bblgenute ero B pabodven obnactu

CTPaHULbI Y HXKMUTE KHOMKY AKTMBMpoOBaTh.
Mponsseante HacTpoKrky napameTpoB [oOaBreHHOro ycTtpoucTBa. [ns aToro Bbligenute
YCTPOWCTBO WM €ero pecypc B paboyen obnactu CTpaHUubl U HaXMuTe Ha naHenu

WHCTPYMEHTOB KHOIMKY PepaktupoBatb. OTkpoeTCca OKHO PegakTupoBaTb YCTPOMUCTBO.
B oTkpbiBLLIEMCSA OKHE Npy Heob6xoaumocTu B none HasBaHue n3ameHnTe Ha3BaHne yCTponCTBa.
YKkaxuTe wnu, npu HeobxoauMOCTW, M3MEHUTE MOMELLEHUs, AOCTYNM Mexay KOTOpbIMU

obecneunBaeTcst KOHTPONNEpPoM. [ns 3TOro HaXxXMuTe KHOMKY BHYTpu nons Beixoa us.
B oTkpbIiBLUEMCA CnUCKe BbiAeNuTe MoOMeELLeHWe, B KOTOPOE OCYLLEeCTBSeTcs AOCTyn 4vepes
cuntbiBaTenb Ne 2. Tem xe obpasom B none Bxop B ykaxuTe nomelieHue, B KOTOpoe
OCyLLeCTBIseTCHd AOCTYN Yepes cuntoiBaTenb Ne 1.

[na HacTponkn napamMeTpoB pecypcoB YCTPOMUCTBA NepenauTe Ha BKIaaKy, COOTBETCTBYIOLLYIO
HaUMEHOBaHUIO pecypca, U npousBeauTe Heobxoaumble M3MeHeHus. CnMCOK AOCTYMHbIX
napameTpoB 3aBMCUT OT TUMNA YCTPOMCTBA U BbIBpaHHOIo pecypca.

C nomolLLbI0 packpbIBaoLLIEroCcsi Cnncka B BepxHen YacTn okHa PepakTtupoBaTb yCTPOUCTBO
BblGepute cnocob coxpaHeHUs NapaMeTpoB N HAXXMUTE KHOMKY COXpaHUTb....

Mepepnaiite KOHUrypaumio B yCTpoucTBa. [Ans 3Toro Ha naHenu WUHCTPYMEHTOB CTpPaHuLbl
Ha)XMUTE  KHOMKY MNepepaTb U3MeHeHUs KOHcUrypauMm B  YyCTpPOMCTBaA

unm MNMepenaTtb BCHO KOH(Urypaumio B yCTpoMUCTBA.
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18.1.2.2. [Job6aBneHue Kamepbl, LWO3a U COCTAaBHOIO 00beKTa

lMpumeyaHue:

Mepen pobaBneHnem kamep cosgavite LWabNoHbl ANs NOAKMOYaeMbIX MOAEnen kamep.
LWabnoHbl cospatotca Ha Bknagke LWabnoHbl kamep nogpasgena «KoHdwurypaumsa»
pasgena «AgMuHUcTpupoBaHue». [1o ymonyaHuoo B cuCTeMe YCTaHOBIEHbl LabnoHbl
napameTpoB Ans Buaeokamep ctaHgapta ONVIF »n gna Buaeokamep nonynspHbIX
npoussogutenen (TP-LINK, ACTi, AXIS).

Ona po6aBneHUsa yCTpoUcTBa:

8.

Mcnonb3ysa naHenb HaBuraumm, nepengnte B pasgen E «AAMUHUCTPUpPOBaHUEY.
Otkponte nogpasgen «KoHdurypaumsa».
Mepengnte Ha BKNagky YCTpoMCTBa.

lMpumeyaHue:

Kamepbl crtaHgapta ONVIF MoryT ©ObiTb gob6aBneHbl € MOMOLLUBK  KHOMKK

Mouck ycTponcTB. [pyrve Tunbl kamep, Hanpumep, mjpeg_over_http, nobaensioTcs
C NMOMOLLIbIO KHOMKK Hdo6aBuTb.

HaxxmnTe Ha naHenu MHCTPYMEHTOB CTpaHWULbl KHOMKY HOGaBMTb.

M3 Bbinagatoero cnmcka BbibepuTe oavH U3 BapuUaHTOB:
e [lob6aBuUTbL Kamepy;

e [No6aButb wno3 CTL14;

e [Nob6aBuTtb wno3 CL15;

e [ob6aBuTbL coctaBHOM 06bLeKT CL15.

B oOTKpbiBlEMCA OKHE HacTpomTe Heobxogumble napameTpbl. Bug okHa  3aBucut
OT BblbpaHHOro obbekTa.

Mpn cosgaHum Win3a unm coctaBHOro obbekta BblIbepuTe OAUH U3 CNOCOBOB COXpPaHEHMUS
N3MEHEHUM:

e Tonbko B 6a3y AaHHbIX;

e Bce B ycTpoUCTBO;

e WN3meHeHHble B yCTPOUCTBO.

HaxmuTe kHonky CoxpanHuTb. O6bekT byaet gobasneH B pabouyto o6nacTb CTpaHuLbl.

Ona go6aBneHusi KAMepbl:
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lpumeyaHue:
Mepen pobaeneHnem kamep cosganTe WabNoHbl M5 NOAKMYaeMbIX MOAENEN Kamep.
WabnoHbl cospatotca Ha Bknagke LWabnoHbl kamep nogpasgena «KoHdwurypaumsa»
pasgena « AGQMUHUCTPUPOBaHUE.
Mcnonb3ysa naHensb HaBuraumm, nepenante B pasgen E] «AOMUHUCTPUPOBaAHUEY.
Otkponte nogpasgen «KoHdumrypauumsa».
Mepengute Ha BKNagky YcTponcTBa.
lpumeyaHue:
Kamepbl crtaHgapta ONVIF  moryT ©ObiTb  gobGaBneHbl € MOMOLLBIO  KHOMKK

Mouck yctponcTi. [pyrive Tunbl kKamep, Hanpumep, mjpeg_over_http, nobasnstoTcs

C MOMOLLIbIO KHOTMKM [Jo6aBuTh.
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4.

5.

6.

HaxmuTe Ha naHenu WHCTPYMEHTOB CTPaHMWLbl KHOMKY [do6aButb. /3 BbinagatoLlero
cnucka BblbepuTe [lo6aBuTb kamepy. OTkpoeTcsi okHO [lo6aBUTbL Kamepy:

JobaenTe kamepy

Kima kamepsi

Bugeokamepa

XocT Kameps! MopT

l

NorukH

MNapone

WabnoH kameps

OTMeHa

B OTKpbIBLUEMCA OKHE BBEeOUTE UMA KaMepbl U YKaXUTe wabnoH noakno4YaemMmom KaMepbl.
I'Ipm pa60Te B peXMUMe pacnpedenieHHON CUCTEMbI TaKkkKe YKaXXUTe CEerMeHT.

Mponssegnte  HACTPOWMKYy  Apyrux  napameTpoB. Haxmute  kHonky  J[loGaBuUTb.
OkHo [lo6aBuTb kamepy 6yaet 3akpbiTto. Kamepa Gyanet pobasneHa B pabouyto obnactb
CTpaHuupblI.

Ona cozpaHusa wnw3a CTL14/ CL15:

MCI'IOJ'Ib3yFI naHesnb HaBuUrauuu, nepeVu:J,MTe B pasgen EJ ((A,CIMVIHVICTpVIpOBaHVIe».

1.

2. Ortkponte nogpasgen «KoHdpurypaumsar.

3. MNepengute Ha BkNaaky YcTponcTBa.

4. HaxmuTte Ha naHenmu MHCTPYMEHTOB CTpPaHULbl KHOIMKY ﬂOﬁaBMTb. 7k} BbllMagarowiero
cnucka Bblbepute [ob6aButb wnw3 CTL14 vnn [do6aButb wnw3 CL15. HassaHwue
OTKPbIBLUENCS CTPaHWLIbI 3aBMCUT OT TUMa BblIOpaHHOrO LWf03a 1 UMEET cneayoLwwmi BUa:

°‘}‘ LWno3 CTL14 BepHyTbCA K CNIMCKY
HazeaHue Hacrpokikn AropUTM Mpaxo4a
Wnwoz CTL14 [Beps 1 - 8X04 B WAKE Markwmia
JBepe 1 - BbIXOA M3 WAK3a Bpema HaxoxaeHWs B WAK3e
Wntos JlBepe 2 - BbIXOA U3 WAK3a 100
Jeepe 2 - BXOA B WK
5. TMpwu HeobxoanmocTn B none HasBaHue M3MeHNTE Ha3BaHWE LINH3a.
6. Ha BKnagke HaCTpOVIKM Bbl6€pVITe 3Ha4YeHne On4d crneqyruimnx napameTpoB:

e B none Anroputm npoxopa Bbibepute anropMtm Anst npoxoaa:
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— Twn Msarkvii. Mpyn McNonb3oBaHWM JAHHOTO PeXMMa, ecrnv YernoBeK HaxoaUTCs BHYTPU
LUNH03a, BO3MOXEH NPOXOZ Brepes U BbIXoa Hasaj.
— Twn XecTkun. Mpu Ucnonb3oBaHMN AAHHOTO PeXxnMa, ecrniv YenoBek HaXoAUTCS BHYTPU
LUNH03a, BO3MOXEH TONMbKO NPOoXop, Bnepes.
e B none Bpemsi HaxoXAeHUs B LWKO3€ YCTAaHOBUTE BPEMS ANS HAXOXAEHNS B LUMHO3E.

7. Ha octanbHbIX BKNnagkax ans Kaxxaon ABepu Ha BXOA M BbIxod u3 writo3a B none Kontponnep
C MOMOLWbI  BbiNagatowero cnvcka BblbepuTe  PEerucTpupyrowmi  KOHTponnep,
B none Pexwum goctyna BbibepuTe OOUH N3 PEXUMOB:
¢ [lo cuutbiBaTeno;
e Mo Ay;
e o cuutbiBatenio nu Ay.

8. Wcnonb3ysa BbiNnagaloLwwmn CnMcoK B BEPXHEN YacTu CTpaHuLbl, BbibepuTe oanH n3 cnocobos
COXPaHEeHUs1 UIBMEHEHWUI:
o Tonbko B 6a3y AaHHbIX;
e Bce B ycTponCTBO;
¢ MN3meHeHHble B yCTPOMCTBO.

9. Haxmute kHonky CoxpaHuTb.... LLnto3 6ygeT nobaeneH B pabouyto 06nactb CTpaHuubl.
Ona co3paHua cocTtaBHOro o6wekra CL15:

Mcnonb3ysa naHens HaBuraumm, nepenante B pasgen E] «AOMUHUCTPUPOBaAHUEY.
Otkponte nogpasgen «KoHdurypaumsa».
Mepengnte Ha BkNagky YCTpoMCTBa.

A O~

Haxxmute Ha naHenu MHCTPYMEHTOB CTPaHMULbl KHOMKY [do6aBuTtb. /3 Bbinagatowero
cnmcka Bblbepute [Job6aBuTb coctaBHOM o060bLekt CL15. Ortkpoetca cTpaHuua
CocTtaBHOM 06bekT CL15. CTpaHuua nmeeT cnegyowunn Bua:

[(1) CocTraBHOM OﬁbeKT CL15 BepHYTBCA K CNMCKY

HaseaHwue AnropuTm

CocraeHoit obbekT CL15 TypHWKET

Kontpoanep 1
CocTaeHo 06bekT He esibparo

Kowtpoanep 2

He EsiBpaHo

5. |_|pl/l HeobxoanmocTy B nosie HasBaHue M3MeHNTe Ha3BaHWE COCTABHOro 00ObekTa.

6. Ha Bknagke CocTtaBHOM O0GBLEKT BbibepUTe 3HAYEHME ANS CreayrLWwmnX NnapaMmeTpoB:
e B none Anroputm Bbibepute Trn NY: TypHUukeT nnv [1ByCTOPOHHUMA 3aMOK.
e B nonax Kontponnep 1 n KoHtponnep 2 ¢ nomMoLlblO BbiNagarowero cnucka BblbepuTe
perncTpupytoLme KOHTPonepsbl Ansg coctaBHoOro obbekra.

7. Wcnonb3ysa BbinagarloLwmin CnMCcOoK B BEPXHEN YacTu CTpaHuubl, BbibepuTe oanH n3 cnocobos
COXPaHEHUS1 UBMEHEHWN:
o Tonbko B 6a3y AaHHbIX;
¢ Bce B ycTpoucTBO;
e WN3meHeHHble B yCTPOUCTBO.

8. Haxmute kHonky CoxpaHuTb.... CocTtaBHOM 0ObekT OypeT gobaeneH B pabouyto obnactb
CTpaHUUpbl.

18.1.2.3. Hactponka o6wmx napameTpoB KOHTPONNEpoB
[ns HacTporikn 0bLwmMx napamMeTpoB KOHTPOSIEPOB CUCTEMBI:

1. Wcnonb3ys naHenb HaBurauuun, nepenguTe B pasgen «AQMUHUCTPUpPOBaAHUE».
2. Otkponte nogpasgen «KoHdurypaumsa».
3. lNepengute Ha BKNaaky YcTponcTBa.
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6.

Bbigenute B paboyen obnactun cTpaHuLbl KOpHEBOK 3nieMeHT ObLue napameTpbil.

HaxmuTe Ha naHenu WMHCTPYMEHTOB CTpaHULbl KHOMKY PepaktupoBartb, nocrne 4ero
OTKpoeTcsi okHo O6LMe napamMeTpbl C BKagKaMu:

O6uwme HaCTPOMKY;
KoHTponnepbl PERCo;
KapTbl Mifare;
KoHTponnepbl Suprema;
KonTtponnepbi ZKTeco.

Bknagka O6wme HacTpourku. Bknagka Boirnsgut crneayrowmum obpasom:

[@) Oﬁume napamMmeTpbl BepHyTbCA K CrMcKy

KonTpoanepsl PERCo

Pexum paBoTel cumThIBaTEeARH

Obwme HacTpoKK

YhueepcansHeid (8 Gait)

[nobansHeii aHTMnacc

OTrnroueH

KapTel Mifare

KoHTponneps Suprema

KonTponneps ZKTeco

Pexxum paboTbl cuuMTbiBaTenem — Mo3BOMsieT U3MEHUTb MapameTpbl pexunma padoThbl
cuvThbiBaTeENen.

FmoGanbHbIM aHTUNAcCC — MO3BONSAET BKMOYMTb UMM OTKMOYUTL rNoBanbHbIN KOHTPOSb
3oHanbHocTu (Global Antipass).

C nomoLLblo pacKkpblBalOLLEroca CnvMcka B BEpXHEW 4acTu CTpaHuubl Bblibepute crnocob
COXpaHeHus napameTpoB. [ns 3aBepLueHns paboTbl ¢ okHOM O6LWwmMe napamMeTpbl HAXMUTE
KHOMKY COXpaHUTD.

lpumeyaHue:

B cucteme 6GesonacHoctn PERCo-Web peanusoBaHa BO3MOXHOCTb npoxoda
no cmapTdoHam ¢ TexHonormen NFC. OyHKLMA BKITOYEHA NO YMOMYaHWIO.

Mpn pabote co cmaptdoHom Ha OC “Android”, nogaepxusatowmm TexHonornio NFC,
B Ka4yecTBe wuaeHTudukatopa CcoTpyaHuka (NoceTuTensl) WCNonb3yeTcs YHUKanbHbIN
noeHTudukaTop, reHepmpyemein npunoxeHmem «PERCo.[Jocmyn» (6ecnnatHoe, umeeTcs
Ha pecypce «Google Play»). aBymsa cnocobamu:

nnbo cnyyYarHbiM obpasom M3 criegylowmux napameTpoB cmapTtdoHa: Build.BOARD,
Build.BRAND, Build.CPU_ABI, Build.DEVICE, Build.MANUFACTURER, Build.MODEL,
Build.PRODUCT (BeposiTHOCTb coBMageHnst MAEHTUMKATOPOB HUYTOXHO Manay);

nnbo No xenaHuw NonNb3oBaTens MOXHO ucnons3osatb IMS/ — nHanBMAYanbHLIA HOMEP
aboHeHTa, accounmpoBaHHbii ¢ SIM-kapTon cmapTdoHa, B 3TOM Cry4yae npuroxeHue
MOXeT 3anpalumBaTb SOCTYN K KOHTakTaMm TenegoHa.

MoapobHoe onucaHue Tuna AaHHbIX NpuBeAeHO Ha oduumanbHon ctpaHuue OC “Android”
no agpecy: https://developer.android.com/reference/android/os/Build.

Mpn paboTte co cmaptdoHoM Apple, nogaoepxusatrowmm TexHonormo NFC, B Kadectse
noeHTudurkaTopa CoTpyaHuKa (MOceTMTens) MCMnonb3yeTCs YHUKanbHbI MAEHTUdUKaTOp
(Token), npuBsA3aHHbIA K GaHKOBCKOW KapTe (Mpy MNpUBS3KE HECKONbKMX OaHKOBCKMX KapT
OCYLLIeCTBISIeTCA CcHUTbIBaHWe Token TOM KapTbl, KOTOpas akTMBHA B AaHHbI MOMEHT).

YHUKanbHbIN VILI,eHTVI(bI/IKaTOp ﬂ,06aBJ'IF|eTCFI B CUCTEMY aHANoOrnM4HoO Apyrum Kaptam.
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7. Bknagka KonTtponnepbl PERCo nossonsieT uamMeHuMTb 0OWMIA napofb Ans  gocTyna
K KOHTponnepam. Bknagka BbirnaguT crnegyowmm obpasom:

[_(\D Oﬁl.l.l,l/le napameTpbl BepHYTLCA K CNUCKY

W3ameHuTs napons

OBume HacTporkK

Kontponnepe PERCo

Kaptel Mifare

KouTponnepe! Suprema

KonTponnepe! ZKTeco

e [1ns 3agaHus naponsi BBeguTe B none M3mMeHUTb naposb HOBbINM Naponb M noareepauTe
ero B none MNMoareepxaeHue napons. [Naponb He gosmkeH npesbiwaTtb 10 CMMBOSIOB.

e C

MOMOLLbIO PACKPbIBAIOLLErOCs CNMCKa B HWDKHENW 4YacTu OkHa BblbepuTe crnocob

coxpaHeHus napameTpoB. [N 3aBepeHns paboTbl ¢ okHoM O6LWwme napamMeTpbl HAXXMUTE
KHONKy CoxpaHUTb.

8. Bknagka Kaptbl Mifare npegHasHadeHa Ans HAcTPOWKM napameTpoB paboTbl C KapTamu
Mifare. Bknagka BbIrnaguT cnegyowmm obpasom:
[-(:) Oﬁume napameTpbl BepHYTLCA K CIMCKY
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OBuuue HacTpoiikn

O6wue HacTporKkK kapT Mifare @Lﬁewe W3 33ULMULEHHOM oBAacTk :
y p

Besi6pats Tvnsl kapT MpocToe utexre
@ MomyunTb uHdopMaLmio o kapTe
Kourponnepsi PERCo Obuyme HacTpolikn kapr Classic Kitou 2aKpeiTis MacTep-KapTsi

Kapret Mifare

3anucb KoHbUrypaLu B NaMsTL
Classic ID 64 00000000000000000000000000000000

3anuck KOHGMrypaLnK Ha MacTep-KapTy

Classic 1 KB HOBHIf KIOU 33KPBITUR MACTep-KapTbi @
KouTponnepsi Suprema Bl

Kowrponneps: ZKTeco

Classic 4 KB

CuapToH (SIM-kapra) Mopsaok GaiT & waeHTMduKaToRe

OT maaauero K crapluemy
BaHKoBCKME KapTLl

1) NMoaBknagka O6wme HacTponku kapT Mifare — nogBknaaka npegHa3Ha4veHa 4ns HaCTPOWKK
obwmx napameTpos kapT Mifare. NapameTpbl 00LLMX HACTPOEK:

UTeHne m3 3awumuieHHOW obnacTtu — onpegensieT Nopsiaok paboTbl C 3alUMLLEHHOM
obnactbto kapT Mifare:
— MpocToe yteHue — yteHre UID ¢ kapThbl;

— C 3anucbio KapTbl — 4YTEHME HoMepa KapTbl W3 3alMieHHoM obnacTu
C nocneaywoLlen ero nepesanucbto No 3agaHHOMy anropuTMy reHepauum Homepa.
Knrou 3akpbiTUsi MacTtep-kapTbl — Mone oTobOpaxaeT TeKylWMn KoY 3akpblTus

MacTep-KapTbl.

HoBbIN KNOY 3aKpbITUA MacTep-KapTbl — MOfe MNo3BONsieT BBECTU HOBbLIA KIHOY
3aKpbITUSA MacTep-KapThbl.

Mopspok 6anT B nuaeHTucukarope:

— OT cTtapwero K Mmnagwemy;

— OT Mnaawemy K ctapwemy.

Monsa HID u EM-marine Tonbko ana cuutbiBatensa IR19 n koHTponnepa 3amka
CL211.9 — nosBonseT BKMOYUTL / OTKMIOYUTL BO3MOXHOCTb paboTbl CO CTaHAapTamu
©eckoHTakTHbIX kKapT HID n EM-Marine. Ecnu BbibpaTb B nonsx napameTp OTKNHOYEHO,
cuntbiBaTens IR19 v koHTponnep 3amka CL211.9 6yoyT nogoepXxuBaTtb TONbKO paboTy
co ctaHgaptom Mifare.

lMocne HacTpOMKM AaHHOrO NapaMeTpa 3anunTe KOHUrypaumo Ha MacTep-kapTy.

2) Mopeknagka BbibpaTb TMN KapTbl — N03BONAET BblibpaTb hopmaThl kapT Mifare (cMapTdOH,
GaHkoBCKMe KapThbl), KoTopble ByayT ncnonb3oatbcs B CKY[. [1nsa BbiGopa 4OCTYMNHbI:

Ultralight EV1 48 byte;
Ultralight EV1 128 byte;
Ultralight C 144 byte;
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Classic ID 64;

Classic 1 KB;

Classic 4 KB;

Plus 2 KB;

Plus 4 KB;

Plus SE 1 KB;

DESFire;

MWP;

CmapTdoH (SIM-kapTa);

BaHKoOBCKMe KapTbl.
Mpn BbIGOpe TMnNa kapTbl B neson 4vactu Bknagkun Kaptbl Mifare nossutca obnactb 3
CO CMNCKOM BblGPaHHbIX TUMOB KapT.

3) Obnactb oTobOpaxaeT BblOpaHHble TuMbl KapT Mifare (cmapTdoH, 6aHKOBCKME KapTbl) B BUAE
cnucka, NO3BONSAET NEPEKYaTbCA MEXAY KapTamu Ans KOHUrypauum nx napaMmeTpos.
4) ObnacTb CcOOEPXUT CNMCOK NapameTpoB, KOTOPble BO3MOXHO KOH(MrypmpoBaTtb

ANnsi BbIGpaHHOro TMna KapTbl.
lpumeyaHue:
Cnncok OOCTYNHbIX NapaMeTpPoB KapT U KOMaHA ynpaBrieHUs KapTam MeEHSIeTcs
B 3aBMCMMOCTU OT BbIOPaHHOro Ans KOHPMrypupoBaHus Tvna KkapTbl.
5) O6bnacte KomaHabl ynpaBneHuMa kKaptamum — 00nacTb COOEPXMT CMNUCOK KOMaHLg,
OOCTYNHbIX Npu paboTe ¢ KapTamMn U KOHTPOSbHbLIM CYUTbIBATENEM:

e 3anucb KOHdUrypauum B NnamMATb — NO3BOMSIET 3anuncaTh 3afaHHy0 Ans BblOpaHHbIX
TUMOB KapT KOHUrypaLmnio B 3HEProHE3aBUCUMYIO NaMsiTb KOHTPOSBHOIO CYUTLIBATENS;

e 3anucb KoHdMrypaumm Ha MacTep-KapTy — TMO03BOMsIeT 3anucaTb 3afaHHYyHo
ana Bbl6paHHbIX TUMNOB KapT KOHCbI/IpraLl,VI}O Ha MacCTep-KapTy,
lpumeyaHue:

B kauecTBe MacTep-kapT ncnonb3ytoTcs kapTol TUna Mifare DESFire, koTopble Takke
MOTYT UCNONb30BaTbLCSA U B KAYECTBE NPOCThIX KapT.

e M3MeHUTb KN4 — KOMaHAa NO3BONSAET 3annucaTb U3MEHEHHbIE NapaMeTpbl A5 TPOCTbIX
kapT Bcex TunoB (Ultralight, Classic, Plus, DESFire). o KomaHge cuuTbiBaTEND
onpegensieT HanuuMe KapTbl B MOfie CYMTbIBATENS, €e TUM, U U3MeHseT napameTpbl
KapTbl COrMacHoO napaMmeTpaM, 3anucaHHbIM B KOH(Urypauuio KOHTPOSIbHOro
cunTbiBaTENS ANSA AAHHOMO TUNa KapT;

o MMonyunTb MHdOpMaLIMIO O KapTe — MNO3BOMSET NPoYeCcTb MHopMaLMIo C BbiIOpaHHOM
KapTbl. [locne ycnewHoro 4teHms KapTbl BO BCnsbiBatoweMm okHe UHpopmauumsa o kapTte
Oynet oTobGpaxeHa cnefyowasa nHdoopmaums:

— Twvn KapTbl — oTobpakaeT Tun KapTbl Mifare;

— UID — otobpaxaeT ceputo Urm HoOMep YHUKanbHOro naeHTudgmkaTopa nonb3oBaTens;

— Twn KapTbl — oTOGpaxkaeT TUN KapTbl: MacTep-kapTa, NpocTas KapTa;

— TeKywun ypoBeHb MacTep-KapTbl — OTOOpaxkaeT TeKyLMN YypOBEHb MacTep-KapThbl
(ansa kapt Mifare DESFire);

— YpoBeHb 6e30nacHOCTU — OTOOpaXKaeT TeKyLni ypoBeHb 6e3onacHoCTH (4ns kapT
Mifare Plus).

e [loBbicuTb ypoBeHb 6e3onacHocTn SL — komaHga gns Bcex Tunos kapT Mifare Plus
¢ SL1 1 SL2, no3BongaeT NoBbICUTb ypoBeHb 6e3onacHocTn SL (secure level);

lpumeyaHue:

Pabota ¢ SL2 He noggepxumBaeTtcd. B cnyvyae wucnonb3oBaHua kapt ¢ SL2
pekomeHayeTcsa nepexofd Ha SL3.
e dopmatupoBaTb — NPUMEHSETCA ANA NPOCTbiX KapT Tuna DESFire (He macTep-kapT)
B TOM Criy4ae, ecfnv Ha KapTe yxe 3anncaHoO HECKOMbKO NPUoXeHun n HeT cBoboaHOro
MecTa Ans co3gaHnsa HOBOIo NPUITOXEHUS.

73



Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

lpumeyaHus:

— PepaktupoBaHune koHdurypaumm kapt Mifare B kaxablh MOMEHT BPEMEHN MOXET
OCYLLIECTBATLCA TONbKO O4HMM NOSb30BaTENEM.

— B MOMeHT koHurypmpoBaHusa HacTpoek kapT Mifare 6nokupyeTtcsa pabota co Bcemu
KOHTPOSIbHBIMW CUYUTbIBATENSAMW CUCTEMbI (NPWU MONbITKE PaboTbl C KOHTPOSbHBIM
cyuTbiBaTENeM BCMMbIBAET OKHO C npeaynpexgeHvem «Mdem u3MeHeHue
KOHgbuaypauuuy).

— JToboe nameHeHve koHurypaumm gns kapt Mifare coxpaHsaetcsa B 6a3e AaHHbIX
CUCTEMbl TOMBKO MO (PakTy YCMeLHOW 3anvucyh ee B KOHTPOSbHbIA CYUTbIBATEND,
nocne 4ero OHa aBTOMAaTMYECKM MEPEenncbiBaeTca BO BCE KOHTPOSIbHblE
CUYUTbIBATENN, NOAKIIOYEHHbIE B 3TOT MOMeHT K CKY/.

6) [lna coxpaHeHusi BHECEHHbIX U3BMEHEHN HAXXMUTE KHOMKY COXpaHUTb....
9. Bknagka KoHTponnepbl Suprema no3sonsieT HaCTpOUTb LBETOBYH MHAMKALMIO U 3BYKOBbIE

CUrHanbl KOHTpONiepa QAOns npeacTtaBrieHHOro cnucka cobbitui. Bknagka BbIrmsgut
cnegyowmm obpasom:

fC:) 06u_w|e napamMeTpbl BepHyTbCA K CMCKy

O6Lue HacTpoFikKu

Kowponnepsi PERCo

Kapret Mifare

Hopma
38yk

Brokuposka @
Komnsecreo nosTopos @

Owwnbra RTC
0 beckoHeuHo

OxuaaHve noaHeceHna nanbua
Lger [lanTensHocTs (Mc) 3anepxxa (Mc)

Oxuaarne DHCP
Chhumit 2000 0

Kontponnepe! Suprema

CKaHupoBaHMe Nakua
Uger [LauTensHocTs (Mc) 3agepxia (M)

Kontpenneps! ZKTeco CKaHMpoBaHme KapTs! 2000 .

Tonyoi

Wgermnducaumn ycnewna
Uger LnrensrocTs (Mc) Jagepxia (Mc)

Ownbra naeHTURMKaLmm Ch ey 0 0

llpumedaHue:

M3meHeHMe CBETOBOM M 3BYKOBOW MHAMKALMM NOOAEPKMBAETCS TONMbKO B KOHTponnepax
Suprema co ckaHepamu OTne4yaTkoB nanbLeB. B TepmuHanax pacnosHaBaHus nuL,
CBETOBasi U 3BYKOBasi MHAMKALWS HE NoaaepKMBaeTcs.

1) Cn

MCOK CcOObITUM — oTOOpaxaeT CNUCOK COObITUIA, ANA KOTOPbIX MNpeaycMOTpeHa

BO3MOXHOCTb HaCTp017IKVI LLBETOBOM MHOMKALNN U 3BYKOBbIX CUrTHaArioB KOHTponepa:

Hopma — cobbiTve BO3HMKAET B criydae HOpManbHOW paboTbl KOHTposnepa (pexum
paboTbl "KoHTponb");

BnokupoBka — cobbiTe BO3HUKAET B Criydae GrIOKMPOBKM KOHTporepa (pexum paboTbl
"3akpbITOo");

Owwmnobka RTC (Real Time Clock) — cobbiTe BO3HMKaeT B ClnyyYae HecoBnageHus
BHYTPEHHErO BPEMEHWN KOHTpOsiepa Co BpEMEHEM CETH;

OxupaHue nogHeceHMA nanbua — cobbITVe BO3HMKAET B Cryvae, ecnm 6bin BbibpaH Tvn
npae goctyna JocTyn no KapTe U nanbLy nocne npeabsaBrieHns KapTbl;

Oxunaganme DHCP (Dynamic Host Configuration Protocol) — cobbiTue Bo3HMKaeT B cnyyae
oxungaHua nonyyvenunsa IP-agpeca ot DHCP-cepsepa;

CkaHupoBaHue nanbua — coOblTMe BO3HMKAeT B cryvyae AobaBreHus oTneyaTKoB
nanbLeB Kak ngeHTudmkaTopa CoTpyaHNKy Unm noceTuTento (ecnm KoHTponnep BbibpaH
Kak YCTPOMCTBO AS18 NOonyYeHus naeHtudunkatopa);

CkaHupoBaHue KapTbl — COObITME BO3HMKAET B Criydae gobaBrneHmsa KapTbl 4OCTyNa Kak
noeHTudmkaTtopa COTPYOHUKY WM noceTuTento  (ecnn  KOHTponnep  BbliGpaH
Kak YCTPOMCTBO AN NonyYeHus naeHtudunkatopa);

NaeHTndmkauma ycnewHa — cobbiTve BO3HMKAET B Cy4vae ycneLwHon naeHTndukaumnm;
Ownbka ngeHTUdUKaLmm — cobbiTe BO3HMKAET B Criyvae OWmMOKN naeHTudunkaumm.

2) O6bnacte lNoacBeTka — oOTOOpaxaeT napamMeTpbl HACTPOWKM CBETOBOW WMHAMKALUK
KOHTposiepa ans BblopaHHOro cobbiTst U3 cnmncka coobITUi:
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BeckoHe4HO — npu ycTaHOBKe chriaxka noaceeTka byaeT nponsBoanTbest 6ECKOHEYHO;
KonuuyecTBo NOBTOPOB — CYETYMK MO3BOMSET 3adaTb KONMMYECTBO MOBTOPEHMM
NoACBETKM;



PykoBoacTBO agMUHUCTpaTopa

lpumeyaHue:

MapameTpbl  BeckoHeyHo / KonnyecTBO  NOBTOPOB  SBMSAIOTCA  B3auUMO-
NCKMOYaLLNMK.
e LiBeT — napameTp no3sonseT BbibpaTh LBETa MHAUKaUMK (He Bonee Tpex);
e [OnuTtenbHOCTb —NapameTp NO3BONSAET 3a4aTb ANUTENBHOCTb CBEYEHUSA NHAMKALMMN TEM
U UHBIM LIBETOM,;
e 3apepxkKa — napameTp NO3BONSAET 3afaTb 3adepXKKy nepen Hayanom CBEYEeHUs TeMm
UM MHBIM LIBETOM OT Havana uukna uHavkaumm.
3) Obnactb 3BYK — oTOOpaxaeT napamMeTpbl HAaCTPOWKM 3BYKOBbIX CUTHANOB KOHTpoOnnepa
Onsi BbIbpaHHOro cobbiTnsa U3 cnucka cobbITUi:
o bBeckoHe4HO — Npu ycTaHOBKe (hnaxka 3Byk 6yaeT BOCNpon3BOANTbLCS BECKOHEYHO;

¢ KonuuectBO NMOBTOPOB — CHETYUK NO3BONAET 3adaTb KOJIMYECTBO HOBTOpeHMVI
3By4aHUA,
lMpumeyaHue:
I‘Iapameprl BeckoHeyvHo / KonnyecTtBo noBTOpOB ABINAKOTCA B3anMO-
MCKITio4YarnLwmnMmn.

e ToH — napameTp No3BoNSET BbIOpaTh TOH 3BYyYaHUS;

e [nuTenbHOCTb — NapameTp NO3BOMSET 3a4aTh ANIUTENBHOCTb 3ByYaHUS MHAMKALUN TEM
UM UHBIM TOHOM,;

e 3apepxka — MapameTp MO3BONSET 3a4aTb 3a4epXkKy neped Hayanom 3BYYaHWs
WHAOMKaUUM TEM UINN MHBIM TOHOM OT Havana uukna nHaukaumum;

e 3aTyxaHue — Npu ycTaHOBKe donaxka NpoMCcXoamT 3aTyxaHue 3ByYaHus.

4) D,J'Iﬂ COXpaHeHnda BHECEHHbIX N3MEHEHUN HaXMUTE KHOMKY COXpaHMTb....

10. Bknagka KoHnTponnepbl ZKTeco nossonsieT nameHutb MopTt cepBepa, 4nd TepMuHanos
pacnosHaBaHua nuy, ZKTeco nNo ymonyaHuio yctaHosneH nopt 8081:

(© O6wwe napameTpbl BepHYTbCA K CrHCKy

MopT cepeepa
OBwme HacTpoikK P peep

6081

KowTponnepe PERCo
Kaptel Mifare
KowTponnepsl Suprema

Koxtponnepe ZKTeco

lpumeyaHue:
Ybeautechb, 4To B 6paHgmayape yCTaHOBMEHHbIV MOPT OTKPLIT 47151 BHELLUHMX NOLKITHOYEHUNA.

18.1.2.4. Mopspok paboTkl ¢ kaptamu Mifare

Onga Toro, 4toBbLl MOCTPOUTL CUCTEMY KOHTPONSA U ynpaBneHus AOCTYNOM U OblTb yBEPEHHbIM,
YTO KapTbl OOCTyna 3alluLleHbl OT KOMMpOBaHUS, HeobXxooMMO MCNOMb30BaTb KapTbl 4OCTyna
C 3alUMTOM OT KOMMpOBaHUs. TakuMm kapTamu aBnstoTca kapTobl hopmata Mifare: Classic, Plus,
DESFire.

lpumeyaHue:

Kaptbl Mifare Ultralight (kpome Mifare Ultralight C) He MMeloT 3alimTbl OT KOMMPOBaHUS
M NO CBOMM BO3MOXXHOCTSIM COMOCTaBUMbI C 00bI4HBbIMKU RFID-kapTamn.

KapTbl Mifare noctynatoT ¢ 3aBo4a-n3rotoBUTENs B HesawumweHHoM Buge. MNpu pabote ¢ Takmmm
KapTamu cuuTbiBaTenb OByaeT Mcnonb3oBaTh TOMNbKO OTKPbIThIM UID KapTbl, KOTOpbIA KOnupyeTcs
Tak e nerko, kak n ID TpagnumnoHHbix Proximity-kapt (HID, EM-Marin).
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BHumaHue!

3aka3umnk / cobCcTBEHHMK OObekTa [OOMKEeH OTBETCTBEHHO MOAOWTM K  BOMpOCY
KPUNTO3aLMTbl: HEe [OBEepsiTb CO3haHMe M 3anvMCb Ha KapTbl KNHOYeW KpunTo3awimTbl
HM NOCTaBLUMKY KapT W cuuTbIBaTenen, HM MoHTaxHuky CKY[, HM komy-nvbGo elle,
T.K. €CN KIoYM KpUNTO3aLLUThl U3BECTHLI MOCTOPOHHEMY, TO TOT NIErKO MOXET KOMMpoBaTh
KapTbl AOCTYyNa.

Ot Bnagenbua obvekta CKY[ Tpebyetca camomy mnu yepes3 OOBEPEHHOE nuUO npuagymaTb
3Ha4YeHMs Naponen n Kr4Yern n 3anucatb UX B KapTbl U cyUTbiBaTENW. [Nna nporpamMmmupoBaHns

cumTbiBaTENEN Co3daeTcs MacTep-kapTa,

Ha KOTOpOIZ 6yneT XpaHUTbCA BCA Kro4yeBad

nHdopmauma. [lanee onepaTtop C NOMOLLLIO MacTep-KapTbl CMOXEeT "npolmBaTh" cuuThiBaTENN,
npuv 9TOM He nmMes PakTUYecKoro JOCTyna K Krnovam 1 naponsm.

lMpumeyaHue:

[ns  BCTpOEHHbIX cuuTbiBaTenen Mifare KoHTponnepos

BO3MOXXHOCTb KOH(Urypauum mactep-kapTon OTCYyTCTBYET.

[Ona HacTporikn HeobxoAMMO 3anucaTb KOHUrypauumio B KOHTPOSIbHbLIN CYUTbIBATENb

1 nepeaatb N3MEHEHUs B KOHTpoOrnep, Ans 3TOro:

e [locne HacTponku napameTtpoB Ha Bknagke Kaptbl Mifare okHa O6wue napameTpbl
B KOMaHAax ynpaBneHns KapTamm HaXXMUTE KHOMKY 3anmucb KOH(Urypaumm B NnaMAThb;

e Ha BKNaake YcTtponctBa nogpasgena «KoHdurypauusa» pasgena
«AAMUHUCTPUpPOBaHME» BblAENUTE KOHTpPOMnep, B KoTopbln ByaeT nepepaBaTbes
KOHGUrypauus, 1 HaXXMUTE Ha NaHenu UHCTPYMEHTOB KHOMKy lMepeaaTb M3MeHeHus
KOHcurypaumm B yctponctaa unv lNMepeaatb BClo KOHdUrypauuro B yCTPOUCTBA.

CL15, CL15.1, CL15.7

OCHOBHbI€ XapaKTepUCTUKK pa3Hbix yunoB Mifare

Tun KapTs! Mifa_re Mifare Classic ID | Mifare DESFire Mifare Plus
Ultralight 64/1KB/4KB EV1 2K/4K/8K (S and X) 2K/4K
Kpunto- Het CRYPTO1 DES & 3DES/AES| CRYPTO1/AES
anroputm
OnuvHa
cepumnHoro 7 4/7 7 7
HoMepa, 6anT
2048/4096/8192,
EEPROM, 6anT 64 1024/4096/4096 | rnbkas dannosas 2048/4096
CTPYKTypa
KonuyectBO
LIMKINOB 10 000 100 000 500 000 200 000
nepesanucm
16 cekT./ 64 banT,
Op;a;r::;ma 16 cTp./4 6anT | 32 cekT./ 64 Ganrt, O;F?:ézjmﬂgﬂ 328 %ZT(TT.//‘}] %J;ool:(a,
8 cekr./ 256 6ant )

KpuntozawmTta, BcTpoeHHada B umn Mifare Classic, B HacTosiliee BpeMsi Npu3HaeTcsl HEAOCTAaTO4YHO
BbICOKOW. YTOObI HAOEXHO 3aLNTUTL KapTbl 4OCTYMNa OT KOMMPOBaHUA U nognernku, paspabotaHa
nuHenka kapT Mifare Plus, roe ucnonb3yeTcsa kpyntorpadusa AES, BCKpbITUE KOTOPOW B HacTosiLee
BpeMs CHMTaAETCH rapaHTMPOBaHO HEBO3MOXKHbLIM.
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llpumeyaHue:

BeckoHTakTHble KapTbl Mifare Plus nogaepxusatoT 3 ypoBHS 6€30MacHOCTM U MOTYT ObITb

B Nto6o MOMEHT nepeBefeHbl C OQHOMO YPOBHSA Ha ©onee BbICOKUNA:

e YpoBeHb 6e3onacHoctu SL1. Ha atom yposHe kapTbl Mifare Plus vmetoT 100%-yto
coBmecTuMocTb ¢ Mifare Classic 1K (4K).

e YpoBeHb 6e3onacHoctu SL2. AyteHTudukaums no AES sBnsieTcsa obs3aTenbHON.
[nsa 3awuTbl gaHHbIX ucnonb3yetca CRYPTO1.
Pabota ¢ SL2 He nogpepxmuBaetcsa. B cnyyae wucnonb3oBaHust kapt ¢ SL2
pekomeHgyeTcsa nepexog Ha SL3.

o YpoBeHb 6e3onacHocTtu SL3. AyteHTudmkaums, obmeH gaHHbIMU, paboTa ¢ namaTbio
Tonbko no AES.



PykoBoacTBO agMUHUCTpaTopa

Kaptel dopmata Mifare DESFire EV1 wumeloT camylo BbICOKYHO CTeNeHb 3awuTbl U TMOKyLo
dannoByo CTPYKTYpy NamsTu.

UTto6bI 3awmTnTb KapTy goctyna Mifare Classic 1KB (4KB), [ocTaTovHO 3anncaTb B 04UH 13 6r10koB
namatv ngeHTudpukatop (Hanpumep, ID annHon 3 6anta gns nepegayun no Wiegand-26) n 3akpbliTb
AOCTyn K 3TOMY Bf10Ky KPUNTOKIIOYOM, a cuMTbiBaTesb BMecTo UTeHnst UID-Homepa HacTpouTb Ha
yteHue ID-ngeHTudmkaTopa M3 ykasaHHoro 6noka namatu Mifare Classic ¢ NOMOLLbIO Takoro xe
KPMNTOKMOYa, KOTOPbIM 3aKpbiTa NamsATb KapThbl.

YUtobbl kapTbl goctyna Mifare pabotanu B CKY[] B 3almLLEHHOM pexume, HeobXoaMMmo:

1. TlpoBecTu opraHM3aLMOHHbLIE MEPONPUATMA MO NPeLOoTBPALLEHUIO ANCKPEaUTaLMM KITHOYEeBON
UHdopMaL K.

2. [na kapT Mifare Plus — BblbpaTb ypoBeHb ©6e30nacHOCTH, Ha KoTopom ByayT paboTaTtb KapThbl
B aaHHom CKY[L: SL1, SL2 wnu SL3. TOT unu nHon ypoBeHb AOMKeH ObiTb BbibpaH, ncxoas
n3 cneundmrkn obbekTa n TpedoBaHmi 3amLLEHHOCTU. YpoBeHb SL3 — cambliii BbICOKUI C TOYKN
3pEeHus 3aWuThl.

lpumeyaHue:

PaboTta c SL2 He nopaepxumBaeTcs. B cnyvae ncnonb3oBaHus kapT ¢ SL2 pekomeHayeTcs
nepexog Ha SL3.
3. [poBecTtn nogrotoBky cumThiBaTenen. Kaxabi cunTbiBaTeNb, MOAKIOYAEMbINA K KOHTPONEpyY
CKY[, pomkeH ObITb 3anporpaMMMpOBaH Ha YTeHWe AaHHbIX M3 TOro e 6Groka namsTu
1 no Tomy xe kntody AES, uto n kapta Mifare. MNpu ncnonb3osaHmm cunteisatenen PERCo
Heobxoaumo Yepes N0 HaCTPOUTb KOHTPOSbHbLIN CYUTBIBaTENb, 3anMcaTb MacTep-KkapTy U C ee
NOMOLLbIO CKOHApUTypupoBaTh Bce cunTbiBaTenu CKY/.
4., BDmuccua nNpocThiX KapT nornb3oBaTenen Mifare npy NMOMOLM KOHTPOSIbHOMO CYMThIBATENS
PERCo c nHtepdericom USB. 310 3annck ngeHtTudmnkaTopa B COOTBETCTBUM C KOHGUrypaumemn
B BblOpaHHbIN cekTop namsitu Mifare, daktudecknin nepeBoq KapT Ha BbiOpPaHHbLIN YPOBEHb
6esonacHocTu (SL1, SL2 nnn SL3 gna Mifare Plus), 3akpbiTue BbIOpaHHOrO cektopa namsaTu
cekpeTHbIM Krtodom ¢ kpuntorpadmen (AES wnn CRYPTOT). 3T10T naeHtudukatop oyaet
CBSI3aH C KOHKPETHbIM paboTHMKOM 1 ByaeT CYATLIBATLCS B 3aLUULLIEHHOM pexume.

Kaxabii Tvn kapt Mifare (Ultralight, Classic, Plus, DESFire, cmapTdoH ¢ NFC, 6aHKOBCKME KapThbl)
obnagaetr  onpegeneHHbiM  Habopom  napameTpoB,  AOCTYMHbIX  ANA  OTOGpakeHwus
UNn peaakTMpoBaHus.

lpumeyaHue:

Monsi ¢ HaumeHoBaHUAMK TUNa «CTapbIv KNOY ayTeHTUpukauumy, «Ctapbin TUN KNoYa
ayTeHTUdpMKauumM» oTobpaxkaloT Tekylue 3HayYeHuss napameTpoB KOHUrypaumw,
3anMcaHHOM Ha KOHTPOSIbHbIM cuyMTbiBaTeNb paHee. [OnNa 3annucM B KOHTPOSbHbLIN
cuuTbiBaTENb HOBBLIX MapaMeTpoB KOH(urypaumm HeobxoaumMOo 3anofnHuTb  Mnonsg
C HaumeHoBaHuAMM Tuna «Knro4 ayteHTUdpmMKaumm», «Tun Knwo4va ayteHTUdpUKaunm»
nocne 4Yero 3anucatb KOHUrypauuio B KOHTPOSbHbIW CYMTLIBATENb.

Mopsknagkm Ultralight, O6wue HacTponku kapt Classic, O6wme HacTpomnku kapT Plus, DESFire
Nno3BoNAT 3agaTb pabouve napameTpbl KPUNTO3aLWWTbl AN COOTBETCTBYHOLIMX TUMNOB KapT,
OTMeYEeHHbIX hrnaxkamu B nogsknagke Boibpatb TMNbI kKapT. 3T napameTpbl OyayT 3agaBatbes
NpPOCTbIM KapTaM nonb3oBaTernen Npu nx aMMCCUM U NepcoHanM3auumn ¢ NOMOLLbIO KOHTPOSTbHOro
cunTbiBaTeENsi, Takke 3TM napameTpbl OyaoyT nepeHeceHbl B KOHUIypauui cuyuTbiBaTeEnewn
Ha TOYKax NPOXo4a C MOMOLLbIO MacTep-KapThbl.

llpumeyaHue:

JdonycTumble 3HaYeHMs MapaMeTpoB OTOOpaXakTCa B BbiNagaroLLmMX CMCKax Npu HaxaTum
Ha CTPEesKy B KOHLe CTPOKM C AaHHbIM napameTpoMm. MNpuMeHsATb B KOHUrypaumm MOXHO
nobon 13 akTMBHbBIX (HEaKTMBHbIE BbIAENAOTCA CepbiM LBETOM) napameTpoB u nioboe
N3 ero AonyCTUMbIX 3HAYEHUA.
B0O3MOXXHO KOH(PUIyprpoBaHUe napameTpoB CrieayHoLmX TUMNOB KapT:

o Ultralight: EV1 48 bytes, EV1 128 bytes, C 144 bytes;

e Classic: ID64, 1KB, 4KB;

e Plus: 2KB, 4KB, SE1KB;

o DESFire.
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MoaBKNagkM pasnuyHbIX TUMOB KapT COAEpXKaT creaytolme napaMmeTpbl KpUNTo3aLnTbI:

Homep cTpaHuubl, cekTopa, 6roka nnu npunoXxeHus — agpec B namsti KapTbl, rae oyaet
xpaHuTbea ID nonb3oBaTtens kapTbl, ncnonb3yemeinn B8 CKY[.

Tun kntoya aytTeHTUUKaLmMmM — B none otobparkaeTcst TEKYLLMIA TUM KNOYa ayTEHTMdMKaLUK
MacTep-KkapTbl.

Kniou ayteHTudmMKaumm — naponb, KOTOPbIM 3akpbiT gocTtyn K ID kapTbl, oToGpaxaeTtca
B dbopmaTe HEX.

Crapble napameTpbl, CTapbin KoY ayTeHTUdukaumm — nond angd otobpaxeHust napons
poctyna K ID n ero xapaktepucTuk, KoTopble JeNCTBYIOT 40 NPeacTosLLEen nepekoHpurypaunm
napameTpoB (Mpu npegplaywen KoHUrypaumm napaMeTpoB OHM OTOOpaXkanucb B NONSAX
Tekywume napameTpbl, TeKywmn KN4 ayTeHTUpuKaumm).

Tekywue napameTpbl, TeKywmm Knoy ayTeHTUUKaUmm — nonsa ang otobpaxeHmsa napons
poctyna K ID n ero xapaktepucTtuk, kotopble byoyT AeACTBOBaTL Nocne nepekoHurypaumm
napameTpoB (Npu cneayroLlen nepekoHpurypaumm olmn 6ygyt otobpaxeHbl B nonsax Ctapble
napameTpbl, CTapbin KoY ayTeHTUdMKaumm).

Ona kapT Plus, kpome TOro, MerTCa napamMeTpbl, onpeaenstowme yposeHb 6e3onacHoCcT
(SL1, SL2, SL3).

Ucnonb3yembin maeHTUdUKaTop — BbiNagalolWmMin CNUCOK MNO3BONSAET BbIOpaTb TuM
noeHtndmkatopa ans 6aHkoBckux kapT: PAN kapmebi, ID Mifare Classic, ID npunoxeHus
HCIIK MUP.

BHumaHue!

% [aHHble napamMeTpbl NpegHa3HayYeHbl Ans obecneyeHns caMbiX BbICOKMX YPOBHEN 3aLLNTbI
(Hanpumep, KapT nnaTexHblx cuctem). B pamkax oObldHbIXx CKY[l He pekomeHayeTcs
ncrnonb3oBaTb OaHHble NapaMeTpbl, YTOObI NPU yTepe UX 3HAYEHUIN He NPULLINOCL MEHSATb
BCE NepCOHMMULNPOBAHHbIE B CUCTEME KapTbl.

Anroput™m paboTbl C 3awumueHHonM obnacTtblo namatu kapt Mifare npu 3anucu B Hee
ID nonb3oBaTens, koTopbin OygeT ucnonb3oBaTtbCA Kak Homep kapTol gns CKY[, Ha npumepe
paboTbl ¢ kapTon Mifare Classic 4KB.

[nsa ncnonb3oBaHNs BO3MOXHOCTWN YTEHUS JaHHbIX U3 3alMLeHHONn obnacTi namaTu Heobxoaumo
BbINOSTHUTL PSg OENCTBUMN:

B nepByto odepenb He0b6Xxo0aAMMO 3anmcaTb KOHUNypaumio B KOHTPONbHbIN cYUTbIBaTENb. [Nd 3TOro
nepengute B pasgen « AGMUHUCTpUpoBaHue» > «KoHdurypauusa» > «Yctponcrear. Boibepute

O6wme napameTpbl N HAXKMUTE KHOMKY PepaktupoBartb. Ha cTpaHuue Obwme napameTphbl:

2
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Mepengute Ha Bknagky KapTtbl Mifare.

Mepengute Ha noaeknagky BeibpaTb TMN KapTbl. YCTaHOBUTE (OriaXXoK HanpoTuB KapTbl
Mifare Classic 4KB. Tun kapTbl 6yget fo6aBreH B CNMCOK UCNOMNb3yeMbIX KapT B JIEBON YacTu
Bknagku Kaptol Mifare.

Mepengute Ha nogBknagky Mifare Classic 4KB B neBoM 4actm  OkHa.
Ykaxnte Homep cektopa. OH npeacraenseT cobon YacTb NamATh, B KOTOpyto ByaeT 3anvcaH
noeHTndmkaTop MU ¢ KOTopor OH ByaeT cumTbiBaTbCA NpYM B3aMMOLENCTBUM MOMb30BaTENs
co CKY[l. Homep BbIbupaeTcs Npon3BosbHO.

Ykaxnte Homep 6noka. OH npeactasnset cobor yacTb namMaTu, B KOTopyto ByaeT 3anvcaH
naeHTndmkaTop MU ¢ KOToporm OH ByaeT cumTbiBaTbCHA NpUM B3aMMOOENCTBUM MOMb3oBaTens
co CKY[l. Homep BbIGupaeTcs Npon3BosbHO.

Ha Bknagke KapTtbl Mifare nepengute Ha nogeknagky O6bwme HacTpomku KapT Classic.

B none Ctapbi TMN Kno4va ansa ayteHTudukauum n none Ctapbin KN4 ayTeHTUpUKaLmum
oTobpaxaroTcs Te napaMeTpbl, KOTOpble BbINN 3anMcaHbl Ha KapTy paHee.

llpumeyaHue:

BaxHo, 4TOObI 3HayeHuMs napameTpoB CTapbl TMN KnN4va Ans ayTeHTUuduKauum
nm CTapbii KN4 ayTeHTUdMKaUUMM coBrnagann Cc TUMNOM K4a ayTeHTudukaumm wu
KNOYOM ayTeHTUdUKaUMKM, KOTOpble 3anucaHbl Ha KapTy B [AaHHbIA MOMEHT, WHa4e
nepesanncb KapTbl OyaeT HEBO3MOXHA.

B none Tun knio4ya ayTeHTU(MKaumm otobpakaeTca TEKyLUMA TUN KoYa ayTeHTudukaumm
MacTep-kapTbl, TO €CTb TUM KIoYa, KOTOPbIM MacTep-kapTa 3akpblBanach paHee.

B none Knrou ayteHTUdMKaumm 3anuwimte HOBbIA KMOY ayTeHTUdMKaumKn, KoTopbin ByaeT
NCNoNb30BaTbCA B KOHUrypaumm Kak crnegyroLmnin Koy ayTeHTUdUKaUnK.

[Ona 3anMcn  HOBOM  KOHUrypaumm B NaMATb  KOHTPONSMEpa  HaXMWUTE  KHOMKY
3anucb KoHcurypaumm B NnaMAThb.
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[anee HeobxoguMo 3anucaTtb KOHPUIypaL MO N3 KOHTpOrepa Ha MacTep-kapTy. [ns aToro:

1.

Mpunoxute MacTep-kapTy K KOHTPOMNepy M HaXMuTe KHOMKYy 3anucb KOHdurypauuu
Ha MacTep-KapTy.

llpumeyaHue:

B kauecTBe macTep-kapTbl ucnonbadyeTtcs mactep-kapta DESFire. Yuctas (1.e. 6e3 3anucen
B 3awumieHHon obnactn) kapta tuna DESFire Takke MoXeT ObITb 3anncaHa B KadyecTBe
aononHuTenbHon macTtep-kapTbl ansg CKY[. [na 3anucy macTep-kapTbl Hy)XXHa kapTa Tuna
DESFire emkoctbto He MeHee 2 K6. lNMepesanucb macTep-kapTbl C LiEeNbo NepeBoga ee
B COCTOSIHME KapTbl MOMb30BaTeNs UM YNCTOW KapTbl HEBO3MOXHa! T.e. kapTa, ogHaxAabl
3anucaHHas kak Mactep-kapTa, MOXeT UCMOoNb30BaTbCA Jarnee TOMNbKO B 3TOM KayecTBe.

C nomoLLpblo 3anMcaHHON MacTep-kapTbl HEOGXOAMMO 3anpPorpamMmMMpoBaTh BCE CYMTLIBATENM.
Ina aTtoro poctaTodHO pfABa pasa B TedeHve 10 cek. NogHeCcTM MacTep-kapTy
K nepenporpamMmmpyemMoMy CYMTbIBaATENO — HOBasi KOH(Urypaums aBToOMaTUYECKN 3anuLIeTcs
B NMaMsiTb CYMTbIBATENS.

Tenepb Bawa CKY[] rotoea pa6oTtaTtb ¢ HOBbIMY NapameTpamu. OcTanock nepenporpammmpoBaTb
NpoCTble KapTbl NONb30BaTENEN.

Ecnn npoctble kapTbl nonb3oBaTenen, KoTopble HeobxoaMmo nepenporpaMmmupoBaThb,
NCNoNb30oBanNnCb paHee, TO HeO6XoaUMO NOAHECTU KapTy K KOHTPOMbHOMY CYMTbIBATENIO
N HaxaTb KHONkKy M3meHuTb KN4 B pabodven obnactm Bknagkn Kaprtbl Mifare. Ha kapty
AOCTyNa 3anuLLyTca N3MEHEHUS KOHUrypaumu.

Ecnn npocTtble kapTbl nonb3oBaTenewn, KoTtopble HeobxoaMMo nepenporpaMmMuMpoBaThb,
He UCNOoMNb30BanUCb paHee, TO HeobxoAMMO WX NepcoHuduuMpoBaTtb, T.e. BblgaTb UM
noeHTudukatop. ITO MOXHO caenate B pasgene «lMepcoHan» > «CoOTPYAHUKU»
unn B pasgene «Bropo NpPonycKkoB» > «CoTpyAHUKN» C NOMOLLILIO

KHOMKN BbigaTtb KapTy.

Mpy KOHUrYpPUPOBaAHMN KOHTPOSILHOIO CYMTbIBaTENS HEOBX0AUMO 3aaThb XenaemMble napameTpsbl
kapT. MapameTpbl 3aBUCAT OT TUNa KapTbl U NOAPa3aensaoTCs Ha:

Homep cTpaHuubl, 6n0Ka, cekTopa UM NpUnoXeHnUsa — MecTo, rae byaeTt XxpaHUTbCs HoMep
KapTbl, ncnonodyemoin B8 CKY[.

Tunbl 1 KNOUYM ANA ayTeHTUPMKaUMM — TUMbI NAporien 1 Naponu, No3BonALWmne Nony4nTb
AOCTYnN K KapTe.

Knroun ana nameHeHus ypoBHA 6e3onacHoctu (SL) — cnyxebHble naponu, nossonstowue
Nony4nTb OOCTYN U3MEHEHUIO KOHUIypauumn KapTbl, eCTb Tornbko Yy Mifare Plus.

Tunbl n KNOYKM ANA AOCTYNA K AaHHbIM Ha KapTe — JONOMHUTENbHbIE NAponu, No3BonstoLLme
nonyyYnTb JOCTYN K AaHHbLIM Ha KapTe, ecTb Tonbko Y Mifare DESFire.

an/I HeO6XOD,I/1MOCTI/I N3MEeHEHUA KOHd)I/IpraU,I/II/I HGO6XO,EI,I/IMO NOBTOPUTbL BCe nencTeuns,
HayuHas ¢ n.1, npu 3TOM y4UTbIBasd, 4YTO:

Ecnn B Tekywyto koHdurypaumo CKY[ nobaBnsitoTcs HOBble TUMbl KapT MoONb3oBaTenewn,
TO paHee BblgaHHble KapThl OyayT paboTtathb.

Ecnn B KOHUrypaumm u3MeHSoTCA Kakme-nmbo napameTpbl ANs yXe BblAaHHbIX KapT
nonb3oBarenen (Homepa cTpaHuy, / cekTopos/ 6I0KOB, TUMbI U / NN 3HAYEHUSA KIKOYEN, YPOBHU
6e3onacHocTn SL), TO paHee BblAaHHble KapTbl Nonb3oBaTtenen He Gyayt pabotatb M mUx
Heob6xoanMo nepenporpaMmmmnpoBaThb C y4eTOM HOBOW KOHUrypaumu.

OcobeHHoCTM paboTbl C MacTep-kapTaMy U pekoMeHZaummn no naponsaMm Ans HUX NpuBedeHbI
B PYKOBOACTBE MO JKCnyaTauum Ha KOHTPOSbHbIA cunTbiBaTens PERCoO.

3anucb oTne4yaTkoB nanbueB Ha KapTy Mifare

KoHTponnepsl PERCo-CL15, PERCo-CR11 n GUOMETPUYECKUA KOHTPOSbHbLIA CYUTbIBATESb
PERCo-IR18 nogaep>xuBatoT yHKUMIO 3anMcy OTNeYaTKoB ManbueB Ha KapTbl gocTtyna Mifare
(Takon BO3MOXHOCTbIO ObnagatoT kapTbl cTaHgapToB MIFARE Classic 1K, MIFARE Classic 4K,
MIFARE Plus (X, S, SE) u MIFARE DESFire Ev1). JlaHHas dyHKUUSA NO3BONSET YCKOPUTb NpoLiece
aBTOpM3auuKM NoNb3oBaTenNsi B CUCTEME, TaK Kak Npu 3TOM CUCTEMOWN He TPaTUTCA BPEMSA Ha MOMUCK
HY>KHOro oTrneyaTtka B 6a3e faHHbIX — CpaBHEHWE NpeabsBNEHHOro oTneyaTka Npon3BoAnNTCSA cpasy
C OTneYaTKoMm, 3anmcaHHbIM Ha KapTe.
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BHumaHue!

455 3Banucb oTnevyaTka nanbla Npou3BOAUTCSA B 3alUMLLEHHY obnacTb KapTbl, MO3TOMY
3apaHee Heobxoammo nepcoHMMUMpOoBaTh kapTbl Nofb3oBaTenen, T.e. 3anucaTtb B HUX
KOHpurypaumio ons cuntoiBaTenemn n kapT Mifare, 3agaHHyto Ha 4aHHbIM MOMEHT B CUCTEME
CKY[. 3anucatb 0TNeYaToKk nanbLa B He NePCOHUMULIMPOBAHHYIO KapTy Henb3as!

3anucb OTnevyaTKoB ManbLeB Ha KapTy OCYLLECTBNSIETCA B YYETHbIX KapToukax COTPYLHMKOB
(nocetutenen) cuctembl PERCo-Web (cm. «Pykoeodcmeo rnosib3ogamerssi ,,CmaHOapmHo20
nakema [10“ PERCo-WS, PERCo-WSE»).

KonunyecTBo oTnevaTtkos, 3anmcbiBaemMblx Ha kKapTy Mifare, 3aBUCUT OT Hanuuna ceobogHoOro mecta
B €e NaMsTu 1 orpaHnyeHo npoussoguTenem — He 6onee 5 wryk. MNMocne 3anncu pekomeHayeTcs
NpoBepuUTb NOMbITKAMM NPOXoAa, Kakme oTnevaTku 3anucannch, a Kakme — Her.

18.1.2.5. Hactpoika napameTpoB ycTponUcTBa

Ana HacTporkn obmx napameTpoB ycTtporcTtea (MUY, koHTponnepa, Buaeokamepsbl):

1. Wcnonbk3ys naHenb HaBurauuu, nepenguTe B pasagen «AQMUHUCTPUPOBAHUEY.
2. Ortkponte nogpasgen «KoHdurypaums».
3. lNepengute Ha BKkNaaky YcTponcTBa.
4. Bblgenute B paboyer obnacTtu cTpaHuLbl HacTpanBaemoe YCTPONCTBO.
5. Haxmute Ha naHenun WMHCTPYMEHTOB CTPaHuLbl KHOIMKY PepaktupoBatb unn gBaxabl
KSTIMKHUTE Ha cTpoke ¢ Y, nocne 4yero OTKpoOeTCcs CTpaHuua ¢ HasBaHnem NY:
[& KowTponnep CL15 BepHyTLCS K CTHCKY
Hazgakve leHepauna Tpesorm Npu Ecau WAEHTUOWKATOP HE 3APEMACTPUPOBAH > i CKYA,
NpeasAEneHMA MABHTUBIUKATOPA b
KoWTponnep CL15 ) Ecam MAEHTUOWMKATOP 3AMPELLEH T TR
XA oo Ecan MCTEK CPOK AECTOV o Tpesey
He ewi6paro pasGaoknposke Y Ecau HAPYLWEHO BPEMA ]
'EHEF‘“*“”":PEEi’Z 1o Heaonycrumo Ecau HAPYLIEHA 30HANBHOCTD
poa @ e " Ecau HAPYLUEH PEXMM PABOTHI @ @
He eiBparo @
Ecau HAPYLWEHO KOMWCCUOHUPOBAHME
Cnwcok NFC ycrpoiicre Mpn 3AMPETE OT AIKOBAPBEPA

Cets
Pa3zxoe
ny

Hanpagnenue @

FerepaTop Tpesoru

Komangu! gna ycrpoiictea

Broas!
Buixoas!

Cunteizatenn

OneMeHTbI CTpaHuubl:
1) HasBaHue — none onsa BBoga onucaTesibHOro Ha3BaHus yCTpOIZCTBa.

2) VIHCTpyMEHTbI AN yKasaHUs WM M3MEHeHWs MOMELLEHWA, OOCTyN MeXay KOTOPbIMM
obecrneyrBaeTcs KOHTPOSNEPOM:

e [lone Bbixog M3 — KHOMKa BHYTPU NMOJIA NO3BONAET BbIOpaTb nomMmeuwieHume, OocTtyn

B KOTOPOE ocyllecTBnseTcs Yepes cuntbiBaTenb Ne 1. KHonka © CO6pocuTtb nossonseT
yaanuTb U3 nons BblbpaHHoe paHee nomeLleHne.

e [lone Bxog B — KHOMKa BHYTPMU NONA NO3BONAET Bbl6paTb nomMewleHmne, OoCcTyn

B KOTOPOE OCYLLIeCTBsSieTCs Yepes cumTbiBaTenb Ne 2. KHonka © C6pocuTb nossonseTt
yAanuTb U3 nons BoblopaHHOE paHee NoMeLleHNe.
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3) Cnucok NFC YcTponcTBo — none no3sonseT BoiopaTbh gobaBneHHOe paHHeE YCTPOUCTBO
c nopgepxkon TexHonormm NFC, 4Ttobbl ucnonb3oBaTb €ro B KayecTBe UMUTaLMK
HacTpanBaeMoro CYUTbIBaTENS.

4) Bolbop Bknagkm pecypca. B 3aBucMmocTM OT Tuna YCTPOWCTBA CNUCOK pPeCypcoB
N COOTBETCTBYHLLNX UM BKINAAOK MOXET OTNNYATHLCS.

5) MapameTpsbl, AOCTYMNHbIE A4S JAHHOro pecypca.
6) Bo3amoxHble 3Ha4YeHne 1 BapnaHTbl HACTPOWKWN Bbl4ENEHHOro NnapameTpa pecypca.

7) KHOMkn KOMaHA ynpaeneHus, AOCTYNHbIX AN BblbpaHHOro pecypca. [na onepatuBHOro
ynpaBrieHns yCTpoMCTBaMKU npegHasHayveH nogpasgen «YnpaBneHue yCTpoucTBaMu»
pasgena «KoHTponb goctynay.

8) KHonkn CoxpaHuUTb... U pacKpbIiBAKOLWMNCA CMMCOK crnocoba COXpaHEeHUs M3MEHEHUN
NPy HaXaTuun:

e Tonbko B 6a3y AaHHbIX — MNapamMeTpbl COXpaHAlTCA Tonbko B B[ cuctembl
W BNOCNEACTBUN JOIMKHbI OblTb NepeaaHbl B KOHTponnep(bl).
Bce B ycTpoOMCTBO — B YCTPOWCTBO NEpPeAaTCsi BCe NnapaMmeTpbl.

e M3MeHeHHble B YCTPOMCTBO — B YCTPOMCTBO NepefarnTcs TOMbKO WM3MEHEHHbIe
napameTpbl.

18.1.3. Bknagka «CoObITUA»
CTpaHuua BKNagkM UMeeT crieayoLwuin Bua:

Kondurypauus PERCo-Web AnmuHucTpaTop ?

MomeweHna Yctpo#cTea LllaBnoHs! kamep Cuctema

@

Bribepute cobiTie ANA NepeMmMeHoBaHNA

@

MepekntoyaTenb BoibOpa BKNaaku nogpasaena:

o [MomelueHus;

YcTpoucTBa;
CobObITHA;

LLIabnoHbI kKamep;
Cucrtema.

PaGoyasi 06nacTb CTpaHuLbl COAEPXKUT CMUCOK YCTPONCTB, A0GABNEHHbIX B KOHUIypaLmio
cucTeMbl, M obnacTb Anst NneperMeHoBaHNsi COBLITUI YCTPOWNCTB.

18.1.3.1. MepenmeHoBaHMe coObITUSA

[ns nepeMmeHoBaHWs COObITUS:

Pob=

o

Mcnonb3ysa naHenb HaBurauum, nepengute B pasgen E «AAMUHUCTPUPOBAHMUEY.
OTtkpovite nogpasaen «KoHdurypaums».

Mepengute Ha Bknagky CobbITUA.

Bbibepute B paboyein obnactu ycTponcTBo, A KOTOPOro 6yaeT nepenmMeHoBbIBaTLCS
cobbiTue.

C nomMoLpbo COOTBETCTBYIOLLIENO pacKpbiBaKOLLErocs cnmncka BblibepuTte cobbiTne ang
nepenMeHOBaHUs U HaxkMuTe KHoMnky [lo6aBuTb. BoibpaHHoe cobbiTne gobasBnTcs B CNUCOK
cobbiTni B paboyen obnacTu:
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MomeweHna YcTpoictea LllabnoHel Kamep Cucrema

Buibepute cobeiTne AnA nepenmeHosaHna

OPHTHHEJ'IbHDe Ha3BaHue Hoeoe HasBaHne

Astomaruka AYT] ekniodeHa Hosoe Ha3BaHue

6. B none HoBoe HazBaHue BBeaWTE HOBOE Ha3BaHUE COOLITUSI U HAXMUTE KHOMKY COXpaHUTb.

7. Onsa yaoarneHund nepeMmMmeHoBaHuA cobbITUS HAXMUTE KHOMKY Yoanutb HanpoTmnB
COOTBETCTBYIOLLEro cobbITus.

18.1.4. Bknagka «LLlabnoHbl kamep»

LLlabnoH napameTpoB Buaeokamepbl UCMONb3yeTca npu 4ob6aBneHUn HOBOW Kamepbl B CUCTEMY
B pasgene «KoHdwumrypauua» B nogpasgene «YcrpouctBa». [10 ymMonyaHuio B CUCTEME yxe
YCTaHOBMNEHbI WabnoHbl napameTpoB Ans Bugeokamep ctaHgapta ONVIF v gns sugeokamep
nonynsapHbix npoussogutenen (TP-LINK, ACTi, AXIS).

CTpaHuua BKIagku MMeeT CrieayoLwnii Bua;

K0H¢“r3"|jal-'~”ﬂ PERCO-WEb. ALMUHWCTRETOR ?

MomeweHun Ycrpoiictea CobbiTua Cucrema
€
@

Mpoussogurens Mogens Twun notoka
Hrrennext X All Wnrennext X
TRASSIR All TRASSIR
ONVIF All @ ONVIF
TP-LINK Al mijpeg_over_http
ACTi ACM-4000 mijpeg_over_http

AXIS All mjpeg_cver_http

1. Tlepekntoyatenb BbiOOpa BKNagku nogpasaena:

o [lomeLueHuUs;

YcTpoucTBa;
CobObITHsA;

LLlaGnoHbl Kamep;
Cucrtema.

2. [MaHenb MHCTPYMEHTOB CTPaHWLibl COAEPXKMUT:

. [o6aBuTb — KHOMKa NO3BONSET CO34aTb HOBbIV LLIABMOH KaMepbl.

. PepaktupoBaTb — KHOMKa Mo3BONsieT M3MEHUTb BblgeneHHbIM B pabover obnactm
CTpaHuLbl LHabmnoH KaMepbl.

. Ypanutb — KHOMKa NO3BOMSIET yAanuTb BblAeNeHHbIN B paboyei obnactv cTpaHuubl
WwabnoH Kamepbl.
3. Pabouasi obnacTtb CTpaHuLbl COAEPXKUT CMUCOK CO3[4aHHbIX WabrnoHoB kamep, MHopMaLuo
0 NpousBoauTene, Mogeny u Turne BUAEONOTOKA.
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18.1.4.1. Co3aaHue wabnoHa Kamepsbl

[ns co3gaHnsa HoBoro wabrioHa kKaMepbi:

1. Wcnonb3ys naHenb HaBUrauuu, nepenaurte B pasgen E] «AOMUHUCTPUPOBAHUEY.
2. Ortkponte nogpasgen «KoHdurypaumsar.

3. [MMepengute Ha Bknaaky LLlabnoHbl kamep.
4

Haxmute Ha naHenu MHCTPYMEHTOB CTPaHMLbl KHOMKY [Nob6aButb.
OTkpoeTca okHo [106aBUTb LWabNoH:

OoBaButk wabnoH

[MpowzeoaunTens

[ BribepuTe Ny BEEOMTE HOBOMD NPOWMZE0AMTENR ]

Mogene

[ ]

MyTe K EMASONOTOKY

OTmeHa

5. B oOTKpbiBWEMCS OKHE Npou3BeaguTEe HACTPOWKY MNapameTpoB LwwabnoHa. HaxmuTte KHOMKy
CoxpaHutb. OkHOo [lo6aBuTb WAaGNOH OyneT 3akpbiTo, HOBbIM WabnoH 6yaetr gobasneH
B pabo4yto obnacTtb CTpaHuubI.

18.1.5. Bknagka «Cucrema»
CTpaHuua BKNagkun UMeeT cnegyoLwmn Bua;:
Kondurypaums PERCo-Web* Aamunucrpatop

MomeueHna Ycrpodicrea Cobuitua LWaGnoms: kamep

W

O6wme HacTpoWKK

OcsHOBHbIE NApPaMETpL:
Dopumar aate YYYY-MM-DD

Pacceinky i yEEAOMAEHNA b

Buaeosanuce Azeik cucTems W Pyccxwit

OpeniD Connect ainecis e

O cucreme
OuncTka cobbITUi @
BuiepyTe TR BuSepure TUn
Cucrema

YHIKaARHEIF TaBENHEIR HOMED

1. Tlepekntoyatenb BbiOOpa BKNagku nogpasaena:

o [MomelueHus;

YCTpOMUCTBa;
CoObITNA;

LLlaGnoHbl Kamep;
Cuctema.
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2. MeHtio cnesa cooepXXuT NoaBKNaaKu:
OCHOBHbI€ NapamMeTpbl;
PaccbIiku U yBeOOMIIEHUS;
Bungeosanucs;

OpeniD Connect;

MnarvHbl;

O cucreme.

3. Pabouvas obnactb CTpaHuubl 3aBUCUT OT BbIOpaHHOW NOABKIAAKW.

18.1.5.1. MoaBknaaka «OCHOBHbIE NapameTpbI»

Pabouas obnactb nogsknagku OCHOBHbIe napameTpbl npegHasHadeHa ans Bolbopa perunowa,
dopmaTta AaTtbl, OYUCTKA XypHana COObITUM CUCTEMbI, HAaCTPOMKN YHUKANbHOCTU TaberbHbiX
HOMEPOB COTPYAHMKOB.
O6Lume HACTPONKN (CM. PUCYHOK BbiLLe):
o dopmart aaTbl — MNofie COaePXMT BbiNagatoLLmii CMMCOK, KOTOPbIM NO3BOMSET 3agaTtb dopmart
BpeEMEHM ANnd 0TObpaKeHus.
o SA3bIK CUCTEMbI — NOSE COAEPXKUT BbiNagaroLmMn CNUCOK, KOTOPbIA NO3BONSET BbIOpaTh S3bIK
CUCTEMBI.
e PervoH — nosne cogepXuT BbiNagaroLmnn CMCOK, KOTOPbIN NO3BOMNSAET BbiOpaTb PErvOH.

OuuncTka cobbITUN:

e BbIGepute TMN — Mnore CoaepXMT BbiMadaloLMin CNNCOK, KOTOPbLIA NO3BONSIET yAaNUTb
cobbITVA cncTeMbl 3a BbibpaHHbI Nepuod BpemeHu. [locTynHbl crnegyrowme TUnbl:

Crapuie mecsua;

Crapulue Tpex mecsileB;

Crapwe nonyroaa;

— Crapuwe roaa;

Ouunctutb Bce, Kpome nocrnegHux 50000.
Cucrema:

e YHUKanbHbIN TabGenbHbIN HOMep — MNMpn yCTaHOBJIEHHOM d)nax(Ke HEBO3MOXXHO CO34aTb
COTPYyAHUKOB C OANHaKOBbIMU TabenbHbIMK HOMepaMu.

18.1.5.2. MopBKknaaka «Paccbinku n yBegomneHus»

Pabouyass obnactb noaBknagkum Paccbifiku U yBeOoOMIeHUsi NMpefHasHadeHa Ons HacTpOMKu
paccbinok. CTpaHuua MMmeeT cneayowunin Bua;

MouTtoBan paccbl/IKa

CcHOBHbIE NapaMeTpsl

Pacceinku 1 yBe10MARHUA -~ HacTpoiKku NOAKAOUEHNA

Mowrosan paccuinka
Appec SMTP cepeepa 172.17.0.19

SMS- M7
YBEAOMEHURA TWn zalWmTsl Her

Hactpoiiku Viber Mopr 25

HacTpoiiku Telegram @ Monezoeatens admin

Buaeozannce Mapone

OpenlD Connect Copepxatve @

MaaruHe! . =
Email ornpaeutens admin@perco.ru

O cucteme Wma otnpasutens PERCo
Tema nucema PERCo-Web

3anuceIBaTh B COBLITUA CUCTEMBI Aa

He OTNPAaBAATE NYCTbIE OTUETLI
Otnpasaate snoxenHsie dalins 8

0AHOM NUCEME

(&) Tectosoe cooblueHie
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2.

MepekntoyaTtens Bbibopa cnocoba pacchbisiku:
e [outoBas pacchbinka;

e SMS-yBegommneHus;

e Hactpowku Viber;

e Hactpouku Telegram.

Bun paGoyert o6nactu cTpaHuLbl 3aBUCUT OT BbIGpPaHHOro cnocoba pacchInku.

18.1.5.3. [Jo6aBneHue napamMeTpPoOB NOYTOBOMN PaCCbISIKU

B none nopeknagku MoutoBas paccbinka 3adaloTcs napameTpbl ANs BbINOMHEHUS 3agaHui
Mo MaccOBOW UMM BbIGOPOYHON pacchifike COTPyAHMKaM OTYETOB, POPMUPYEMBIX B CUCTEME:!

Appec SMTP-cepBepa, Email oTtnpaButensa — nonsa ans BBoga agpeca novtoBOro cepeepa
1 agpeca NoYTOBOrO SALLMKa, C KOTOPOro cuctemon Byaet NpomM3BOAMTBLCS PacChifika NOYTOBbIX
OoTnpaBnNeHuni;

Nma oTnpaBuTtens, Tema nucbma — AgaHHble, KOTopble ByayT oTobpaxaTbCcsa B COOOLLEHUSIX,
paccbinaembix cuctemon (no ymondanuio PERCo-Web);

Tun 3awumTbl — onpegensaeTcs TN WudpoBaHUA NoYToBbIX oTnpasneHui (Het, SSL, TLS);
MopTt — HOoMep nopTta. OnpefenseTca NOYTOBLIM CEPBEPOM (3aBUCUT OT TUNa LWMAPOBAHUS,
y3HaTb MOXHO Ha caviTe NOYTOBOro cepBuca);

MNonb3oBaTens, Maponb — NOrMH 1 NAponb NOYTOBOrO ALMKA OTNPaBUTENS, UCMONb3YEMOro
CUCTEMOW;

3anucbiBaTb B COObLITUA cUCTeMbl — BO3MOXHbl 3HadeHusi Het, [Oa, OwwubKM,
B COOTBETCTBUM C KOTOPbIMM B CMCTEME OyayT 3anmcbiBaTbCs COObITUSI MOYTOBOW PaCChINKK;
He oTnpaBnATb NycTble OTYeTbl — MNPU YCTAaHOBNEHHOM doriaxke He ByayT oTnpaBnATbCS
nycTble OTYeTbl (HaNnpUmep, OTYeTbl MO NPOXOAAM COTPYAHMKOB, HAXOASALWMUXCS B OTNYCKE MU
B KOMaHOUPOBKE);

OTnpaBnATb BrOXeHHble ()annbl B OQHOM NUCbMe — NPW YCTAHOBIEHHOM hnaxke Bce
OTYETbI, OTHOCALLMECS K OAHOMY 3afaHuio, OyayT OTNpaBnsTLCA NonyyaTento B 0O4HOM NUCbME.
B npoTmBHOM crniyyae kaxabln otyeT BygeT oTnpaBnATbCA B OTAENbHOM MUCbME.

KHonka CoxpaHUTb NO3BONAET COXPaHUTb YCTaHOBMNEHHbIE NapaMeTpbl;

KHonka TecTtoBoe cooOOLlEeHMe MO3BONSET MPOBEPUTb akTyanbHOCTb MOYTOBOrO SALIMKA
CUCTEMBI.

llpumeyaHue:

Ecnn napameTpbl NOYTOBOM pacChbiNky Obinn BBeOEHbl HEKOPPEKTHO, MPU OTNpaBke
TECTOBOro nMcbma otobpasntcsa coobuieHmne o6 owwmnbke.

18.1.5.4. Ho6aBneHne napameTpoB paccbiniku SMS-yBegomneHmnn

B none nogsknagku SMS-yBegoMneHuMs 3afaloTca napameTpbl Ans BbINOMHEHUSA 3afaHui
no paccebisike cuctemom SMS-yBegoMmneHNn CoOTpyaHNKaM:

OcHogHEle NapameTpsl Wabnok noakoue s

Wabnow WabnoH He ewibpax
Paccsinku v yee4omMneHna .
HacTtpoiiku noakaroueHus

Moutoean paccsiaka SMPP - cepsep 217.118.84.40

SMS-yBeaoMAeHUA SMPP - nopr 3340

Source address TON 5
Hacrpoiiku Viber

Source address NPI 0
Hacrpoiiku Telegram )
Destination address TON 0
Bugeoszanuce Destination address NPI 0
MNonk3ceatens

OpenlID Connect

Napons

Magrmi Copepxarne

O cucreme Wmna oTnpaeutens 9602883459

3anuceieaTe B COOLITMA CUCTEMBI Aa

) Tecrosoe coobuerve
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I BHumaHue!

S5 yenyra oTnpaBk  SMS-yBeooMMeHU OBbLIMHO SBMSIETCS NMaTHOM, pasmep nnaTbl
yCcTaHaBnmBaeTcs BbIopaHHbIM SMS-npoBangepom.

o SMPP-cepBep, SMPP-nopt, Source address TON, Source address NPI, Destination
address TON, Destination address NPI — napameTtpbl SMS-npoBangepa Ansi OCyLeCTBNEHUSA
SMS-paccblinky, ycTaHaBnmMBarTCA aBTOMaTU4YeCKM npu Bbibope npoBangepa (MoryT ObiTb
N3MeHeHbI, Npy HEOOXOAMMOCTHM YTOUHANTE Y NpoBanaepa);

llpumeyaHue:

== Cnmcok SMS-npoBaiigepoB, Ybi NapaMeTpbl YCTAaHABNMBAKOTCA aBTOMaTUYECKU, BbIITOXEH
Ha cante PERCo: https://www.perco.ru/partheram/programmnoe-obespechenie.php.
MmeeTcs BO3MOXHOCTb BBECTM napameTpbl gpyroro SMS-npoBangepa, He U3
npeafoXeHHOro cnmcka, HO MpW 3TOM BCE 3HAYEeHMSI OaHHbIX MapamMeTpoB NpuaeTcd
BBOAUTb BPYYHYIO.

e [lNonb3oBaTtenb, Maponb — fNorvMH M nNaposnb y4eTHoOW 3anucu knveHTa SMS-npoBawngepa,
yCTaHaBNMBalTCs B JIMYHOM KabMHETE Ha canTe npoBangepa;

e Uma oTnpaButena — yKkasblBaeTCs WUMSA  OTNpaBuTens, MoxeT OblTb  NOObIM
(ecnu He ykasbiBaTb, TO onpeaensietca SMS-nposarigepom);
e 3anucbiBaTb B COObLITUA CUCTEeMbl — BO3MOXHbl 3HadYeHus Hert, HOa, OLwunoKw,

B COOTBETCTBMM C KOTOpbIMM B cucteme 6OyayT 3anucbiBaTbCsi COObITMS  pacCbINKu
SMS-yBegomneHui;

e KHonka CoxpaHuTb — NO3BONSAET COXPaHUTb YKa3aHHbIe HAaCTPOWKM;

e KHonka TecToBOe coOOOLUEeHMEe — TMO03BONSET OTNpaBuUTb TecToBoe SMS-cooblieHue.
Homep TenedoHa nonyyaTens u TeCToBbIA TEKCT HabMpatoTCca BO BCMSIbIBAKOLWLEM OKHE nocne
HaXKaTUSA KHOMKM.

lpumeyaHue:

Y Ecnm napameTpbl SMS-pacchinku 6binv BBeAeHbl HEKOPPEKTHO, NPW OTMPaBKe TECTOBOMO
yBeaoMeHnst 0TobpasnTcst coobLieHne 06 owmnbke.

18.1.5.5. [o6aBneHune napameTpoB paccbinku B Viber
BHumaHue!

£22 Nna oTtnpaBkm coobuweHnrn B Viber 3apaHee pomkeH OblTb co3gaH nabnuk-akkayHT
N Ha cMapTOHbI COTPYAHUKOB — MofnyyaTenen yBeAoMMAEHUA YCTAHOBMAEHO MPUNOXKEHME
Viber.

B none nogsknagkun Hactpownkm Viber 3agaiotca napameTpbl Ans BbINOMHEHUS 3agaHun
Nno paccblfike CUCTEMOWN YBEAOMIEHUA COTPYAHUKaM:

Hactpowku Viber

COCHOEHBIE napameTpel

Paccelnkv v yseaomneHwa o~
TokeH

Moutoeas pacceinka Wma
5M5-yeeaomnenna CchinKa Ha 38aTap

Hactpoiiku Viber 3anuceIBaTe B COOLITHA CUCTEMEI Her

Hactpoiiku Telegram [ Tectosoe coobligHue
Buaeczannce

e TokeH — none Ans BBoAAa TOKEHa (4ncna-naeHTudukatopa), Nofy4YeHHOro npu perncrpaumum
nabnuk-akkayHta Viber;

¢ WmsA — ykasbiBaeTcsa nMmsi OTNpaBuTens;

e Ccbinka Ha aBaTap — none npegHasHadyeHo ans eeoga URL agpeca kapTuHku, koTopas 6yaet
oTobpaxaTtbcs y nonyyarens;
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3anucbiBatb B COObLITUA CUCTEeMbl — BO3MOXHbl 3HadyeHus Het, [Oda, OwubKny,
B COOTBETCTBMM C KOTOPbIMU B cMcTEME ByayT 3anncbliBaTbCA COObITUS PaCcChISKu;

KHonka CoxpaHuTb — NO3BOMSIET COXPaHUTb YKa3aHHbIe HAaCTPOWKY;

KHorka TecToBoe coobLeHne — No3BOMsieT NPOBEPUTL MPaBUITbHOCTb HACTPOWKN NapamMeTpOB.

llpumeyaHue:

Ecnun napameTtpbl SMS-pacchinikin ObInn BBEAEHbI HEKOPPEKTHO, NPU HaXaTUM Ha KHOMKY
oTO0OpasnTcAa coobLieHne 06 oLnbke.

18.1.5.6. Mopspok co3paHusa nabnuk-akkayHta Viber

1.
2.

CkauanTe 1 yctaHoBuTe npunoxeHune Viber Ha TenedoH agMnHncTpaTopa.

Mo ccbinke https://partners.viber.com/ nepengute Ha NMaHenb agMuHucTpatopa Viber:

e B paBOM BEPXHEM YIMy BblbepuTe A3bIK: PYCCKUIN/AHTITUACKNIA;

e BBeOUTe HOMep TenegoHa agMUHUCTPATOpa, HaXXMUTe Ha KHoMKy BouTu 1 BBEeauTe ko
AocTyna, nony4YyeHHbIn Yyepes npunoxexHue Viber.

OTKpoeTCst OKHO yrpaBneHus Nabnnk-akkayHTOM.

B okHe ynpaeneHusi nabnumk-akkayHTOM Ha)kmMuTe Ha kHorky Co3gaTb 60T. B aHkeTe 3anonHute
yyYeTHble AaHHble nabnuk-akkayHTa, BblbepuTe aBaTap akkayHTa. Haxmute kHomky Create.
CdopmupyeTcst nabnmk-akkayHT, aBTOMaTUYECKN CreHepupyeTcsl TOKEH akkayHTa.

Ckonupynte TokeH B Oydep obmeHa u BBeguTe ero B none Beoga TOKeH B MoaBkiagke
Hactpounka Viber (Bknagka Cuctema nogpasgena «KoHdwurypaumsa»  pasgena

«AgMmuHuctpupoBaHnue» MO PERCo-Web). B none Uma ykaxuTte ums, oT KoToporo 6yayT
OTNPaBNATLCS COOOLLEHNS U YBEAOMITEHUS.

B npunoxeHun Viber nepengnte B MeHio Ewe 1 ¢ NOMOLWbLIO CKaHepa LWTpUxKoga 3angute

B CO3aHHbIN NabriMk-akkayHT:

e npurnacmute B 4aT COTPYOHUKOB, KoTopble OyayT nonyvatb yBeOOMMeHus (Homepa
nx TenedgoHoB, NpmnBa3aHHbIe K Viber-akkayHTam, A0MKHbI ObITb NpeaBapuTenbHO 3anMcaHbl
B CMUCKE KOHTAKTOB TernedoHa agMUHUCTpaTopa);

® COTPYOHUKMX, NOMyYMBLUME NpUrnalleHme B Nabnuk-akkayHT, 4OMKHbI MPUHATL NpUrnawieHne
(fpn  aToM KaxgoMy Heobxogmmo OydeT MpWHATbL CorfaleHne Mo  BO3PacTHbIM
orpaHuyeHusam);

® C MOMOLLbK KHOMKM U3MeHuTb B none AAMMHUCTpaTopbl o0aBbTe B nabriMk-akkayHT
OaHHbIX COTPYAHMKOB B Ka4eCcTBe aAMUHUCTPaTOPOB.

B NO PERCo-Web (pasnen «lMepcoHan», nogpasnen «CoTpyaHuku», BKnaaka [lencreytowme):
® B YYeTHbIX KapToukax MpurialeHHbIX COTPYAHUKOB B pasgene [JononHuTenbHbie nons

B none Viber npy nomoLum KHOMKK F= n3 obLuero cnucka Bblibepute n 3akpenuTe 3a Kaxabim
coTpyaHukoM ero Viber-akkayHr;

® C MNOMOLLbI KHOMKN OtnpaButb coobueHue no Viber, pacnonoxeHHon Ha naHenm
WHCTPYMEHTOB, MPOBEPLTE OTMNPaBKy CUCTEMOMN COOOLLEHWUA KaXOoOMy W3 COTPYAHMKOB.
B cnyyae Heygaum Ha akpaH OyaeT BbiBeAeHo coobLieHne 06 owmnbke.

18.1.5.7. Hactponku Telegram

B none nogBknagku Hactpomku Telegram 3agatoTca napameTpbl Ans OTNPaBKM COO6LLEHMI
COTpYyAHMKaM:

HacTtpoiikn Telegram

OcHoBHEIE NapameTpel

Paccelnku v yeeaoMaeH1A [
TokeH

MouToBan pacceinka VMg

SMS-yeeaomneHna 3anncelBate B COBLITHA CUCTEMBI Her

Hactpoiikn Viber

Hactpoiiku Telegram
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e TokeH — none Ans BBoAa TOKeHa (Yucna-uaeHtudumkatopa), Nofly4eHHOro npu co3gaHum
Telegram-6o0Ta;

e Wma — none ans BBOAa UMEHW, YKasaHHOro nNpu codgaHnm 60Ta;

e 3anucbiBaTb B COObLITUA CUCTeMbl — BO3MOXHbl 3HadeHus Het, [Oa, OLwunOKM,
B COOTBETCTBMM C KOTOPLIMK B cUCTeMe ByayT 3anucbiBaTbCs COOLITUS PaCCbINKY;

e KHonka CoxpaHUTb NO3BOSISIET COXPAHUTbL 3aaHHble NapameTpbl.

lpumeyaHue:

Y Ecnm napameTpbl ObinM BBeOEHbl HEKOPPEKTHO, MPM HaXaTuM Ha KHOMKy oTobpasuTcs
coobLeHne ob owmbke.

18.1.5.8. Cos3paHue Telegram-6oTa
1. CkavaunTe n yctaHoBuTe npunoxeHune Telegram.
2. Ortkponte npunoxeHne Telegram n BBeguTe B nonck «BotFathery.

& BotFather X

Chats

i :
Global search

/.. BotFather

—

A

HayHuTe pasrosBop ¢ 60TOM, HaXaB Ha kHONKy HayaTb, pacnonoXeHHy BHU3Y.
HaxxmuTe Ha KHOMKY MeHIo 1 BbibepuTe kKoMaHay «/newboty.

Beegute ums 6ota n Haxmute OTNpaBUTb.

Beeaute username 6ota. OH JomkeH ObiTb YHUKANbHBIM UM 3aKaHYMBaTLCA Ha «boty.

No o bk o

Mo 3aBepweHnn HacTpoikn BotFather npegoctaBuT cebinky Ha co3gaHHoro 6ota
N CEKPETHbIN TOKEH Ans obpalleHns K Hemy.

18.1.5.9. MopBknapka «Buaeosanucb»
Mopeknagka Buaeosanucb npeaHasHadveHa Ansa HacTPOWKM NapamMeTpoB BMAEO3aMUCH:

HacTpoiika Buaeosanucu

OCHOBHBIE napameTpel

Pacceunki n yBeoMAeHUA e KaTtanor AnA 2anyck eMaeo

_ CAPERCoWeblvideo
dainoe

BM,}J.EOEBI'IM(!: HpO;‘J,OJ"I)KIr"ITE;"IbHDCTb npeazanvck

20
(cexyna)

OpenlD Connect
MaaruHel

O cncreme

[ocTynHbl crneaytowme HacTPOMKN:

o Karanor ansa 3anucu BugeocanmnoB — NO3BOMSET 3agaTb NyTb K Nanke, B KOTOpon OyayT
XPaHUTbLCA BCe 3anncaHHble Buaeodannsol.

e [MpogomkUTenbLHOCTL Npea3anucu (CeKyHA) — NO3BoNSEeT 3a4aTh BpeEMs Npeasannucy BUaeo
B CEKyHAax.
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18.1.5.10. MopBknagka «CMHXpOHM3aumMa BpeMeHu» ([OCTynHa AnA  CUCTeMbl
PERCo-Web, BcTpanBaemoun B namatb KoHTponnepos PERCo)

Moasknagka CUHXpOHU3aUUA BpeMeHU npegHasHavyeHa Ansg CUHXPOHU3aumMmM BHYTPEHHUX YacoB
cuctembl PERCo-Web, BcTpavBaemown B namsaTb KoHTponnepos PERCo, yepe3 NTP-cepsep.

I BHumaHue!

“ CMHXpOHM3AUMSA BPEMEHU BLIMNOMHSAETCA TOMbKO B TOM CryyYae, €cnv MCrorb3yembii
KOHTponnep pJobaBneH W aKkTMBMPOBaH Ha BkNagke YCTpPOWUCTBa nogpasgena
«KoHdurypauua» pasgena «KAGMUHUCTPUPOBaHUEY.

OKHO UMeeT creayLni BUA:

CUHXPOHU3aUMA BpeMeHU

OCHOBHBIE NapameTpel

Pacceinkm v YEEAOMABHWNA e

NTP-cepeep 192.168.0.1

CUHXPOHMIEUNA BPEMEHN Mopt 3433

Buaeozanuce Meproa OBHOBNEHMA, MUH. 1
OpenlD Connect
MaaruHel

O cucreme

[ocTynHbl cnegyrowme HaCTPONKK:
o NTP-cepBep — nossonset ykasatb |IP-agpec ucnonsdyemoro NTP-cepsepa.

I BHumaHue!

“ Ecnu NTP-cepBep 1 ucnonbayemsbiin koHTponnep PERCo HaxoaaTcs B pasHbIX NoaceTsx,
Ha Bknagke CeTb NapaMeTpoOB KOHTposnepa HeobxoamMmo 3aaaTh |IP-agpec wniosa.

o [lopT — nosBonseT ykasatb NopT nogknodeHna NTP-cepeepa.
o [lepnon OOGHOBNEHUA, MMH. — MO3BONMSET 3agaTb MNEPUOANYHOCTb OOHOBMEHUSI BpPEMEHU
no NTP-cepBepy.

18.1.5.11. MopBknagka «OpenlD Connect»
Keycloak — pelueHne anga ynpasneHns ngeHTudunkaumen n goctyrnom.

bnarogapsi cuHxpoHusaumm PERCo-Web ¢ Keycloak ecTb BO3MOXHOCTb ayTeHTUMKaLum
C NMOMOLLbIO Yy4YeTHbIX AaHHbIX Keycloak. Takke peanu3oBaHa aBTOMaTM4ecKasi CMHXPOHMU3aUUs
CTaTyCcOB OnepaTopoB — ecrnuv onepartop 6bin 3abnokmposaH/pa3bnokmposaH B Keycloak, oH 6yaet
3abnoknpoBaH/pasbnoknposaH B PERCo-Web.
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[N HacTpoOMKN CUHXPOHM3aLUK BLINOSTHUTE crnefyolwme AeNcTBuA:

1. lMepengute Ha nogBknaaky OpenlD Connect (AdMuHucmpupoeaHue > KoHepuaypayus >
> Cucmema):

Keycloak

OCHOBHEIZ napameTpel

PacceiNKv M YBENOMASHWA o
Aapec cepeepa http

Buaeczanuce O6nacts (Realm)

OpenlD Connect ID knmewTa
MaarnHel Wima nonb3oeatenn

Mapons
O cucteme P

Meproa CUHXPOHU3ALMK
(CexyHaax)

60

2. 3anonHute n coxpaHuTe gaHHble Angd nogknoveHns k Keycloak-cepsepy.
3. TlepenawnTe k nogpasgeny «Onepamopbi» pasaena «AGMUHUCMpPUpPOBaHUEey:

Onepatopsl
[ CuHxpoHuanpoeaTte ¢ KeyCloak 1
- NoruH CoTpyaHukKn Ponb
admin ALMUHWCTPATOR admin
Andrew Tegopos MupoH AHOBMY admin

4. Haxmute Ha kHOnNKy CuHxpoHusupoBatb Cc Keycloak, pacnonoxeHHywo Ha naHenu
WHCTPYMEHTOB CTpaHuupbl. OTKpOeTCS OKHO:

HacTpoiikn cuHXpoHMzaumm

Tun CUHXPOHM3aU WK

CuHxpoHmsuposaTh No flormHy

OTmeHa

5. Bbibepute TMn CUHXPOHU3aLUMM N HAXMUTE CUHXPOHU3NPOBATb.
6. BepHutechb k nogpasgeny «Onepamopsbi» pasgena «AGMuHUcmpupoegaHue».
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7. Bblbepute HyXXHOro onepartopa 1 HaxmuTe kHornky PegakTupoBaTb Ha NaHenu MHCTPYMEHTOB
cTpaHuubl. OTkpoeTcs cTpaHuua PepgakTupoBaTtb onepartopa:

PegakTupoBaTh onepartopa

0O6Lwue HacTtpolikvn Bxoaa
OnepaTtop JloruH
BonoguH Cepreid vol_ser
Pank Mapone
admin Mapone oneparopa
Onuncanne MoeTOpPWUTE Napons
OnucaHue Ewé pas, noxanyiicra
KeyCloak Mapob gomkeH ObiTh ANTMHHEE 6 CUMBOOE U COAEPXKATh
x0TA 66l 0aHY ByKBY NaTMHCKOro andasuTa U XoTA Bbl OAHY
KeyCloak e

8. Beegute ID nonb3osatens B none Keycloak ans conoctaBneHnst 4aHHbIX.

9. Haxmute kHonky CoxpaHUTb U3MEeHEeHUs.

[ns asTopusauumn c nomoLbio Keycloak:

1. Ha cTtpaHuue ana aBTopusaumm HaxkmuTe KHOMKy ABTopusoBaTbcA npu nomolmn Keycloak.
2. Tocne HaxaTuns Npou3onaeT nepeagpecaumsa Ha cTpaHuuy asTopusaunm B Keycloak:

Sign in to your account

Username or emall

3. 3anonHuTe NOrvH 1 Naposnb U HaxmuTe KHonky Sign In.
4. Tpowusonget obpaTHas nepeagpecauns B PERCo-Web, Bxoq 6yaeT BbINOMHEH.
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18.1.5.12. Moasknapgka «MnarvHbI»

Mogeknagka MnarvHbI npegHasHadyeHa And ynpasfieHUA nriarmHamu. Bua CTpaHuubl 3aBUCUT
OT yCTaHOBJ1€HHbIX NMNarMHOB:

Maarvtbl

QOCHOBHbIE napamMeTphl

Pacceinkm v YES4OMAEHWA e

Plugins Expasoft

PacnosHaeanue aokymenTos (Macnopt, Boawtensckoe

Buasozannce \
YAOCTOBEDEHME)

OpenlD Connect
MnaruHer

O cucteme

[na ynpaesneHus nnarmMHaMmyn BOCMONb3yMUTECb KHOMKOW &, pacnofioXXeHHOM cripaBa OT Ha3BaHus
nnarvHa:

e KHonka 3anyctutb/OCcTaHOBUTbL NNarnuH npegHasHadeHa Ans Hadvana unm OKOHYaHusA
paboTbl C NnarnHoM;

e KHonka YaanuTb NnarvH npegHasHayvyeHa ansa yganeHus nnarvHa.
18.1.5.13. MopBknapka «O cucteme»

Moasknagka O cucteme npegHasHaveHa ang npocmotpa Bepcum MO cuctemsl.
OKHO nMeeT cneayroLnin BUA;

O cucreme

OCHOBHEIE NAPaMETDEI

Paccelnkm v YEeAOMNBHUA ~ ‘I{@ PE RCO‘Web

PERCO Bepcua cuctemer: 2.1
Bugeosanuce Homep cBopku: 0.0

OpenlD Connect

MNaaruHel

O cucreme

18.2. Moagpaspgen «CobObITUA CUCTEMbI»

Monpasaen npegHasHadeH ans:

e COCTaBIIEHUSI OTYETOB O COOLITUSIX, PEMMCTPUPYEMbBIX YCTPOMCTBAMMU CUCTEMbBI, U AENCTBUSIX,
coBepLuaeMbIx orepaTopamMun CUCTEMbI;

e MpoCMOTpa COBbITUI, PEFMCTPUPYEMBIX B CUCTEME B PEXUME PearibHOro BPEMEHM.
CTpaHuua nogpasgena uMeeT creayowmin Bua:

CobbITua cuctemMbl PERCo-Web

ABTOOBHOBAEHME @ 11-11-2022 00:00 — 23:59

CoBumne Dlata cobermna Data cobemua UTC [Mononnvrensras undop  IP-agpec Yerpoiicreo Cotpyaumm/Tloceturens  Waentudukarop

[NoBaeneHure nome... 2022-11-11 13:15:03

E»:’ PenaktpoeaHue ... 2022-11-11 12:50:57 @

E’ PeaakTUpOEAHKE M... 2022-11-11 12:40:28 Fpuropsee Fpurop...
P purop! purop

JNobasnenue wabn... 2022-11-11 11:49:53
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MaHenb MHCTPYMEHTOB Noapasaena CoaepXuT:

. OGHOBUTbL AaHHble — KHOMKAa MNo3BofdeT OO6HOBWUTL AaHHble B paboyen obnactu
B COOTBETCTBMM C YCTAHOBIIEHHBIM (PUIbTPOM.

o PacwupeHHbIM NOUCK — MO3BONSAET MPUMEHUTb UNbLTP K 3neMeHTam,
oToOpaxkaembiM B paboyen 0b6nacTn CTpaHuLbl.

o [ononHuTenbHO — KHOMKa NO3BONSAET OTKPbITb MEHIO KOMaHA A5 Bblbopa
JOMNONMHUTENbHbIX OENCTBUN:
— Mevatb TAGNMUbI — NO3BONSET MPOM3BECTU MNeyaTb AaHHbIX U3 paboyen obnactu
CTpaHuUpbl.
— OKCNopT — MO3BOMSAET COXPaHUTb CMMCOK COBbITUM B (hann 3MeKTPOHHbIX Tabnuy
C BblIOpaHHbIM pacluMpeHnem.
— Copocutb hunbTpbl — N03BONAET COpOCUTL BCe hunbTpbl paboyen obnacTu.
— [MMapameTpbl oTOOpaxeHUsa Tabnuubl — NO3BONSET OTKPbITb AOMOSMIHUTENBHOE OKHO
ans Bblbopa ctonbduos, oTobpaxaembix B paboden ob6ractn cTpaHuubl.
e ABTOOGHOBNEHMe — MNpu YyCTaHOBKe bnaxka perncTpupyemble B CUCTEME COObITUSA
oToOpaxarotcs B paboyert obnactu B pexxmMme peanbHOro BpEMEHM.

o — KHOMKa NO3BONSAET OTKPbITb NMaHenNb KaneHaaps And BBoga AaTbl U BpEMEHM Havana
M KOHLUA nepuoga, 3a KoTopbihi OyayT oTobpaxaTbCca cobbiTvsi B pabouen obnactw.
YcTaHOBNEHHbIE AaTa U BpeMsi OTOOpaxaroTcs B none cnpasa OT COOTBETCTBYHOLLEN KHOMKW.

¢ [Mounck — none no3sonsieT NPON3BECTU NOUCK MO 3fiEMEHTam CTonbuoB B paboyen obnactu

cTpaHuubl. KHomka CopocuTtb ouuLlaeT none.

Pabouas obnacTb nogpasgena COAEPXKUT COObITUSI, 3aperMcTpMpoBaHHblE YCTPOWCTBaMMU
CUCTEMBbI 3a YKa3aHHbIW Ha NaHenNn MHCTPYMEHTOB Nepunoa.
lpumeyaHus:

o B pabouven obGnactu peanusoBaHbl (PYHKUUM COPTUPOBKM MO 3fieMEHTaM OLHOro
13 cTonbuoB, UAMEHEHUST LUIMPUHBI U NOCNeaoBaTENbHOCTM CTONOLIOB.

e B HwmxHen yactn paboyen obnactn pacnonoXeHbl MHCTPYMEHTbI ANS NepeMeLLeHns
no CTpaHuuaM AaHHbIX.

llpumeyaHue:

Mpwn ncnonb3oBaHum mogynsa BioSmart Thermoscan F temnepatypa npoxogsiiero byaet
oTobpaxaTtbcsa B none flononHutenbHas nHcopmauums.
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18.3. MNMoapaspen «Peakunn Ha coObITUA»

Moapasgen npegHasHayeH nst HAaCTPOWKK peakumi Ha cobbiTust cuctembl PERCo-Web.
CTtpaHuua nogpasaena MMeeT crneayoLwmi Bua;

1.

2.

Peakuumn Ha cobbiTna PERCo-Web* ALMUHUCTRATOR ?

Hassanue :

AxTUBMpOBaH Tun

Monyyenve yeesomneHmit Peakuua Ha cobbmua

Mponaganue ceasu Peakuma Ha cobbmma

BrnroueHue BuaAco3IaNMCH Peakuma Ha cobbmma

HanomuHaHWe onepaTopy Npu BXOAE B CMCTEMY Peakuma Ha cobbmma

@

MaHenb MHCTPYMEHTOB noapasaena CoaepKUT KHOMKU:

[Ho6aBuTb — no3sonsetr ob6aBUTb peakumio Ha COObITUE NN BHYTPEHHIOW peakLumio
Ha coObITMEe KOHTponnepa.

Pe,anTVIpOBaTb — NO3BOJIAET UIBMEHUTLb NapaMeTpPbl Bbl6paHHOIZ peakuunn.

Yoanutb — no3sondeT yoanutb BblAerNeHHYH B paGoqul obnactu CTpaHuuUbl peakuuto.

Pabouas obnactb nogpasgena CooepXmT CNUMCOK Co34aHHbIX peakuuin. C noMoLLbio draxkoB
B CTONOLE AKTUBMPOBAH MOXHO BKMOYATL/OTKMNIOYATL 00aBNEHHbIE peakLUn Ha cOObITUS.

lpumeyaHue:

B paboyen obnactu peanunsoBaHbl (YHKUUM COPTUPOBKM MO 3SNEMEHTaM OAHOro
13 CToN6UOB 1 U3BMEHEHUS LUIMPUHBI CTONOLLOB.

18.3.1. lo6aBneHMe HOBOW peakunmn

lpumeyaHue:

[nsa HacTponkn onoBeLeHnsi cuctemort PERCo-Web 0 BbINONHEHUM peakumii Ha cobbiTus
cnegyetr ybeamtbCsa, 4YTO B y4YemHOU Kapmoyke compyOHUKa 3anosfiHEHbl MNoss
Email / TenecpoH / Viber / Telegram. [Ina otnpasku coobuwieHnii B Viber gomkeH ObiTb
co3gaH nabnuk-akkayHT, B nofABknagke «Paccbinkm n yBegoOMIIeHUsi» 3anOfiHEHbI
COOTBETCTBYHOLLME NOMHA, a Ha cCMapTdOH COTPyaAHWKA yCTaHoBMNeHo npunoxeHue Viber.
Ons otnpaBkn coobwieHni B Telegram pormkeH ObiTb co3gaH 6OT, B NOABKIagke
«Paccbinku v yBeaoMneHusA» 3arnosfiHeHbl COOTBETCTBYHOLME MOMs, a Ha CMapTdoH
COTpYAHMKa yCTaHOBMNEHO npunoxeHune Telegram.

BHumaHue!

S5 Ina BLINONHEHUS peakunii Ha cobbITUS HEOBXOANMO HanMumne CBA3N C CEPBEPOM.

[ns go6aBneHns HOBOW peakuumn Ha cobbITheE:

1. Wcnonb3ysa naHenb HaBurauun, nepenguTe B pasgen E] «AOMMHUCTPUPOBAHUEY.
2. OrtkponTe nogpasgen «Peakuum Ha cobbITUAY.

3. HaxmuTte Ha naHenu UHCTPYMEHTOB CTPaHULIbl KHOMKY Ho6aBuTtb, a 3atem [106aBUTL

peakuuto Ha cobbiTue.
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OTkpoeTcs cTpaHuua, nMetoLas crieayowuin Bua;

Mobaeutb peakyuio Ha cobbiThe BepHyTeCA Ha3aa K CIMCKY peakumi

HaseaHne YenoBuma + LoBaeuts [elictBue -+ DoBasuTs

4. B none HasBaHue BBeanTe Ha3BaHue A5t HOBOW peakumu.

5. B

pasgene YcnoBus Bblibepute ycrnoBusi NS HOBOW peakumu. [nsi 3TOro HaXXMUTE KHOMKY

Hdo6aButb 1 BbiGepuTe U3 cnucka Tpebyemble ycrnoeusi. B crnucke AOCTymHbI criegyolime
yCnoBusi:

[o6aBuTb coObITUEe — MO3BOMSET OTKPbITb OKHO, B KOTOPOM OTOOpaxaeTcs CrMcoK
BO3MOXHbIX CODObITUI ANsA peakuuun, n ob6aBuTb HY)XKHOE CObbITUE.

[No6aBuTb nomelleHne — MO3BOSISIET OTKPbITb OKHO, B KOTOPOM OTOOpakaeTcs CnMCOoK
CO3aHHbIX paHee NoMeLLeHN, U A00aBUTb HY)XXHOE MOMELLEHNE.

[o6aBuTb yCTPOMCTBO — MO3BOMSAET OTKPbITb OKHO, B KOTOPOM OTOOpakaeTcsd ChMCOK
Ao6aBneHHbIX B KOHPUIrypaLumo CcMCTeMbl YCTPOMCTB, 1 A06aBUTb HY)XHOE YCTPOMCTBO.
Ho6aBuTb nopgpasaeneHne — No3BosSISET OTKPbITb OKHO, B KOTOPOM OToBpakaeTcst CNMCOK
CO34aHHbIX paHee noapasgeneHnii, n 4o6aBnTb HY>XHOE noapasnenexHve.

Hdo6aBuUTb COTPyAHMKA — MO3BOMSET OTKPbITb OKHO, B KOTOPOM OTOOpa)kaeTcs ChmMCOK
Aob6aBneHHbIX paHee COTPYAHMKOB, M OOABUTL HY>KHOrO COTPYAHMKA.

[No6aBuTb orpaHuyeHue NO BPEMEHU — MO3BONSAET OTKPbITb OKHO, B KOTOPOM €CTb
BO3MOXHOCTb BblOOpa [AdaTbl M BpPEMEHU BbINOMHEHUA peakumn: [OHWM Heaenu
unu onpegeneHHasa [laTta, a Takke Bpemsa Havyana n Bpemsi okoH4YaHus.

[ob6aBuTb cerMeHT — MO3BOMSET OTKPbITb OKHO, B KOTOPOM OTOOpakaeTcs ChMCOoK
CO34aHHbIX CErMEHTOB, N A06ABUTb HYXXHbI CErMEHT.

lpumeyaHue:

[laHHoe ycrnoBue [OCTYMHO TOMbKO Mpu paGoTe B pexume pacrnpeneneHHow
CUCTEMBI.

6. B pasgene [OenctBue Bbibepute Te peakuumn, KoTopble ByayT NpouMcxoguTb Npu 3agaHHbIX
ycnosusax. Pasgen cogepXxvt cnegyrowmne TMnoBble CNUCKU OENCTBUN:

KomaHpa B ycTpoMCTBO — NO3BOMSIET BblOpaTh KOMaH4y A5 YCTPONCTBa, A06aBNEHHOMO
B KOH(purypaumio cuctemol PERCo-Web. [ns atoro BbibepuTe YCTPOMCTBO, a 3aTeM
13 BbiNagaroLwero cnucka komaHay Ans Hero. Haxmute kHonky Beibpatb.

3abnokupoBaTb COTpyAHMKa — Mo3BoONAeT 3abnokupoBaTb COTPYAHMKA MMM [OCTYN
B BblOpaHHOE MOMeLleHne COTPYAHWKY, ONS KOTOPOro Obifo BbLIMOMHEHO TO MMM WHOE
ycnosue. [ina atoro Bbibepute, B Kakoe nomelleHne 6yaet 3abnokvpoBaH goctyn. Ecnn
noMeLleHne He ykasaHo, TO COTpYAHUKY ByaeT 3abnokmpoBaH JOCTYN BO BCE MOMELLEHUS.
Mpn HeobxogMmMoCTM BpeEMEHHOW OnOKMPOBKM AocTyna 3anonHute none Bpems
6nokupoBku (MUH.). Haxxmunte kHonky BbibpaTb.

Pa3bnokmpoBatb COTpyAHMKa — NO3BOMSAET pa3brokMpoBaTb COTPYAHMKA, ANs1 KOTOPOro
ObIN10 BbINOMHEHO YCIOBME.

Coob6ueHue oneparopy, CoobueHune no noyte / SMS-coobuweHue / Viber-coobieHue /
Telegram-coo6uweHune coTpyaHuky, CoobweHmne no noyre / SMS-coo6weHue / Viber-
coobuweHue / Telegram-coobLeHne npeabABUBLUEMY UAEHTUMMUKATOP — [daHHbIE
AEeNCTBUS NO3BONAKT HACTPOUTb OTMNPaBKy COOOLLEHMI OnepaTopy CUCTEMbI, a Takke
COTPYAHWKY WNWN COTPYAHMKY, NpeabaBuBlUEMY uaeHTudukaTop, No noyte, B Buge SMS-
coobLieHnss nnm B mecceHaxepe. [na atoro BblbepuTe COOTBETCTBEHHO onepartopa wnu
COTpyOHMKA, 3aTemM 3anonHuTe none B OKHe TeKCT COOOLEeHUA N HAXMUTE KHOMKY
Bbibpatb. OkHO TeKCT cooOwWeHna Takke no3sonsieT BblOpaTb M BCTaBUTb B
nepegaBaemMoe COOOLLEHME «KMIOYM» — KIOYEBblE€ AaHHblE YCMOBUSA TuMa «CoOObITUEY,
reHepupyoLwero aaHHyto peakunto. CoctaB «KIo4en» 3aBUCUT OT BbIOpaHHOro cobbITus.
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BHumaHue!

L5258 Ecnu Heobxoaumasi paccbifnika He HacTpoeHa (cM. pasgen «KoHdurypauusi» nogpasgen
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«Cuctema» Bknagka «Paccbinkvm u ysegomIeHus»), To COOTBETCTBYOLLEE el AeCTBME MO
oTnpaeke coobuleHn oTobpaxaTbesl He OyaeT.

MokasaTb BuAeOKamepy onepaTtopy — MO3BOMSIET HACTpPOUTb AN onepaTtopa
oTobpaxeHne Buaeokamepbl. [na 3TOro BbibepuTe onepaTopa W HYXHYK Kamepy,
3aTeM HaXXmMuTe KHOMKy BbibpaTb.
CoxpaHUTb CHUMOK C KaMepbl — MO3BONSET CAenaTb CHMMOK 3KpaHa Npu BbIMNOMHEHUN
CUCTEMOM peakuunn Ha cobbiTre. [1ns aToro BeibepuTte Kamepy U HaxkmMmuTe KHOMKy BbiGpaTb.

llpumeyaHue:

YT1006bI NPOCMOTPETb cOoenaHHbIn CHUMOK, nepengute B pasgen
AaMuHucTpupoBaHue > CobbITUA cucTeMbl 1 BbibepuTe U3 cnmncka HykHoe cobbiTue.

BknwouuTb 3anucb BuAeo — MO3BOMSIET BKYUTL 3anucb BMOEO B npolecce
BbINOMHEHNS peakumMn Ha cobbiTve. OKHO MMEET BbiNagatoLnii CMIUCOK B IEBOM HUKHEM
Y1y, KOTOPbI NO3BOMSIET BbIOpaTh BpeMs 3anmcu (no ymonyanuio ato 10 cekyHa). [1ns Toro,
4yTOObl BKMHOYUTL 3anuCb BMOEO, HeobxoouMMo BbiOpaTb KamMepy W HaxaTb KHOMKY
CoxpaHuTh.

lMpumeyaHue:

Ona toro, 4toGbl HACTPOUTL NPOAOIPKUTENBHOCTL Npea3anncn BUOAEO NPU BbINOSIHEHUM
peakuun Ha cobbiTme (no ymonyaHuio 3710 10 cekyHa), nepengute B pasgen
AamunHuctpupoBaHue > KoHdwurypaumsa > Cuctema > Bwupeosanucb. YTobbl
NpPOCMOTPETbL 3anuMcaHHoe BWAEO, nepenaute B pasgen AAMUHUCTPUpOBaHue >
> CoObITMA cucTeMbl 1 BbibepuTe M3 cnncka HykHoe cobbiTue.
BbinonHuTtb http-3anpoc — noseonseT BbINONHUTL YKasaHHbIM http unu https-3anpoc
c Tunom POST. lpu ero BbinonHeHun B Tene 3anpoca nepenaetca JSON-oObekT,
coaepxawun criegyrowime napameTpbl:

id — ngeHTnmkaTop cobbiTUS;

time_label — gata u Bpems cobbitus B popmate YYYY-MM-DD HH:mm:SS;

event_type — TN cobbITUS;

user_id — ngeHT1cmkaTop Nnonb3oBaTens;

device_id — ngeHTUguUKaTop YCTPONCTBA;

resource_number — HOMep pecypca YCTPOWNCTBa;

access_zone_id1l — ngeHTndurkaTop noMeLleHnst BXoaa;

access_zone_id2 — ngeHTMdurkaTop NoMeLLeHns Bbixoaa.

Hanpumep, ecnu 3agaHa ctpoka 3anpoca http://127.0.0.1:50005, To nonyyeHue cobbitus
c nomoupbto cepeepa Ha NodedS moxeT nmeTb cneayowmi Bua;
var server = http.createServer((req, res) => {
var event ="
reqg.on('data’, (data) => {
event += data;
1)
reg.on('end', async () => {
res.setHeader("Content-Type", "application/json");
res.setHeader('Access-Control-Allow-Origin', '*');
res.setHeader('Access-Control-Allow-Methods', 'GET, POST, OPTIONS, PUT, PATCH,
DELETE");
res.setHeader('Access-Control-Allow-Headers', 'X-Requested-With,content-type');
if (event.length) {
console.log(" Event from PERCo-Web " ,JSON.parse(event));
res.write('{"result":"ok"}");
b
res.end();
)i

1)
server.listen(50005, '0.0.0.0', (err) => {
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if (err) console.log('Test server error', err);
else console.log('Test server started');

1)

llpumeyaHue:
. OyHKuMs  npegHasHayeHa Ans  nonb3oBaTtenen,  obnagalowmx — AOCTaTOYHOM
KkBanudukaumnen B obnactu IT.

7. Haxmute kHomnky CoxpaHUTb U3MEHEeHUS.

18.3.2. [lo6aBneHne BHyTpeHHEN peakuun Ha CoObITUe KOHTponnepa

[aHHasa yHKUMA npegHasHavyeHa Ans HACTPOMKM BHYTPEHHEW peakumm Ha cobbiTue HOBOW
nuHenkn koHTponnepos PERCo 1.x (CT/L, CL, KT x.xB).

lpumeyaHue:

7 Tocne po6aBneHns BHYTPEHHSIA peakums 3anuLleTcs B KOHTponnep 1 6yaeT BbINOMHATLCS
MM CaMOCTOSATESbHO.

,D,J'Iﬂ LI,OGGBJ'IGHVIH BHyTpeHHeVl peakunn Ha cobbiTne KOHTpOJJ1epa:

1. Wcnonb3ysa naHenb HaBurauun, nepenguTe B pasgen «AOMMHUCTPUPOBAHUEY.
2. OrtkponTe nogpasgen «Peakuum Ha cobbITUAY.

3. HaxmuTe Ha nNaHenu WHCTPYMEHTOB CTPaHULbl KHOMKY Ho6aButb, a 3atem [lo6aBuTL
BHYTPEHHIOK peakuuio Ha cobbiTue KoHTponnepa. OTKPOETCS OKHO:

[obaBuTe BHYTpEHHIOO peakuwio Ha cobbiTue

HazgaHue

KouTponnep Pecypc
BruibepuTe ycTponcTBO BuibpaTte pecypc
Cobeitne [encrene
AKTUEWZMPOEATE BLIXOA
KowHTakr Tun peakuum
BpemA cpabatelgaHua
Epems

BeckoHeuHOCTL

4. B none HaszaHue BBeauTe HasBaHwWe L9 HOBOW peakunu.

5. B none KoHTponnep HaXXM1UTE KHOMKY 1 BbIbepuTE 13 CNMCKa HY>XHbIN KOHTPOSep.
i BHumaHue!

S50 Cnncok  yHKUMIE B HEKOTOPBIX MOMSX CTpaHulbl 6yaeT MeHATbCA B 3aBUCMMOCTU
OT KOHTpOJepa n BbIGpaHHOro Ans Hero pecypca.

6. B none CobbiTUe HAaXMUTE KHOMKY 1 BbiGepuTe M3 cnucka cobbiTve ONS BHYTPEHHel
peakuuu.
7. B none fencrtBue HaxmuTe KHOMKY 1 BbIGEpUTE U3 Cnuncka AencTBue Ansa BblIGpaHHOro

paHee coObITUS:

e AKTUBU3NPOBaTb BbIXOA,;
e HopmanusoBaTb Bbixop;
e MackupoBaTtb Bxoga.
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e BnokupoBaTb cuUTbLIBaTENb;
e Pa36nokupoBaTb CYMTbIBaTeNb.

8. B none KOHTaKT HaXXmMuTe KHOMKY n Bblbepute M3 cnucka oguH u3 eapmaHtToB (Bxop
unu Beixopa).
llpumeyaHue:

7 Bxop unu Bbixoa B KOHUrypaumm KOHTporrepa A4omkeH UMeTb TN OBbIYHbIN.

9. B none Tun peakunu HOXMUTE KHOMKY 1 BbibepuTe M3 cnucka TMn peakumu:
e Bpewmsa cpabatbiBaHus;

Bpewms abcontoTHOE,

e Bpewms nocne cpabatbiBaHus.

10. B none Bpemsi HaXXMUTE KHOMKY n BblIbEpUTE OAUH M3 BapunaHToB (BecKoHe4YHOCTb
unun CekyHabl).

11. Haxmute kHonky CoxpaHntb. OkHO [lo6aBUTL BHYTPEHHIOK peakumio Ha cobbiTue GyaeT
3aKpbITO, @ HOBasa peakumsi NosABUTCS B paboyen obnactn cTtpaHuubl.

18.4. MNopgpaspen «3agaHua»

I'Iop,pas,qen npeagHasHa4vyeH Aand co3gaHuA 3aaHui, aBTOMaTU4YECKN BbIMOMHAEMbIX cepBepom
CUCTEMBbI MO BpEMEHU (I'IO AOHAM Heaenn nnn no KOHerTHOVI ﬂ,aTe).

BHumaHue!
£ [1nAa BbINONHEHWS 3aAaHuii Heo6X0ANMO HanM4yme CBSI3U C CEPBEPOM.

[ocTynHel cneaytowme Buabl 3agaHuin:
e BbINOJSIHEHNE 3a4aHHON KOMaHAbl BbIOpaHHbIM YCTPOMCTBOM CUCTEMBI;
e pe3epBHOE KOMMpOBaHWe 6asbl aHHbIX;
e OTNpaBKa 3aaHHOro oT4yeTa BblOpaHHOMY COTPYAHUKY (COTPYAHUKaM);
¢ BbINOJSIHEHNE NepepacyeTa XypHana paboyero BpemMeHu.

CTpaHuua nogpasaena uMmeeT criefyoLunin BUa:
3agaHua PERCo-Web

L

HassaHwne Koraa esinonHaTs Havano Kowney Cratye BninonAHEHHA

PelepeHOe KoNMpoBaHne 63zl AaHHBIX MH BT CP 4T NT C6 BC 00:00:00 @ 01:00:00 BbinoAHeHO

1. MaHenb MHCTPYMEHTOB CTPpaHULbl COOEPXUT:

. [o6aBuTb — KHOMKa NO3BOMNSAET Co3aTh HOBOE 3afaHue.

o PepakTupoBaTtb — KHOMKa NO3BOMSAET U3MEHUTb NapaMeTpbl BblAENeHHOro B paboyen
obnacTu cTpaHuLbl 3aaHuns.

o KonupoBaTb — KHOMKa no3BonisieT co3gaTb HOBOE 3aJaHWe Ha OCHOBE CO3[4aHHOro
paHee 3agaHus, BblaeneHHoro B paboyern obnactu ctpaHumubl.

. YpanuTtb — KHOMKa No3BonsieT yaanutb BblaeneHHoe B paboyeit obnactu cTpaHuubl
3agaHve.

2. Pabouas obnacTtb nogpasgena coaepXXuT CrMCOK 3aaHnin cepeepa CUCTEMBI.
lpumeyaHue:

= B pabouyen obnactn peanuns3oBaHbl (PYHKUUM COPTUPOBKM MO 3SNEMEHTaM OLHOro
13 CTONGLOB 1 UBMEHEHUS LUMPUHBI CTONOLLOB.
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18.4.1. Co3pgaHune HOBOIro 3agaHus

BHumaHue!

[ns co3gaHuMsa HOBOrO 3adaHus MOXHO WCMONb30BaTb (PYHKLMIO KOMUPOBAHUA YXKe
CyLLEeCTBYIOLLEro 3agaHus. [lns aToro BblAenuTe 3agaHve, aHHble KOToporo Heo6xoanmo
CKOMMPOBaTb, M HaXXMUTe CTaBLUyl0 aKTUBHOW kHonky KonupoBatb. OTkpoeTcs Konusi
TEKyLLEero 3afaHus, OOCTynHas Ans U3MeHeHus. MIameHuTe HasBaHue 3adaHusl, BHeCUTe
BCe OcCTaslbHble HeoBXoauMbIe U3MEHEHUS U HaXXMUTE KHOMKY COXPaHUTb.

[nsa co3aaHua HOBOro 3adaHus:

1. Wcnonb3ysa naHenb HaBurauuun, neperavTe B pasgen E] «AQMUHUCTPUPOBaHUEY.
2. OTkpounTe nogpasgen «3apaHus».

3. Haxmute Ha naHenu MHCTPYMEHTOB CTpaHWLbl KHOMKY ,D,OGaBVITb. OTKpOGTCFI CTpaHuua
Jdob6aBuTb HOBOE 3agaHue:
Hogoe 3apaHue BepHyTbCA K CAUCKY 3aaaHui
Hassanue CnncoK AenCTBUIA [obasutb aelcTBUE

Koraa eeiNOAHATE & Peseperoe konuposarue 6assl AaHHBIX

Aru Heaenn

[_(\a KomaHaa B ycTpoicTeo

Buibepute aHu Heaenn

Bpe

% OtnpaenTe oTUeT NO email

MA Hayana Bpe‘dﬁ OKOHYaHWA

© o0:00:00 @®© o0:00:00

(& Beinonwute nepepacuet KypHana pabouero spemery

4. B none HasBaHwue BBeguTe Ha3BaHue A1 HOBOro 3agaHus.
5. B cnucke Korga BbINONHATL BLIOEPUTE NEPUOANYHOCTL BbIMOMHEHUS 3aAaHUS:

OHn Hepenu — ecnu 3agaHne HeoOXOAMMO BbINOMNHATL exeHedenbHo. C MOMOLLbO
COOTBETCTBYIOLLMX KHOMOK YKaXunTe AHW Hegenu, B KoTopble ByaeT 3anyckaTtbecs 3agaHue.
[aTa — ecnuv 3agaHne Heob6xoAMMO BbINOMHUTL OAMH pa3. C NOMOLLbIO KaneHaaps yKaxuTe
Aarty 3anycka 3agaHus.

HdeHb mMecsiua — ecnu 3agaHve HeEOOGXOAMMO BbINOMHATbL exemecayHo. C NOMOLLbIO
COOTBETCTBYIOLLMX KHOMOK YKaXXnTe AeHb Mecsila, B KOTOPbIN ByaeT 3anyckaTbCcsa 3agaHue.
C nomoulbto nonen seoga Bpemsa Havana n Bpemsi OKOH4YaHUA YKaXUTe NeEpUoL BPEMEHN
B Te4YeHue CYTOK, B KOTOPbIN 3agaHne HeobXxoaMMo 3anyCTuTb.

lpumeyaHue:

Ons  BbINOMHEHVMA  3adaHuii  pekoMmeHayeTcs  BbloupaTb  nepuod  BPEMEHW,
Korga coBepLUaeTcs MUHMMArbHOE KONMMYecCTBO MPOXOAO0B M MUHUMAarbHOE KONUYECTBO
onepaTopoB NOAKIOYEHO K CEPBEPY CUCTEMBI.

6. B pasgene [lo6aBuTb aencTBue BbibepuTe OOUH U3 CNneayroLwmnx TMNOB 3adaHni:

Pe3epBHOe KkonupoBaHue 6a3bl AaHHbIX — MO3BOMSET CO34aTb 3aaHue No COXPaHEHWUIO
pesepBHOMN Konuu b (no YMOMYaHMIo B coxpaHsieTcs B nanke
C:\ProgramData\PERCo-Web2\mysql B danne ¢ pacwmpeHnem .sql). 3apaHue
aobasnseTca B pasgen Cnucok AemMcTeun.

lpumeyaHue:

Mo ymonyaHuio B noApasfene Co3faHOo OOHO eXeOHeBHOe 3aJaHue AN Pe3epBHOro
KonupoBaHusa 6a3bl JaHHbIX, NPU HEOGXOOUMOCTM MOXHO M3MEHWUTb NapamMeTpbl 3TOro
3agaHvsa. Yaanewue 3apaHus 6e3 OobaBneHust HOBOro NpuBEAET K OTKIHYEHUIo
pe3epBHOro KONMpoBaHus 6asbl AaHHbIX.

KomaHpa B yCTpOMCTBO — N03BONSIET BblIOpaTb KOMaHAy Ans yCTponcTea, 406aBNeHHOro
B KOHGmrypaumo cuctembl PERCo-Web. Npu BbiGOope gaHHOro Tvna 3agaHusi OTKPOKTCH
OOMNOSNHUTENbHbIE HACTPOWKM:
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KomaHaa B yCTPOWCTBO

BeifiepuTe YCTROACTEO

e

-4
h
o

T KOMIMEY

5]

B none BbiGepuTe ycTpOMCTBO BbiGEpUTE 13 BbiNagatoLero cnucka yCTponcTeo, a 3atem
B none BbibepuTe komaHAy — komaHay Anst Hero. Haxmute kHonky CoxpaHuTb, JaHHOE
3agaHne gobaBnTcs B CMUCOK.

e OTnpaBuTb OoT4YeT NO email — NO3BONSAET co3aaTb 3afaHne No OTNpaBke OTYeTa OOAHOMY
WUNN  HECKONbKUM coTpygHukam. [lpu BbiGOpe AaHHOro Tuna 3afaHus  OTKPOKTCS
OOMOSNHUTENbHbIE HACTPOMNKK:

OxkHo COOEpPKNT SNEMEHTDI:

Hazgamie

Bua oTuera

Mpoxogs COTRYAHWMKOE

Crruet no Mogpasgenesian CoTpyaHMIKaNM

MNoapazgenexne
MemeweHue

Mepuog

cercogHa

Koy oTrpaganes CoTpyaHHnKy CoTpyaHMKanm

Ddopmat

HTML

OTMEHS

— HasBaHue — none npegHasHa4vyeHo 45 BBO4A Ha3BaHWA oTyeTa.
— Bwna oTtyeTa — BbiNadamwLLNA CMIMCOK NO3BONSET BbIOpaTh BUA OT4eTa:
o OTYeT 0 NpoxoAax COTPYAHUKOB;
OTYeT O HapyLIeHUSAX COTPYAHUKOB;
OTYeT O BPpeMeHU NPUCYTCTBUSA COTPYAHUKOB;
OTYeT O NPUCYTCTBYHOLWMUX HA AAHHbLIA MOMEHT;
oT4yeT 00 OTCYTCTBYHOLUX CEroaHs;
oT4yeT 00 ono3aaBLUUX CeroaHs;
OTYeT O nepepaboTke COTPYAHUKOB;
o oTtvyet T13.
— OT4eT No — napameTp No3BONsET BblOpaTb OOGBHEKT OTYETHOCTHU:
o [MNoppaspeneHno — ONA COCTaBMNEHWs OTYETa MO COTPYAHMKAM KOHKPETHOro
nogpasgenenusd. lNpun yctaHoBke dnaxka nosiensietcs none MopgpasgeneHue,

O O O O O O
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O

B KOTOPOM C MOMOLLUbI  KHOMKK Heobxoanmo BbibpaTb Tpebyemoe
noapasaeneHue.

CoTpyAHMKaAM — Onisl COCTaBfeHMs OT4yeTa MO OnpederieHHbIM COTPYOHWUKaM.
Mpu ycTaHOBKE (hnaxkka NosBNAETCA none Ans BbiBOAA CNWCKAa COTPYOHWUKOB,

B KOTOPOM C MOMOLLbHO KHOMKM Heobxo4MMo BbIGpaTh COTPYAHUKOB.

— Tepuop — BbiNagaoLwmn CNUCoK NO3BoNAeT BblbpaTh Nepnog oTYETHOCTH.
Mpn BblGOope oTdyeTa T13 B OkHe Tawkke nosBnsieTca dnaxok [lokas MUHYT,
npv ero yctaHoBke B otyeTe ByayT BbiBeAeHbl AaHHble C TOYHOCTbIO 4O MUHYThI.

— Komy oTnpaBnsiem — napameTp No3BonsieT BoibpaTh Nnonyyarens otyeta:

O

COprAHVIKy — Npn yCTaHOBKE (bl'la)KKa noABnAeTCd none COprﬂHVIK, B KOTOpPOM

C NOMOLUbK KHOMKU H606XOD,I/IMO Bbl6paTb COTpPpyOHUKa, KOTOpPOMY 6y/:|,eT
OTNpaBIIATbCA OTHET.

COprAHVIKaM — npn YCTaHOBKe dmamxa oTyeT 6y,1:|,eT BbICblJ1TaTbCA BCEM
COTpyAHUKaM, Bbl6paHHbIM C NnOMOLWbKO NapameTpa OTtyeT no COTPpyAHUKaM.

Kaxgpbih coTpyaHuK ByaeT nonyyatb OTYET TOMbKO MO CBOUM LaHHbIM.
| BHumaHue!
“== [na otnpaBku oT4eTa Mo e-mail Heo6XoaMMO, YTOBbI B YYETHON KapTOuKe COTpYAHWKa
npaBunbHO Obino 3anonHeHo nose Email.
— dopmart — BbiNagaroLni CNMcok No3sondeT BbibpaTh opmat davna otyeta — HTML,
XLSX unu CSV.
Mocne 3anonHeHUs napameTpoB OT4yeTa Haxmute KHonky CoxpaHUTb, OaHHOe 3ajaHve
JobaBuUTCsA B CNWUCOK JENCTBUN.
e BbinonHuTtb nepepacuet XXypHana paboyero BpeMeHU — No3BonseT co3gaTb 3ajaHue

no

nepepacuety paboyero BPEMEHMU COTPYOHMKOB B noapasaene

«XypHan ompabomaHHO20 epeMeHuU» pa3fena «Y4yem paboye2o epeMeHU».
Mpwn BbIOOPE AaHHOro TMnNa 3agaHust OTkpoeTca okHO Mepuop ¢ BhinagaowmM CrINCKOM:

Mepuoa

CercaHA

OTMeHa

B BbinagatoLem crnmcke BbibepuTe nepunog, 3a Kotopbii byaet chopmmupoBaH OTHET:

O

O O O O O O

o}

cerogHs;

BYepa;

C Hayana Hepgenu;

C Hayana mecsua;

npeabiaywasn Heaens;

npeabiayLWMn Mecsau;

nepBasi NONOBMHA MecsLa;

BTOpasA NONIOBUHA NpeablayLlero mecsua.

Haxmunte KHOIKY COXpaHVITb, AaHHOEe 3aJaHune D,O6aBI/1TCF| B CMUCOK OENCTBUN.

7. ,D,J'Iﬂ yaoanexHud OENCTBUSA U3 CNCKA HaXXMUTE KHOMKY ﬁ .

8. T[locne

YCTaHOBKM  BpeMEHW W  OEeWCTBMA AN HOBOFO  3afdaHus  HaXmuTe

KHOMKY COXpaHVITb U3MeHeHus, HoBoe 3aaHne NoABUTCH B pa6oqe|7| obnacTtu CTpaHuubl.
lpumeyaHue:

" B ogHOM 3agaHuMM MOXHO 3agaTb cpa3y HECKONbKO AEWCTBUMA OSiS BbINONHEHUS B OOMH
N TOT Xe nepuon BPEMEHMN.
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18.5.

Moapaspen «OnepaTtopbi»

lpumeyaHue:

Mepen Havanom paboTbl C pasgenom co3ganMTte ponv OnepaTtopoB M BblganTe UM
nonHomoumMs B nogpa3gene «Ponu v npaBa __onepatopoB»  pasgena
«AOMUHUCTPUPOBaHUEY.

Moppasgen npegHasHadeH Ans:
e CO3[JaHWs CnmMcka onepaTopoB CUCTEMbl C yKazaHMeM OOCTYMHbIX pasgenoB U BblAayn MM
NOSTHOMOYMI HA OCHOBE poIiel;
e BpeMeHHOro 6rokMpoBaHus / pa3briokMpoBaHNsa BO3MOXHOCTU LOCTyNa onepaTtopa B CUCTEMY;
e pedaKkTUpOBaHUA AaHHbIX U yaaneHus obaBrneHHbIX paHee onepaTopos.

CTpaHuua nogpasgena MMeeT creayowmin Bua;

Onepatopbl PERCo-Web

JNormn

1s

admin

w

CoTtpyanukn Pone a Onnc]

@ 1C admin a8

ALMUHACTRATOP ADMUHUCTRATOR admin

1. TMaHenb MHCTPYMEHTOB CTPaHULIbI:

No6aBuTL onepaTopa — kHomnka no3sonseT 4o6aBnTb HOBOro onepaTtopa.

PepnaktMpoBaTb onepatopa — KHOMKa MO3BOMSeT M3MEHUTb [OaHHble onepaTtopa,
Bbl€NIEHHOro B paboyeit 06nacTu cTpaHuLbl.

CkonupoBaTb oneparopa — KHOMKa MO3BOMSET CKOMMPOBaTb AdaHHble onepaTtopa,
Bbl€NIEHHOr0 B paboyeit 06nacTu cTpaHuLbl, AN CO3[aHMs HOBOTO onepartopa.

Ypanutb onepatopa — kKHOmMKa No3BoNseT yaanuTb BblaeneHHoro B paboyer obnactu
CTpaHUUbI onepaTopa.

3abnokupoBaTb onepatopa -— KHOMKa MO3BOMAET BPEMEHHO OnokupoBaTb
BO3MOXHOCTb JOCTYyMNa B CUCTEMY OornepaTopa, BblaeneHHoro B paboyer obrnacTu cTpaHuLbl.

PasbnokupoBatb onepaTtopa -— KHoMka Mo3BonseT pas3bnoknpoBatb paHee
3abNOKMPOBaHHYD BO3MOXHOCTb [AOCTyna B CUCTEMY [Ans onepaTtopa, BblAENEHHOro
B paboueri obnacTtu cTpaHumubl.

Mounck — none no3sonsieT NPOU3BECTU NOMCK MO 3riemMeHTam cTonbuoB B paboyer obnactu

cTpaHuubl. KHomka CopocuTtb ouuLlaeT none.

2. Pabouas obnactb CTpaHuUbl COOAEPXKUT CMNNUCOK onepaTtopoB CUCTEMbI.

3Havyok B B CTPOKe C AaHHbIMM orepaTtopa ykasblBaeT Ha TO, Y4TO AOCTyn onepartopa
B cucTeMy 3abrOKMPOBaH.

lpumeyaHue:

B paboyen obnactu peanunsoBaHbl (YHKUUM COPTUPOBKM MO 3SNEMEHTaM OQHOro
13 CTON6UOB 1 UBMEHEHUS LUIMPUHBI CTONOLOB.

18.5.1. [lo6aBneHue oneparopa CUCTEMbI
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BHumaHue!

“=2 Npu aktveaumm nuueHsn PERCo-WMO03 «MHmezpayus ¢ 1C» onepatop 1s cosgaeTcs

aBTOMaTuyeckn. [na ganbHenwen pabotbl ¢ 1C onepatopy 1s HeobGxoAumo 3agaThb
naponb. Bontn B cuctemy PERCo-Web nop gaHHeIM onepaTtopom 6yaeT HEBO3MOXKHO.

,D,J'IFI ﬂ,06aBJ'IeHVIFI HOBOrO oneparopa BbINoJIHUTE crneayune DEencTBuS:

Mcnonb3ya naHenb HaBuraumun, nepengnte B pasaen «AQMUHUCTPUPOBAHMUEY.
OTtkpovite nogpasgen «Onepatopbi».

HaxMute Ha naHenu WHCTPYMEHTOB BKMaAKW KHOMKY [o6aButb. OTKpoeTcs OKHO
Ho6aBuTb onepartopa:

ﬂ,oﬁasnrb onepartopa Hasag Kk cnucky onepartopos

O6uwune Hacrpoiiku Bxoaa MonHomouna

Oneparop NoruH v [MepcoHan

[

BeiGepwuTe onepatopa ] [ 1 ~ blopo nponyckos

Pone Mapone ~  Yuét pabouero epemern

1 [ ! paroj 1 ~  KoHTpone pgoctyna

Onwmcanue MoeTopuTe Napos v Bepudukauma

9.

[ ; ] ~  3akas nponycka

v MoHUTOpUHF

W AQMUHKMCTPUPOBaHKE
B none Onepartop BbibepnTe 13 BbiNagaoLLero cnmcka Heob6xoaMmMoro coTpyaHuka.
B nonsix loruH n Maponb ykaxuTe ana onepatopa ero NorvH 1 naporeb.

B none Ponb C NOMOLLbIO KHOMKM yKaXute ONs onepaTopa ero norHomoums. Ponu
onepaTopoB co3aarTcs B nogpasaene «Ponuv v npaBa onepaTopoBy.

I'IpV| HeO6XO,D,VIMOCTI/I YKaXXute A54d onepartopa OnucaHwe.

B paspene [lNMonHomouus ycTaHoBUTE bnaxku y pasgenos, nogpasgenoB M BKIAZoK
noapasfenos, JOCTYN K KOTopbiM ByaeT paspeLueH onepartopy.

BHumaHue!

Mpn Bblgaye onepatopy nonHomMouM Ha nogpasgen «KoHdwurypaumsa» pasgena
«AAMUHUCTPUPOBaHUE» eMY NPELOCTaBNAETCA MOSHbIA JOCTYMN KO BCEM KOHTpomnepam
CUCTEMbI, BHE 3aBMCMMOCTM OT MOSIHOMOYMA €ro POSiv Ha KOHTPOMnepbl. OTO MOXeT
NpVBECTU K HECAHKLNOHMPOBAHHOMY AOCTYNY B MOMELLEHUS.

[Mpy Bblgaum ornepatopy nonHoMouun Ha nogpasgen «Ponu M npaBa onepaTtopoB»
pasgena «kAAMUHUCTPUPOBaHMUE» eMy NPeaoCTaBsaeTcs BO3MOXHOCTb CO34aBaTh HOBbIE
ponn onepaTtopoB U M3MEHATb MpaBa CO34aHHbIX paHee ponen. ATO MOXET MpPUMBECTU
K HECaHKLMOHMPOBAHHOMY U3MEHEHMIO MOSTHOMOYNIA POSEN.

Haxmnte kHonky CoxpaHUTb M3MEHEeHMUA, HOBbi onepaTop Oyaetr goGaBneH B CMAMCOK
B pabouert obnacTtu cTpaHuubl.

18.6. MNMoapaspen «Ponu n npasa onepaTtopoB»
Mogpasgen npegHasHayeH ans:

co3faHuA pone|7| onepartoposB 1 Bblaa4vyn NOSTHOMOYUIA;
penaktnpoBaHua U yaaneHud [006aBNeHHbIX paHee pOJ'IGVI onepartopos.
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CTpaHuua noapasaena UMeeT crieayoLwnii BUua;:

Ponu v npasa oneparopos PERCo-Web

@

Hazeanne Onucanme

MNonL20BaTent @

1. MaHenb MHCTPYMEHTOB CTPaHULbI:

. [do6aBuTb — kHomMKa no3eonsieT 4o6aBMTL HOBYIO POSb onepaTopa.

PepaktupoBaTb — KHOMKa NO3BOSMSAET U3BMEHUTb Ha3BaHWe, ONMCcCaHNe U NONHOMOYUS
ponu, BblgeneHHon B paboyen obnact cTpaHuubl.

. KonupoBaTtb — kHOmMka nossonsieT JobaBuTb HOBYKO poOfib orepaTtopa Ha OCHOBe
Co3faHHON paHee.

o Ypanutb — KHOMka MO3BONSIeT yAanuTb ponb, BblaeneHHyto B pabodyeit obnactu
CTpaHuLbI.

2. Pabouvas obnacTb CTpaHWULbl COAEPXXUT CMIMCOK CO3aHHbIX paHee poren onepaTopos.
lpumeyaHue:

= B pabouyen obnactn peanuns3oBaHbl (PYHKUUM COPTUPOBKM MO 3SNEMEHTaM OQHOro
13 CTONGLUOB 1 UBMEHEHUS LUIMPUHBI CTONOLLOB.

18.6.1. [lobaBneHue ponu oneparopa (Habopa NONHOMOYMN)
[ns no6aBneHns HOBOW ponu oneparopa:

Wcnonb3ysa naHens HaBuraumu, nepenante B pasgen E] «AOMUHUCTPUPOBAHUEY.
2. Otkponte nogpasgen «Ponu u npaBa onepaTopoBy.

3.  HaxmuTte Ha naHenu UHCTPYMEHTOB CTpaHMLbl KHOMKY Ao6aBuTtb. OTkpoeTcs cTpaHuLa
Hob6aBneHune ponu:

ﬂoﬁaaneuwe poaun BepHyTbCA K CNUCKY poned

HassaHue

— {a} HexonTponupyemasn Tepputopma
OnucaHie — {x) PaBouar soHa
{2 Kaburer 427
— | & Xonn
— {A} OBt xopnacp
{2 Otaen nposax
e i {2} Kabumer renepansHoro avpexropa
{2} Xoz.6n0k
Moapazaenenus
{3} Otaen pexnambl
{2} Otaen noructiki
JDomxroctn
{3} Byxrantepua
Ipaduiu paboTsl {3 Otaen cHabxenna
— (A} Kabuwert iopucta
LUa6nokel AocTyna & Apxue
{2 Beicragouniii 2an
Watnorel nponycroe {2} Cayx6a nepconana
{2} KaBurer kommepueckoro anpektopa
Yetporicrea .
{3 KaBuret skoHommcTa
{2 Kacca
LLa670HEI BEPUGKaLMYK
{3} Neperosoprasn
Mnake nomeLenwii @ Ay

{3} Cxnan

4. B none HaseaHue BBeauTe HasBaHue ponu, B none OnucaHme npy Heo6GxoaMMOCTU BBEAUTE
AONOMHUTENbHYI MHCPOPMAaLMIO O PO,

5.  BblganTe NONHOMOYMS CO3A4aHHOM ponu. [Ing aTOro ¢ NOMOLLbIO NepekntoyaTens Boibepute Tun
noniHomoumn. Mpu aTom B paboyen obnactu cTpaHuLbl NOSIBUTCS CMMCOK OOBLEKTOB AAHHOro
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8.

0.

TMNa, AOCTYNHbIX B cucteme. [JoCTynHbI criegyoLwme Tunbl NOSIHOMOYMINA:
MomeLueHus;

MoppaspeneHus;

JdomkHocTu;

Fpadmkun paboTbli;

LWa6noHbl goctyna;

LLlabnoHbI NponycKoB.;

YcTponcTBa;

LLla6noHbl Bepudmukaumu;

MnaHblI nomeLeHun.

YcTaHoBUTE (hraXkm y Tex OOBEKTOB, MOSIHOMOYMS Ha KOTOpble AOMKHbI ObiTb AOCTYMHbI
4551 Co34aHHON ponu onepaTtopa. Mpwn HeobXxoanmMocCTH ncnonb3ymTte

KHOMKWU BbiGpaTb Bce U CHATbL BblaeneHue. Takke eCcTb BO3MOXHOCTb BKMHOYUTb
B CMUCOK BCe nocneaywwme pobaBneHHble anemMeHTbl. [Ons  3Toro  BOCMOMb3yWTECH

KHOMKOM Be3ycnoBHbIe npaBa.
C nomoubto nepekntoyatens BolbepuTe Apyrov TN 06BHEKTOB M BblAanTe Ha HUX NONTHOMOYMS.

HaxmuTte kHomnky [lo6aBuTb, HOBasi ponb OydeT gobaeneHa B cnucoK B pabouven obnactu
CTpaHuUUpbl.

[ns no6aeneHns HOBOro onepaTopa CUCTeMbl OTKpolTe noapasaen «OneparTopbiy».

18.7. MNMoapasaen «JlnueH3nun»
Moapasgen npegHasHayeH 4nsi BBO4A KOOOB akTMBaALMUK YCTAHOBMNEHHbIX Moaynen MO cuctems.

CTtpaHuua noapasaena UMeeT crieayownii Bua;:

() MMueHsMoHHLI KoHTpONNED

PERCo-WB PERCo-WS (') PERCo-WMO1 O
Basosblil naket CTanaapTHLIA nakeT Yuér pabouero Epemenm
Mposepera Mposepera Mposepena
331 aewb ocTanca 331 aeHb ocTanca 331 peub octanca
@ Moaposko BBECTIA INLEHIMOHHSIIA KoY @ Moaposo BBecTH AMUeHaHOHHBI KNy @ MeapotHo BBECTM IMUEH3MEHHBIT KoY
PERCo-WMO02 (') PERCo-WMO3 (!)  PERCo-WM04 (0}
Bepndukauus WuTerpauns ¢ 1C WHTErpauns ¢ BHEWHIMY CACTEMaMM
Mposepera Mposepera Mposepena
331 gens ocTanca 16 gredi octanca 331 gems ocTanca
@ Moaposko BEECTI MLEHINOHHLIR KoY @ MoaposHo BEECTI IMLIEHHOHHBIH KAH0U @ MNoaposko BBECTM NMLEH3MOHHLIA KoY
PERCo-WMO05 (') PERCo-WMO6 (!)  PERCo-WMO7 0}
MoHuTopHHT Wuterpaums c TRASSIR WrTerpaumna ¢ MCO "OPMOH" (HBM “Boana”)
Mposepena Mposepea Mposepena
331 AeHs ocTanca 331 aeHs ocTanch 331 pems ocTanca
@ MoaposHo BBECTI MINLEH3MOHHBIN KoY @ Noaposro BBECTM NMLIEH3MOHHBIA KNKOY @ MoapodHo BBECTM NMLEHIMOHHEIT KNlod
PERCo-WM08 U]
Wnrerpauma ¢ Axxon Next
Mposepera
16 AHedl ocTanca
@ MoaposHo BESCTI MNALEHIMOHHEIR KAkou
o .
KHonka HVILIeH3I/IOHHbIVI KOHTpOnNnep no3sondeTr Bbl6paTb KOHTpPOJ1J1EP, KOTOPbIU 6yneT

ncnonb3oBaTtbCA B KaydeCTBe JJIEKTPOHHOIO Krio4a 3alUuTbl

(4 Monyyetine NMLEH3MOHHOTO KNio4a

ans otobpaxenus IP- n MAC-agpecos BbIOpaHHOro KoHTposnnepa.

MO cucremsbl,

n nonsa

Pabouyass obnacTb BKMagku COOEPXMUT CMUCOK YCTaHOBMEHHLIX MoAynen u MHdopMaumo
O NULEH3UN.
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Mocne HaxaTtus Ha MoApPO6BHO 0AHOrO N3 MOAYEN OTKPbIBAETCS NAHENb akTUBaLUN NULIEH3NN,
KoTopasi BbIrMAAUT criedyowmm ob6pasom:

PERCo-WB «bazoBbiil nakeT»

OnucaHue ANLEH3UN JINLEeH3NOHHbIN KAKY

«bazoBbii nakeT T[O= npegHasHaueH ANA  OPraHusaunm

CUCTEMbl KOHTPOAR AOCTYMa Ha MPeAnpWATAM, WMEIOWeEM B BeeauTe NMUEHIMOHHEIA Koy Ana komnoHenTa PERCo-WB
wrate He OGonee 100 coTpyaHukos. bBasosoe MO
NoAAepXWBAET BCE  OCHOBHble  ¢dyHKUMKM  obecneueHws
5e30NacHOCTH, B TOM UWCAE: KOHTPOAL AOCTYNa Mo BpeMeHM, Beeaue knioy
KOHTpOAb 30HANbHOCTH (antipass), A0CTYN [
KOMWCCMOHWDOBaHMENM. Paznen «AAMUHWCTpUPOBaHKE>
No3BONAET MNPOMWSBECTM  MNEPBMUHOE  KOHQWIYpUpOBaHWe
oBopyacearma cucTeMbl, JoBaBneHue oNepaTopoB CUCTEMEl 1
ee JMUEH3MpOBaHWe, KOHTpoAWpoeaTe paboTy  cucTembl,
COCTaBAAA OTYETHl O COOBITMAX cucTembl. Pasaen =lNepcoHans
No3EONAET ABTOMATWSMPOBATh NPOLECC BEOAA W XpaHeHWA
YUETHBIX AaHHBIX COTPYAHWMKOB W CO3AaHWUA rpadukos paboTsl
B pasmene npeaycmoTpeHa BO3MOXHOCTE BEAEHWA CNWCKA
AOMKHOCTER W NogpasaeneHwii npeanpuatua, Pasaen «bropo
NPONYCKOB» NO3BOAAET ABTOMAaTM3MPOBaTh MPOUECC Bblaaun
NPONYCKOE COTPYAHWKAM Npeanpuatva. Pasgen «KoHTponb
AOCTYyMa»  MO3BOAAST  aBTOMAaTW3MpOBaTk  QOPMWMDOBaHWE
OTUETOB O Npasax A0CTyNa coTpyAHWKOB. MpKn HeobxoanmocTy
ONepaTMBHOMO pPearnpoBaHWA NpeaycMOTPeHa BO3IMOXHOCTh
YAANEHHOTO YNPaBNEHMA YCTPORCTBAMI CUCTEMBI.

,ﬂ,OCTyI’IH ble BOSMOXHOCTHU

[Mepconan - 100 kapT bropo nponyckoe KoHTpone aoctyna ALMWUHWCTPUPOBaHMWE
= CoTpyaHuKK = CoTpyaHWkm = YNpaeneHWe yCTPORCTEAMM = Poau v npaea onepatopoe
" [loapasfeneHvs " [laBnoHel gocTyna = CoBbITUA CHCTeME]
= oaKHOCTH = Peakuun Ha cobeiTkA
= [MpazgHuuHee 4HU = OnepaTopkl
= Kowdurypauws
= JagaHva
= JluueHzun

Bua naHenn saBuUcuUT oT Bbl6paHHOFO Moayns.

Ons aktmBauuy nuueHsun B none Knrou (none nosiensietcs nocne Bbibopa NULEH3NOHHOMO
KOHTposnepa) BBEAMTE FMUEH3NOHHbIA KoY Ans BbIOPAHHOrO KOMMOHEHTA U HaXmuTe

KHOMKY E . MNpn npaBunbHOM BBOAE nNUUEH3NS OyaoeT akTMBMpPOBaHa, UBET MOAyns
N3MEHWTCS Ha 3eeHblli (GeccpoyHast NIMLEH3NS) UMK KENTbIA (BPEMEHHOE OrpaHuYeHue).

MaHenb [JOCTYyNHble BO3MOXHOCTU COOEPXKMUT CMUCOK pas3nenoB M noapasfaenioB CUCTEMBI,
[AOCTYMHbIX ANs BblOpaHHOro B paboyeit 06nactn cTpaHmubl Moayns.

18.7.1. BBoa Koga aktuBauum

[ns BBOAa KogoB akTuBaumm mogynewn MO cuctemsl:

1. Wcnonbk3ysa naHenb HaBurauun, nepenguTe B pasgen E «AOMUHUCTPUPOBAHUEY.
2. Otkponte nogpasgen «JinueHsmmn».
lpumeyaHue:

S KoHTpornnep, Mcnonb3yloLnncs B Ka4ecTBe 3MEeKTPOHHOro Krova 3awmtel MO cuctems,
OomkeH OblTb gobaBneH B KOHUrypauuio cuctembl Ha BkNagke «YCTPOMUCTBa»
nogpasnena «KoHdurypaumsa».
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3. Haxwmute Ha KHOMKY JNIMLEeH3UOHHbIN KOHTponnep. OTkpoeTcs OKHO
BbiGepuTe NULEH3NOHHbLIW KOHTpONep:

BbibepuTe NMLEH3MOHHDIA KOHTpOANEP

Kontponnep CL15

KoHTponnep zamka (CLOS.1)
KoHTtponnep zamka (CLOS.1)[1]
Koutponnep zamka (CT/LO4)[1+8]
Kontponnep zamra (CT/LO4)[1+8]
Kontponnep zamea (CT/LO4)[1+8]
KonTtponnep 2amka (CT/LO4)[1] (Croncean)
Kontponnep zamka (CT/LO4)[2+8]
KoHTponnep 2amka (Cknag CLOS)
KonTtponnep zamra CLOS.1
KonTtponnep zamka CT/LO4 [1+8]

KoHTtponnep zamka CT/L04.2

OTMmeHa

4. B OTKPbIBLLEMCSI OKHE BblAESNIUTE KOHTPOMNep, BblOpaHHLIN B KAa4eCTBE 3NIEKTPOHHOMO Kroya
3awmTbl MO cuctembl. Haxxmute kHonky MpuMeHUTb.

5. OkHo BblbepuTte nNUUEH3UMOHHbLIA KOHTponnep Oyger 3akpbito. Ha naHenn
JInueH3noHHbIN KOHTponnep nosasatca |IP-, MAC-agpeca M HavmeHoBaHvWe BbIGPaAHHOIO
KOHTponnepa.

6. B pabouen obnacTtu BKnagku BbigeNUTE Ha3BaHWe MOAYIS, ANs1 KOTOPOro He0H6Xo0ANMO BBECTH
ko4 akTuBaumm. OTKpoeTCst NaHenb akTUBaLUM NULEH3MM BbIOpaHHOro Moayns.

7. B none JInueH3NOHHbIN KN4 BBeAMTE KOA akTUBaLMK, yKasaHHbIV NS BblAENeHHOro Moayns
B NMUEH3MoHHOM cornawenun. Kon BBoauTca 6e3 npoGenoB u pasgenutenein. Haxmute

KHOMKY D crnpaBa OT nong.

8. CepBep cuctembl NpoBepuT BBEAEHHbI kod. [lpu npaBunbHOM BBOAE NMUEH3Ms OydeT
aKTMBMPOBaHa, LUBET MOAYMS U3MEHUTCHA Ha 3eneHbin (beccpodHas NUUEH3Ws) Unu XenTbin
(BpeMeHHoe orpaHuyeHue).

9. B cnyyae owmnbkn npu BBOAE KOAA akTUBaALMW, HECOOTBETCTBUSA kofa BbiOpaHHOMY MOyt
NN KOHTPOMNeEpy, HapyLleHUs CBSA3M C KOHTPOMNepom OTobpasnTcs COOTBETCTBYHOLLEE

npeaynpexaeHve.
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19. MapameTpsbl KOHTponnepos PERCo

B 3aBMcMMOCTM OT TUNa KOHTpoOMepa CNMCOK PeCYpCoB U COOTBETCTBYHOLLMX UM BKMAAOK MOXET
oTnnyatbes. JOCTynHbI criegyrolmne BKNagku:
e BHelwHMe noakntoYeHUs — NMHPOpMaLMA O BHELLHMX NOOKMIOYEHNSIX KOHTPOMNNepa;
CeTtb;
Pa3Hoe;
Ny (3amok, TypHuker, LLinaréaym);

Bxoabl;
Bbixogbl;

BbiBOAbI;
CeHepaToOp TPEBOIH;

CBoncrtBa JIMKOHA;

CTpoKu;

CocTtosiHMe — MHopMaLMsi O COCTOSIHUN KOHTPOMNepa;
CuuntbiBaTensb.

19.1. Bknapka «CeTb»

Bknagka CeTb oTOGpaxaeT MHGOpMaLuio O crnegyowmnx ceTeBbix NnapameTpax:
o |IP-apgpec;
e Macka noacetu;
e IP-agpec wnto3a;
e MAC-appec.

Bknagka BbIrnsauT cnegyowmm o6pasom:

HazeaHwme IP-agpec
KoHtponnep 3amka CLO5.2 10.1.115.128
Brixoa uz Macka noacetn
He ewiGpano 255.0.0.0

%00 B IP-agpec wnwza

He emibpaHo

Cnucok NFC ycrpoiicrs MAC-agpec

00.25.0b.01.73.80

CeTb
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19.2. Bknagka «Pa3Hoe»
Bknagka BbIrnaguT cregyowmm obpasom:

(© KoHTponnep TypHukerta CT/L04.2

HazeaHwe Loctyn k Web-unTepdeicy

Koutponnep Typhureta CT/L04.2 BepcwA Npowmexy

Bxogel KOoppekLWs BpEMEHI OTHOCUTENEHO CEPEEPA CUCTEMBI (Uac)
0

Brlxoakl
Cetb
CocTofHKe
PazHoe

BHewHWe No4KNHKYEHNA

Bknagka Pa3Hoe cogepXuT crieqytoLmne HaCTPONKM:

o [NocTtyn kK Web-uHtepdency — npm yctaHoBke craxka NosiBMS€TCs BO3MOXHOCTb pa3peLunTb
nogknoyeHune kK Web-uHtepdgency koHTponnepa no IP-agpecy.

e Bepcus npowmBkmu — B none otobpaxkaeTcsa Bepcus NPoLLMBKM BCTpoeHHoro 10 koHTponnepa.

e Koppekums BpemMeHM OTHOCUTENbHO cepBepa CUCTeMbl (4ac) — none no3Bonsder
NPON3BECTN KOPPEKLMIO BpPEMEHM OTHOCUTENBHO CcepBepa CUCTEMbl, 4YTODObl Yy COObLITUI
KOHTPONMEPOB [OCTyNa, YCTaHOBMEHHbIX B pPa3HbIX YacoBblX Mosicax, 3anucbiBanochb
KOoppekTHoe Bpems Ha obuwem cepsepe PERCo-Web. Yackl cnegyeT BBOAUTL B MHTEpBane
ot -12 no 12.

19.3. Bknagka UY («3amok», «TypHuKeT», «LLinaréaymy»)
Bknagka BbIrmsauT cneayowmm obpasom:
[E’ LUJ'IEFBEyM BepHYTLCA K CTIMCKY

Hassanue HopwansHoe (.. 33610kMposaHHOE) cocToARHE KoHTaKTa (2x0a MY) >  Ynpasneuue MY

KowTponnep wnar6ayma (wnaraym) HOpMankHO 3amkHyT
CBpocuTe 30HaNbHOCTL

Beixod vs HopuanHoe cocToHIe "3aKkpsiTo” Bbixosa MY

Hekowrponupyeman teppuro... @ He zanuTau

Bxoa e o Hopuanuaauw seixoaa UY

3paHue (<) Mocae “3akpeTus

Crucox NFC yerpoiicrs MpeaensHoe Bpema pasbnokupoekm
60 Cexyrasi

3agepxKa Ha sakpeiTve Wharbayua

30 Cexynas
WnarGaym

Bpens CIRALEHUA KOMUCCHOHMPOBAHHA

Cunrsisatens 1 12 MutkyTel

OrcyTcTeme atumka npoesaa
Cumreigarens 2

KomaHAbI AnA ycTpoidcTBa

BHYTReHHAR 33WATa OT Nepeaaun naeHTnnKaTopos (Local Antipass)

TeHepatop Tpesory

[ns HaCTpOMKM BXOAOB AOCTYMHbI CreayoLme napameTpsbl:

e HopmanbHoe (T.e. 3abnokupoBaHHOE) COCTOslHMEe  KOHTakTa (Bxog  WY)
(HopmarnbHo paszomkHym | HopmanbHO 3amkHym). lMapaMmeTp no3BoNseT yka3aTb COCTOSIHWE
natuvka asepu / Boixoga PASS TypHukeTa npu 3ab6n0OKMPOBaHHOM COCTOSIHUM JaHHoro LY.

¢ HopmanbHoe cocTtosiHne «3akpbito» Bbixoga WY (He 3anuman | SanumaH). MNMapameTtp
yKasblBaeT, aKTMBU3NPOBaH Nn BbIxod ynpasneHus NY (nogaHo ynpasnsiowiee HanpsikeHue
Ha pene unu TpaH3ncTop) npu 3abnoknposaHHom LY.
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o Hopmanusauma Bbixoga WY ([locne «Omkpeimus» | MNocne «3akpbimus»). MNapameTtp
onpeaenseT, B KAKOW MOMEHT HOPManu3yeTcsi COCTOSIHME Bbixoda ynpasneHusa LY.

e [pepenbHoe BpemMA pa3bnoknpoBKW. MNapameTp No3BONSET ykaszaTb BPEMS, MO UCTEYEHUN
KOTOpPOro KOHTposnsiep cdopmupyetr coobueHne «MY He 3akpbimo rocsie rnpoxoda
rno udeHmughukamopy» No NpuynHe Toro, 4to Y He 3abnoknpoBaHo.

e Bpema ypepxaHus B  pa3bNOKMpOBaHHOM  COCTOSiHMM  (BpemMs  aHanu3a
maeHTudukaropa / 3agepxka Ha 3akpbiTve wnaréayma). [apameTp nossonseTr 3agatb
BpeMsi, KOTOpoe AOMKHO NPOoWTK OT pasbnokmpoBkn MY oo ero 6rokMpoBKM NoOcne yCcrneLwHom
ayTeHTupmkauun. 3a 31O Bpemsa HeobxoouMMo coBepLiMTb npoxopd / npoesn, uHade WY
3abnokupyetcs. NapameTp MoxeT 6bITb 3agaH B uHTepsane: ot 250 go 750 munnucekyHg
¢ warom 250 munnncekyHa; ot 1 cekyHabl 00 4 MUHYT; BECKOHEYHO.

e Bpemsa oxmpaHus KOMUCCUOHMpPOBaAHUA. [lapameTp MNO3BONSET OrpaHWYUTbL MHTEepBarn

BpemMeHu mexay npegbsiBNeHnem naeHTudmkaropa nonb3oBarens
(coTpyaHuka / nocetutens / cnyxebHoro TC) n KOMWUCCUOHMPYIOLLLEN KapTbl
(coTpygHuka / oxpaHHVKa / BOOAUTENSA) B Criydyae, ecnu B nNpaBax uWAaeHTUdukaTopa
nonb3oBarens yCTaHOBIEeH AocTyn c KOMMWCCMOHUPOBaHWEM / AOCTYnN

C AOCMOTPOM / NOATBEPXKAEHME Npoe3aa KapTon BOAUTENS.

e Peructpauma npoxopa no npeabABNEeHUO uaeHTUdukaTopa (OoTCyTCTBUE [aT4vuKa
npoe3aa). [Npu ycTaHoBKe NapameTpa KOHTponnep 6ygeT cumtaTb NPOXon COBEPLUMBLLMMCS
cpasy nocne npeabsBneHus uaeHTudumkaTopa, Hes3aBMCUMO OT Toro, GyaeT nv pearnbHO
coBepLUeH npoxon Yepes3 NY nnu Her.

BHumaHue!

A58 OyHKUMM  BepuduMKauMnM M KOHTpONs 30HamnbHocTM (Antipass) He ©OyayT pabGotaTb

npy aKkTMBHOW perncTpaumm npoxoaa no npeabsBneHnto naeHtTudunkaTopa.

e BHyTpeHHsAs 3awmTa oOT nepegauum uaeHtudukatopoB (Local  Antipass).
[Mpn ycTaHOBNEHHOM  MapamMeTpe  KOHTponfep  OTCNeXuBaeT  cfnydan  MOBTOPHOro
npeabaABNEHNst OOHOTO U TOrO Xe naeHTUdUKaTopa K TOMy XXe CHMTbIBATEN!O.

e Pexnm pabotbl Bbixopga ynpaBneHus WY. [lapameTrp nos3Bonsetr BbibpaTb pexum
ynpaBneHnsa noakntoveHHbIm Y-

— MoTeHUManbHbLIA.

— UMNynNbCHbIN — peXnM ynpaBneHns NpMMeHseTCcsa TONbKO AN 3aMKOB, NOAAEPKNBAOLLNX
3TOT pexum. PekomeHaoyeTcs uvcnonb3oBaTb [ANS  9NEKTPOMEXAHUYECKUX  3aMKOB
C CamMOB3BOJOM, OTKPbIBaAKOLLMXCS KOPOTKUM UMMNYnbCcoM (Hanpumep, 3amkm « CISAy).

e CwmeHa 30HbI Npy npoxopae. [NNapameTp Hy>XeH ANsA CMeHbl NPOCTPAHCTBEHHbIX 30H Npu paboTte
¢ yHkumen Global Antipass.

e Fire Alarm B pexume «OxpaHa». [1pyn ycTaHOBNEHHOM bnaxke aBapuinHasi pa3bnokMpoBka
(oTkpbITME npoxoda WY) B crnydae MNOCTYMMEHWs1 ynpaBnsioWero curHana oT YCTpoWcTBa
Fire Alarm npousongetr Takke npu B3ATOM Ha oxpaHy O3, Bknwovawowen pgaHHoe Y.
Mpu cHAaTOM napameTtpe (no ymondaumiwo) B PKO «OxpaHa» curHanbl Ha Bxogax
Tun: Fire Alarm urHopupytoTcs.

19.4. Bknagka «Bxoabi»

[ononHuTtenbHble BXOAbl KOHTPOMNEpoB MOryT ©ObiTb MCMONb30BaHbl Ansd  HabnwogeHus
3a COCTOSIHMEM BHELUHEro o6opyaoBaHWs, NOOKMOYEHHOrO K HUM. BXxoabl MOryT MCnonb30BaTbCs
ANA  NOAKNIYEeHUa KHomku cbpoca TpeBoOru, YCTPOWCTBaA ANs Mofayyn KOMaHAbl aBapUHOWN
pasbnokuposku FireAlarm v gp. [JocTynHbl cnegyowme napaMmeTpbl:

e Twun. PackpbiBaloLwmncsa CnMcok No3eonsieT Boldpatb O4MH U3 CneayoLwmx TUMNoB.:

— Hert. K gaHHomMy Bxogy He NOAKNOYEHO HMKAKoe BHELLHee obopygoBaHume.

— OO6bIYHbIN. K gaHHOMY BXxOA4y MOAKMNIOYEHO BHelHee obopyaoBaHmMe, COCTOSHNE KOTOPOTro
OO0JPKHO OTCNEeXnBaTbCA KOHTponnepom. MoXHO ykaszaTb anroputMm AeUCTBUIN KOHTposnepa
npy NONYyYEHUN YyNPaBsSIOLWEro cMrHana ot NoAKMYEHHOro o6opyaoBaHuS.

— CneumanbHbIn. [NpegHasHavyeH Ans aBTOHOMHOrO copoca TPeBOr, BbIKIMIOYEHUS] CUPEHBI.

— Fire Alarm. lNpegHasHavyeH ONg NOOKIIHOYEHUA YCTPOWCTBA Nogadn KoMaHAbl aBapunHON
pa3briokmpoBkM (0TKpbITMS) Npoxoga NY Fire Alarm.
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— MNoarBepxpeHne ot BBY. [lpegHasHadyeH ans  nogkniodeHuss  Bbixoga BBY,
Ha KOTOpbI NoAAeTCs YNpaBnsAwLWMIA CUrHan B cCnyvae paspeLweHus npoxoaa.
— 3anpet ot BBY. lNpegHasHadeH ons nogkniodeHns sbixoga BBY, Ha koTopbin nogaetcs
yNpaBnsoLWmMi CUrHan B criyqyae sanpeTta npoxoaa.
e HopmanbHoe cocTosiHMe KoHTakTa (Pa3omkHym / 3amkHym). Bblbop napameTtpa 3aBucuT
OT TMNa MOAKMYeHHOro obopyaoBaHus. lMapameTp onpenenseT, Kako ypoBeHb CurHana
Ha BXOAE KOHTpOMsfepa CYNTaeTcsi HopMasrim3oBaHHbIM.

B 3aBncmMMocCTM OT BbIOpaHHOro TMna ocTarnbHble NapamMeTpbl BXO4a MOryT pas3nuyartbCcs.
Tun OObIYHbLIN:

e BpemeHHOMN KpUTEpPUI MacKMpoBaHUA /| akTUBU3auum / HopManusauum:

— Ha yKasaHHoe Bpemsi. BbiGpaHHbIe [OOMNOITHUTENbHbIE BXOAbl OyayT
MaCKMpPOBaHbI / aKTUBM3MPOBaHbI / HOPManM30BaHbl Ha yKa3aHHOE BPeEMS.

— Ha Bpemsa cpabatbiBaHMA. BblbpaHHble — gononHWTEnbHble  BXOoAbl  ByayT
MacCKMpPOBaHbI / aKTUBM3MPOBaHbI / HOPMarnM30BaHbl Ha NPOTAXXEHUN BCEr0 BPEMEHU, Koraa
Ha JaHHOM AOMONHUTENbHOM BxoAe OyaeT npucyTcTBOBaTh YNPaBSOLWWA CUrHan.

— Ha Bpewms cpabaTbiBaHMA U nocne cpabaTtbiBaHUA. BbiGop aToro napametpa aBndeTtcs
KoMOvHaumen pgByx npeablgywunx. BbeibpaHHble gononHuTenbHble BXxoabl  OyayT
MacCKMpPOBaHbI / aKTUBM3MPOBaHbI / HOPManM3oBaHbl Ha BpeMsl, B Te4YeHWe KOTOpOro
Ha AaHHOM OOMNONHUTENbLHOM BXxode GyaeT npucyTCTBOBATb YNPaBNALWMA CUrHan, nioc
yKasaHHOe BpeMsi.

e [lononHuTenbHble BXOAbl, MaCKMpyeMble Npu akTUBU3auMK. DTOT napameTp Mo3BonseT
yKasaTb, Kakne MMEHHO AOMOMHUTENbHbIE BXOAbl KOHTpOMepa AOMKHbI ObiTb MacKMpOBaHbI
(T.e. He BoCNpUHMMATL YNPaBNSALWWA CUrHan OT BHeELHero obopyaoBaHus) Npu nosyYyeHum
yNpaBnsloWero curHamna oT MOAKMKYEHHOr0 K [AHHOMY  OOMOSIHUTENbHOMY  BXOAy
obopynoBaHus. [Anga Bbibopa OTMETbTE Te OONOMHUTENbHbIE BXOAbl, KOTOPblE AO0MKHbI ObiTb
MacKMpOBaHbl. YKaXXnUTe BPEMEHHOW KPUTEPUIN MACKUPOBaHUS.

e [lononHuTenbHble BbIXOAbl, aKTUBU3UPYEMble TMpPU akKTUBU3auMu. ITOT napameTp
Nno3BoOSISIET yKasaTb, KakMe WMEHHO OOMOfHUTENbHbIE BbIXOAbl KOHTpOsfepa AOMMKHbI ObiTb
aKTMBU3NPOBaHblI MPU MNOMyYEeHUM YNPaBNAOWEro curHana oT MOAKIHYEHHOTO K AaHHOMY
aononHuTensHoMmy Bxogy obopygoBaHus. Ons Bblbopa OTMETbTEe Te [OOMNOSHUTENbHbIE
BbIXOAbl, KOTOpPble [OMKHbl ObiTb aKTUBM3UPOBAHbI. YKaXuUTe BPEMEHHOW KpuTepui
akTuBmsauun. CriegyeT 3aMeTuTb, YTO aKTMBMU3aUUS pPENENHOro BbiXxoda, MpuBsSi3aHHast
K aKTMBM3aLMM OOMNOSIHUTENBHOrO BX04a, HE Y4YMTbIBAET BO3MOXHOIO LUYHTUPOBAHUA 3TOrO
BXo4a. ITO OYEeHb BaXKHO And criydaeB npumeHeHus OK3I1.

e [lononHuTenbHble BbIXOAbl, HOpManu3Mpyemblie MNpPU akKTUBM3auuum. IOTOT napameTp
No3BONAET yKasdaTb, KakMe MMEHHO AOMOMHUTENbHbLIE BbIXOAbl KOHTpOMfepa LOMKHbI ObiTb
HOPManun3anpoBaHbl NPU MOMYYEHUN YNPAaBMSIOWEro CUrHana oT MOAKITHYEHHOro K AaHHOMY
aononHuTenbsHoMmy Bxogy obopyaoBaHus. [Onsa Bblbopa OTMETbTEe Te [OOMNOSHUTENbHbIE
BbIXOAbl, KOTOPble AOMMKHblI OblTb HOPManNU3NpPoBaHbl. YKaXUTE BPEMEHHON KpPUTEPUN
HopManusauuu.

Tun CneunanbHbIN:
e Copoc TpeBorn (leHepaTtop TpeBoru). [lpu ycTaHOBKE napameTpa nonyyeHue
ynpaBnsoLLEero curHana Ha 4aHHoM LOMNONHUTENbHOM BXoAe npueegeT K copocy TpeBoru.

Tun MogrBepxaeHue or BBY / 3anpet ot BBY:
e Howmep WNY. MNapameTp 3agaeT Homep UNY, K KOTOPOMY NPUBA3LIBAETCS CYMTLIBATENMbD.

19.5. Bknagka «Bbixoabi»

[lononHuTenbHble BbIXxoabl MOryT GblTb MCNONb30BaHbI AN yNpaBneHus NobbiM AONONHUTENbHBIM
obopynoBaHMeM B pamkax cucteMbl. s HACTPOMKM pecypca AOCTYNHbI CreayoLlmne napaMeTpbi:
e Tun. PackpblBatoLmics CNMCOK NO3BONSIET BbIOpaTh criegytoLme Tunbl Bbixoaa:
— HeT. K gaHHoMy BbIxoay He NoaKYeHo HUKaKoe BHelLHee obopyaoBaHue.

— OObIYyHbIN. K BbixO4y NOAKMYEHO AONONHUTENbHOE 06opyaoBaHMe, Nornka ynpasneHus
KOTOPbIM OMUCLIBAETCS Yepes OMUcaHve APYrux YCTPOMCTB CUCTEMbI (3a UCKIOYEHMEM
pecypca leHepaTop TpeBOrn).
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— leHepaTtop TpeBoru. PelweHne o6 akTMBM3aL MM OONOMHUTENBbHOIO BbIXO4a NPUHMMAaeTCs
B COOTBETCTBMM C NapameTpamu, 3agaHHbIMK AN pecypca MeHepaTop TpeBoru.

HopmanusoBaHHoe cocTosiHue (He 3anumad | 3anumaH). MNMapameTp onpeaensieT, nogaHo
nn ynpaenswowee HanpshkeHue Ha pene Bbixoga Npy HOpManm3oBaHHOM COCTOSIHUMM Bbixoga.
[ns BbixogoB Ne 1 n Ne 2 HopmanuaoBaHHOe cocTosiHue: He 3anuTtaH.

Bpema aktuBusaumu. Bpems, Ha KoTOpoe BbIXOA, NPW HaNUYMU aKTUBU3UPYIOLLLErO
yrNpaBnsawoWero BO3OEWCTBUS, MEHSIET CBOE COCTOSIHME M3  HOPManv3vpoBaHHOTO
Ha NPOTUBOMONIOXHOE.

lpumeyaHue:
[Nocne BKMoYeHUst NnTaHus Bce BbIXO4bl HOPMarin3yrTCA.

19.6. Bknagka «BbiBoAbI»

Bknagka BbIrnsaguT creayowmnm obpasom:

(& KonTponnep 3amka CLO05.2 BEpHYTLCA K CIMCKY

Hassanve LononuurensHsii sexoa Ne1 Tun

Korponnep sanka CLO5.2 OBiunsii sexoa

Beixon vz HopwmaneHoe cocTonmme

He sei6pario He samuan

Bxoas

He seiGpario

Crucok NFC yeTpoiicrs

Cete

Pazroe

BHELLHIE NOAKAIOUEHIAR

Temepatop Tpesori

3amok

BHIBOAL!

CuuTbiBaTens

,D,J'IFI HaCTpOVIKM AOOCTYnNHbI criegyrowme napamMmeTpbl:
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Tun. PackpbiBalowmncsa cnncok no3BonseT BolbpaTe OAMH U3 Criefyowmx TUMNoB:

— HerT. K gaHHOMy BXoA4y He NOAKITOYEHO HMKAKoe BHeLlHee 06opyaoBaHume.

— OObIYHbIN Bbixoa. K Bbixogy MOAKMKOYEHO AOMOMHUTENbHOE O0OpYyAOBaHWe, NOoruka
ynpaBfieHNs1 KOTOPbIM OMUCLIBAETCA Yepe3 OonucaHue Opyrnx YCTPOWCTB CUCTEMbI
(3a ncknroyeHnem pecypca NeHepatop TpeBorm).

— TleHepaTtop TpeBorn. PeweHne 06 aktmsmusauum 4ONOSIHUTENBHOMO BbIXO4A NPUHMMAaeTCA
B COOTBETCTBMM C NapameTpamu, 3agaHHbIMKU AN pecypca MeHepaTop TpeBoru.

— Bxop Fire Alarm. [MpegHasHayeH ONd MOAKMOYEHMS YCTPOWCTBa nodadn KOMaHabl
aBapunHon pasbnokMpoBkn (OTKpbITUA) npoxoga Y Fire Alarm.

— CuHxpoHusupyowmn Bxoa/ Bbixod. BbiBog wucnonb3yetcs Ans  CUHXPOHM3AL MM
COBMeCTHOM paboTbl ABYX KOHTponnepoB npu opraHusdaumm KIlM ¢ koHTponem npoxonos
B ABYX HanpasBneHusix. B 3aTom pexume BbIBOAbI KOHTPOMMEPOB COEOUHATCA Apyr
C Apyrom.

HopmanbHoe coctosinue (He 3anumaH / 3anuman). Belbop napameTpa 3aBMCUT OT Tuna

noakntoyeHHoro obopynosaHus. NMapameTp onpegenseT, KakoW YpoOBEHb CUrHana Ha Bxoge

KOHTpOMnIiepa CYMTaeTCss HOpMarnm3oBaHHbIM.
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19.7. Bknaaka «l'eHepaTop TpeBOrm»
Bknagka BbIMMAAUT crieayowmm o6pasom:
(&5 KoHTponnep 3amka CL05.2 BEpHYTLCA K CTIMCKY

Hazeanve TeHepauws Tpesorv npu Ecnu WAEHTUOWKATOP HE 3APETUCTPUPOBAH >
NPeALABASHVN NASHTUGKKATORA
Kontponnep samka CLO5 2 Her

KomaHgel ynpaBnexusn Tpesoroii CKYJ,

Fenepauun Tpesory npu COpocuTs TpEBOry
Beixon vz HECAHKLMOHIPOBaHHOT Ecnu MAEHTAOUKATOP 3AMPELLEH
pazBrokupoeke WY MloaHATS Tpeaory
He eeibparo Her
leHepauua TPEBOrM NO HEAOMYCTHMO
Bxoas AonremMy oTkpeiTaio MY Ecnu MCTEK CPOK AEMCTBMA

He seibparo (k=

. VLE
Crincok NFC yerpoicts Ecna HAPYLLIEHO BPEMA
Her

Ecnu HAPYLWEHA 30HAJIbHOCTD

Her
Cemh
Ecnu HAPYLLIEH PEXIIM PABOTbI

PasHoe Her

Ecnu HAPYLWEHO KOMWCCUOHNPOBAHME

KomaHgbl gna ycrpoictBa

BHELUHUE MOAKAKOUEHMA
Her

Teneparop Tpesoru

3amok

Beisozs!

CumTbiBaTENs

Pecypc cBsizaH ¢ kKoHTponnepom LY 1 no3sonsieT BbiAenuTb COObITUSA, KOTOPbIE AOMKHbI MPUBOAUTL
K reHepauum TPEBOrM B KOHTPOMMEpPe 1 COOTBETCTBYIOLLEMY YNPaBIEHNIO BblAENEHHBIM BbIXO4OM

TpeBoru (oavH n3 penenHbIX BbIXOA0B KOHTponnepa, ans KOTOPOro
Bbl6paH Tun: NeHepaTop TpeBorun). [JOCTynHbI cnegyowmne napameTpsbl:
e Bknagka leHepauuss TpeBOrM npu npeabABNeHUUM wupeHTudukaTopa — napameTp

NO3BONSIET yKa3aTb CObObITUSA, CBSI3aHHbIE C NpeabsBEHMEM KapT AOCTyna, Npu perucrpaumm
KOTOPbIX NPON30NAET reHepauns TPEBOru:

— ecnu MVOEHTU®PUKATOP HE 3APET'MCTPUPOBAH;
- ecnun VOJEHTUOUKATOP 3AMNPELLEH;

— ecnu UCTEK CPOK OENCTBMUA;

— ecnu HAPYLLEHO BPEMH4;

— ecnu HAPYLLEHA 30HAJNNIbHOCTDb;

— ecnu HAPYLWUEH PEXM PABOTbI;

- ecnu HAPYLLEHO KOMUCCUOHWUPOBAHMUE.

,D,J'IFI KaxKaoro cobbITUS1 €CTb BO3MOXHOCTb Bbl6paTb TWUN TpeBOru:

— Her.

— Twuxana. TpeBora reHepupyeTcs, HO NpY 3TOM He akTUBU3UPYIOTCH BbIXOAbl, ANA KOTOPbIX
BblOpaH Tun: MeHepaTop TpeBOru.

— Tpomkas. eHepupyeTca TpeBora.

o Bknagka NeHepauusa TpeBOru npu HecaHKLUMOHUPOBaHHOM pa3bnokupoBke NY — napameTp
nossonset ana PKLO «KoHmponb» n «3akpbimo» ykasaTb, 6yaeT nvu reHepnpoBaTbCa TpeBora
B Cny4ae MexaHuyeckon pasbriokmpoBkn WY npu nomowim knko4a, To ecTb 6e3 komaHapl
OT KOHTponnepa:

— B PEXUME PABOTbI "KoHTponb",;
— B PEXXUME PABOTbI "3akpbiTo".

e Bknagka leHepauusi TpeBOrM no HeaonycTUMO AONromMy oOTKpbiTUO WY — napametp
nossondet gnsa PKO «Kowmpone» ykasatb, 6ygeT nv reHepmpoBaTtbCs TpeBora B Criyyae,
ecnu nocne oTkpbITUst MY oHO He GbiNno HopManu3oBaHo B TeyeHune MNpeaenbHOro BpemeHu
pa3bnoknpoBKu, 3a4aHHOro B napameTpax atoro Y.
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19.8. Bknagkn «CBouctea JIMKOHA» n «Ctpokn»

Ha

Bknagke ComctBa JIMKOHA pacnonoxeHbl napamMeTpbl HAacTPOWMKM AN KOHTPOMSEpOoB

peructpaumm PERCo LICON CR01.2, CR01.9, CR02.9.

MNpsimoe HanpaBneHue npoxopa. [apameTp No3BoONsieT ykasaTb, B HamnpaBfeHWM Kakoro
N3 cuMTbIBaTENEN MNPOXOA cumTaeTcs BxogoMm. [pu ycTaHOBNEHHOM napameTpe npaBbii
CUMTbIBATENb CYMTAETCS BXOOHBLIM, NEBbIN — BbIXOAHBIM. [1py CHATOM — HAOGOPOT.

llpumeyaHue:

Mpn M3MeHeHnn NPAMOro HanpaeneHUst Npoxoaa NoANMcK ykasaTtenen «Bxod» n «Bbixod»
Ha XKKW He meHsaTca. MUISMeHUTb TEKCT HAfNMCEN yKasaTernen MOXHO B pacKpbiBaroLeMCS
MeHto Jlokanusaumusa otobpaxaemMbIX CTPOK.

Bpema oxupaHusi oTBeTa Ha 3anpoc OT cepBepa cUCTeMbl (MakcumanbHO 12 cek;

no ymonuyaHuio 5 cek). Mone BBoga nos3BonseT 3ajaTb BPeEMS, B TeYEHME KOTOPOro

KOHTpONMEp oXugaeT NonyyeHust oT cepepa CUCTEMbI NepcoHanbHon nHdopmaummn (P0),

CBSI3aHHOW C NpeabsiBIEHHOM kapTol pfoctyna. B cnyyae HEBO3MOXHOCTUM MOMyYeHust

nHcpopmaumm Ha YXKKU otobpaxaeTcst Homep KapTbl.

Bpems nokasa nHdopmaumm o coTpyaHuke (no ymonyanuio 2 cek). [one BBoga nossonset

3agatb Bpemsi, B TedeHne kotoporo Ha YKKW koHTponnepa otobpaxaeTcsa nepcoHarnbHas

WHdopMaLKs, CBA3aHHasa ¢ NpeabABNEHHON KapTon AoCTyna.

3awmTta oT nepeadaun naeHtudmkatopos COTPYOAHUKOB / MOCETUTENEWN (Antipass).

MapameTtp nosgongetr ana PKO «KoHwmponb» onpegenutb peakuuio  KOHTpornepa

Ha npegbsiBNeHMe KapTbl AOCTyna COTPyAHMKa / NoceTUTeNns K CUYATbIBATEN B Crnyyae

HapyLweHusa UM OYHKLUMN KOHTPONs 30HanbHocTh (Antipass). [nsa kaxgoro n3 ykasaHHbix PK

KOHTpOsepa MOXHO BblibpaTb O4MH U3 BUAOB KOHTPONS:

— HeT. KoHTpOnnep He yuntbiBaeT 30HaNbHOCTbL HOMEpPa KapTbl AN1A paspeLleHns ocTyna.

— Msarkasa. KoHTponnep paspewwmuT AOCTyn No KapTe, Npyu 3TOM peructpupyeTcs cobbitue
MOHUTOpUHra  «[lpedbsisrieHue  udeHmugbukamopa, HapyweHue  30HarbHOCMUy,
nocne CoBepLUEHNss  npoxoda  peructpupyetrca  cobbitne  «fIpoxod o  kapme
C HecoomeemcmeueM meKyuweMy MeCmOrONOXEHUI .

— Xectkasa. KoHTponnep 3anpeTtut AOCTyn No KapTe, Npy 3TOM pernctpupyetcsa cobbitve
MOHUTOpUHra «llpedbsgrieHUe Kapmbl C HapyweHUeM 30HarlbHOCmu» W pernctpupyetcs
cobbiTne «3anpem npoxoda Mo npudyuHe HapyweHuUsi 30HarbHocmu». Ecnn cuyntbiBaTento
ana napamvetpa Bepudwmkauua yctaHoBneHo 3HadeHve MAY wnu Codpt, TO Oyger
3anyLleHa npouenypa Bepudukaumm.

KoHTponb BpemeHn pana wupgeHtudukatopos COTPYOHUKOB / NOCETUTENEMN.

MapameTp nossonser pAna BblbpaHHbix PK[O onpegenuTb peakuuio  KOHTponnepa

Ha NpegbsBneHMe KapTbl AOCTyna COTPyAHUKa / noceTuTensa K CYATbIBATEND B Crnyyae

HapyLLEHWS YCTAHOBEHHOrO KpUTEPUS JOCTyNna No BpemMeHu. [ns kaxgoro u3 ykasaHHbix PKL

KOHTpOIepa MOXHO BblibpaTbh O4MH U3 BUAOB KOHTPONS:

— HerT. KoHTponnep He oTcnexuBaeT BPeMEHHbIE KpUTepUM npae AoCTyna KapThbl.

— Msrkun. KoHTponnep paspeLumT aoctyn no npegbsaBreHHON KapTe.
Mpun aTom pernctpupyetca cobbiTue MoHuTopuHra «lIpedbseneHue udeHmMugbukamopa,
HapyweHue gpeMeHU», Nocne CoBepLUEeHNs npoxoaa pernctpupyetcs cobbitue «1poxod rno
Kapme ¢ HecoomeemcmeueM 8peMeHHbIM Kpumepusim oocmyrna.

— XecTkun. KoHTponnep 3anpeTut SOCTyN MO KapTe, NpyY 3TOM perncTpupyertcst cobbiTne
MOHWUTOpPUHra «lpedbseneHue udeHmughukamopa, HapyweHue 8peMeHU»
n permctpupyetca cobbltne «3anpem rnpoxoda, Hecoomeemcmeue B8PEMEHHbIM
Kpumepusim docmynay. Ecnv cunTbiBaTeENto Ans napameTpa Bepudukaumsa yctaHOBNEHO
3HadveHune MAY nnn Codpt, TOo ByaeT 3anyweHa npoueaypa sBepudurkaumnm.

Bknagka CTpOKM NO3BONSieT WM3MEHUTb cogepaHue cooblieHnn, oTobpaxaembix Ha XKW
KOHTponnepa.
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19.9. Bknagka «CuntbiBaTenb»

Bknagka BbIrnsaguT crieayowmnm obpasom:

(& Kontponnep 3amka CL05.2 BEpHYTCS K CTMCKY

Hazeanne 3aLuTa oT nepeaauy 8 PEXUME PABOTbI "Koktpons” >
uaerTuMKaTOpOE COTPY/HVKOB
Koutponnep 2amsa CLOS.2 (Antipass) Her

KomaHgel cunTeiBaTENA

YcTaHosuTb pexim pabotsl "OTKpbITo"
Beixod uz 3awwmTa 0T nepeaaum B PEXWME PABOTbI "OxpaHa”
uaerTudUKaTopos MOCETUTENER YcTaHoBuTh peskiim pabotbl "KoHTpons"
He seiBpaHo (Antipass) Her
YeTaHoBuTh pesim paboTsl "3akpbiTo”
Bxon e KoHTpoAs Bpemern ana
vaeHTudrkatopos COTPYAHWKOB OTKpbiTh (pasbnokuposats) MY
He suiBparo
KowTpons BpemeHin Ana _ 3akpbiTh (3abnokuposats) UY
Crincor NFC yerpoficre uaeHTUGMKaTOpOs MOCETUTENEN

Moareepxaenue ot AY
PaspeleHute 1Y

WasimMate naeHtudukaTops!
noceTuTenelt nocne Npoxoaa

CeTs

Passos [ONOAHUTEALHBIE BLIXOAbL
aKTVEMZMpYEMEIE MPY Pa26AOKMPOEKe
ny

BHELHUE NOAKNIOUEHIA

KomaHgb! gna y<rpoicr Ba

ZlonoanuTensHbI BEHOE
HOpMaAM3MpYEMble NPl

TeHepaTop Tpegori pasbaokuposke WY
LonoauTenHES BEXOAE

3amok. aKTVIBMaMpYeMBIE NPV NPEALABASHNN
B2/MAHBIX MASHTAGUKATOROE

COTPYHVKOB
BuiEoak!

ONOAHUTENLHBIS BLIXGBI

aKTMEM3MpYEMEIE NPU NPEALARNEHUM
Cunteigatens EANUAHBIX UASHTUGUKATOPOE

MOCETUTENEA

Pecypc cBs3aH ¢ koHTponnepom MUY 1 no3sonseT HacTpouTb ¢ nomoLubto MO napameTpbl YHKLNIA
BepuduKaLumm, KOHTPONs MO BPeEMEHW, 3alnTbl OT nepegaym kapt goctyna (Antipass). [JocTynHbl
cneayowme napameTpbl:

e 3awwuTa oT nepepaumn uaeHTudpukatopos COTPYOAHUKOB / MOCETUTENEW (Antipass).
MapameTp nossonser pana BblbpaHHbix PKI onpegenuTb peakuuio  KOHTponsnepa
Ha nNpegbsBreHMe KapTbl AOCTyna COTPyAHUKa / noceTuTensa K CYATbIBATENO B Crnyyae
HapyLweHusa UM OYHKUMN KOHTPONS 30HanbHocTh (Antipass). [nsa kaxgoro n3 ykasaHHbix PKO
KOHTpOsepa MOXHO BblibpaTb O4MH U3 BUAOB KOHTPONS:

— HeT. KoHTpOnnep He yuntbiBaeT 30HaNbHOCTbL HOMEpPa KapTbl 418 pa3peLleHns ocTyna.

— Msarkasa. KoHTponnep paspewwmuT AOCTyn No KapTe, Npyu 3TOM peructpupyeTcs cobbitue
MOHUTOpUHra  «[lpedbsisrieHue  udeHmugbukamopa, HapyweHue  30HarbHOCMUy,
rnocrie CoBepLleHMst  npoxoga  peructpupyetrca  cobbitne  «flpoxod no  kapme
C HecoomeemcmeueM meKyuweMy MeCmOrONOXEHUI .

— Xectkasa. KoHTponnep 3anpeTtut AOCTyn No KapTe, Npy 3TOM pernctpupyetcsa cobbitve
MOHUTOpUHra «llpedbsgrieHUe Kapmbl C HapyweHUeM 30HarlbHOCmu» W pernctpupyetcs
cobbiTne «3anpem npoxoda Mo npudyuHe HapyweHusi 30HarbHocmu». Ecnn cuyntbiBaTento
ana  napametpa Bepudumkauma yctaHoBneHo 3Hadenve NMAY unu  Codr,
TO BygeT 3anyLlieHa npoueaypa Bepudurkaumm.

e KoHTponb BpemeHn ans wugeHtTudukatopos COTPYOQHMKOB / NOCETUTENEN.
MapameTp nos3sonseTr Ana BblibpaHHbiX PKI onpegoenute peakumio  KOHTposnepa
Ha NpegbsBneHMe KapTbl AOCTyna COTPyAHUKa / noceTUTensa K CYATbIBATEND B Crnyyae
HapyLLEHNS YCTaHOBMEHHOrO KpUTEPUS JOCTyNa No BpemMeHu. [Ans kaxgoro u3 ykasaHHbix PKL
KOHTpoOInepa MOXHO BblibpaTb O4MH U3 BUAOB KOHTPONS:

— HerT. KoHTponnep He oTcnexuBaeT BPeMEHHbIE KpUTepUM npae AoCTyna KapThbl.

— Msrkun. KoHTponnep paspeLumT aoctyn no npegbsaBreHHON KapTe.
Mpun aTom pernctpupyetca cobbiTue MoHuTopuHra «lIpedbseneHue udeHmMugbukamopa,
HapyweHue 8peMeHu», TNOoCne COBEpLIEHNss NpPOXOA4a perucrTpupyetcs cobbiTve
«lpoxo0 ro kapme ¢ Hecoomeemcmeuem 8PEMEHHLIM Kpumepusim docmyrax.

— XecTkun. KoHTponnep 3anpeTut SOCTyN MO KapTe, NpyY 3TOM perncTpupyertcst cobbiTne
MOHWUTOpPUHra «lpedbseneHue udeHmucghukamopa, HapyweHue 8pemMeHU»
W perncTpupyetcss  cobbitne  «3anpem npoxoda, Hecoomeemcmeue 8PeMEHHbIM
Kpumepusim docmynay. Ecnv cunTbiBaTeNnto ans napameTpa Bepudukaumsa yctaHOBNEHO
3HayeHue MAY unm Codt, TO OByaeT 3anyweHa npouenypa sepmndmkalmm.
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Paspewenue LY. Tlpu yctaHoBke ddnaxka B PEXWUME PABOTbl "KoHTponb"
ncnono3osanve MNAY npyn PKLO «KoHmponb» B HanpaBneHuuM OaHHOrO cuuTbiBaTens Oyaer
paspeLueHo.

MopTBepxaeHue ot [Y. [lMapameTp nNo3BOMASAET HACTpPOUTb MNPOBEAEHWE npouenypbl
Bepudukaumm ot MNAOY. Mpn ycraHoBke Tuna koHTponsa Her B none B PEXXUME PABOTbI
«KoHTponb» 3aparite Bpemsa oxugaHus noaTBepXKAeHUA nNpu  BepudmKauum.
Mpu yctaHoBke Tuna koHTponsa Oa B none B PEXXUME PABOTbI «KoHTponb» ykaxuTe,
Kakue cobbITss OOMKHbl  ObITb  BepuduumpoBaHbl, U 3ajante Bpemsa oxupaHus
noATBepPXAEHUA Npu Bepudukaumn.

U3bimaTb maeHTUdMKaTOpbl nocetutenenM nocne npoxopa. [lpu ycrtaHoBKe dnaxka
npeabaBneHHasa kapTa JocTyna nocre npoxoga M3biMaeTcsa U3 yYeTHbIX AaHHbIX NoceTuTens,
AaHHble NoceTUTeNsa OTNPaBnsTCA B apxuB. PyHKUUA AOCTYNHA TOMbKO MPU HanNmMyumn CBS3N
KOHTpoOsepa ¢ CeEpBEPOM CUCTEMBI.

[dononHutenbHble BbIXOAbl, aKTUBU3WPYEeMble NpU nNpeabABEHUN BanuAaHbIX
naeHtTudukatopoe COTPYOAHWUKOB / MOCETUTENEWN. [Mapametp nossonsieT ykasaTb
BbIXOAbl, aKTUBU3MpYyeMble Npu MNpeabsBeHUM KapTbl AOCTyna COTpyAHMKa / noceTuTens,
KOTOpPOW BblAaHbl NpaBa 4OCTyNa Ha KOHTponnep (kapTa He 3abnokupoBaHa 1 ee CpoK A4eNCTBUS
He ucTek). OTOT napameTp MOXeT ObiTb MCNOMb30BaH B Criyyae, ecnu K AONOMHUTENbHbIM
BbIXOA4aM MOAKIIYEeHa MHAVKaUWs, UHopmMumpyowasa ornepaTopa O ctaTyce npeabsiBlieHHOM
KapTbl. [na Bblbopa OTMeTbTe Te [LOMNOMHUTENbHbIE BbIXOAbl, KOTOpPble OOIMKHbI ObITb
aKTMBU3NPOBAHbI. YKaXXNTE BPEMEHHOM KPUTEPUI aKTMBU3ALIUN.

HdononHutenbHble BbIXOAbl, aKkTUBU3UpyeMble npu pasbnokupoBke WY. [Mapametp
Nno3BosiSieT yKasaTb, Kakme WMEHHO OOMOMHUTENbHbIE BbIXOAbl KOHTpOMnepa AOSMKHbl BbiTb
aKkTMBu3anpoBaHbl npu pasbnokumposke WNY. Ons Bbibopa oTMeTbTe Te AOMOSHUTENbHbIE
BbIXOAbl, KOTOpble [OMKHbl ObiTb aKTUBM3UPOBAHbLI. YKaXUTe BPEMEHHOW KpuTepui
aKTMBM3auun.

[dononHuTenbHble BbIXOAbl, HOpManuaupyemble npu pasdnokupoBke WUY. MapameTp
Nno3BoSiISieT yKasaTb, Kakme WMEHHO OOMOMHUTENbHbIe BbIXOAbl KOHTpOMfepa AOMMKHbl BbiTb
HOpManuanpoBaHbl npu pasbnokvposke WY. [Ons Bbibopa OoTMeTbTe Te AONOMHUTENbHbIE
BbIXOAbl, KOTOpble AOMKHbl OblTb HOPManusMpoBaHbl. YKaxXuTe BpPEeMEHHOW KpuTepun
HOopManusaumu.

JononHutenbHble BXOAbl, MackupyemMble npu pasonokupoBke UY. MNapameTp nossonser
yKa3aTb, Kakvne MUMEHHO AOMNOMHUTENbHbIE BXOAbl KOHTPONNepa AOMKHbI OblTb MackMpoBaHbl
(t.e. He BOCNPUHUMATL  YNPaBNSOWWA  CUrTHaANM  OT  BHEWHero obopynoBaHus)
npv pasbnokuposke NY. [Ins Bbibopa OTMETbTE Te AOMONTHUTENbHbIE BXOAbI, KOTOPbIE JOIMKHbI
ObITb MaCKMPOBaHbI. YKaXunte BpeMEeHHON KpUTEPUn MacKMpOBaHWS.
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20. NMapameTpbl KoHTponnepoB PERCo CL15, CL15.1, CL15.3, CL15.7,

CR11, CR11.1, CR02.9, CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP,

CT13,CT13.1

B 3aBMCUMOCTM OT TMNa KOHTPOSepa CNMCOK PECYPCOB M COOTBETCTBYIOLLMX MM BKIAL0K MOXET

oTnnyatbes. JOCTynHbI criegyrolmne BKNagku:
o Cetb;

Pa3Hoe;

ny;

HanpaBneHue;

CeHepaToOp TPEBOIH;

CBOMNCTBA;

HanpaBneHue No...;

Bxoabl;

Bbixoabl;
CuutbiBaTenu;

Lntos3;
CocTaBHOM OOBHEKT.

20.1. Bknagka «CeTb»

Bknagka otobpaxaeT MHopMaLuuio o CriefyoLmx ceTeBbIX NapaMeTpax:

¢ |IP-agpec;

e Macka nogcetu;
e IP-agpec wnto3a;
¢ MAC-agpec.

OkHO nmeeT cnegyoLwnn BUA;
[C:) KOHTpOIU'Iep CTL14 BEPHYTBCA K CIMCKY

HazeaHue IP-aapec

Koxtponnep CTL14 10.1.201.148

Macka noacetn

T 255.0.0.0

IP-aapec wao3a

PazHoe
0.0.0.0

Brixoas! MAC-aapec

00:25:08:01:C9:94
Broaw

CunTeiBaTenmn
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20.2. Bknapka «PasHoe»

Bknagka BbIrmsauT cneayowmm obpasom:

Hassanue Bepowa Npowmeks
Kowtponnep CL15 2.2.37
Bulxog Uz Yacoeoii nosc
He eribpaHo Yacoeoli noAc cepeepa cUcTeMsl
Bxod 8 CoxpaHATe COBEITVIA C NOKANEHEIM BPEMEHEM KOHTPOANEPA

He ebi6pato BulcTpas Nepefayda AaHHbIX

Cnucok NFC ycTpolicte

Cete

Paznoe

Bknapgka cogepXuT cnegyoLwmne HacTponKK:

e Bepcus npowmBkmu — B none otobpaxkaeTcsa Bepcus NpoLLmMBKM BCTpoeHHoro 10 koHTponnepa.

¢ YacoBow nosic — BbiNnagaroLmi CNMCOK NO3BOSSIET BblIbpaTh YacOBOM NOSC KOHTpoepa.

e CoxpaHATb COObITUA C NOKarbHbIM BpeMeHeM KOHTponnepa — npu ycTaHOBNEHHOM
dnaxke cobblTUA COXPAHATCA B COOTBETCTBMM C BPEMEHEM W LATOW, YCTAHOBMEHHbIMU
B Web-nHtepdelice koHTponnepa.

o bBbicTpas nepegaya AaHHbIX — ecnv B npouecce nepefayvy AaHHbIX BO3HWUKIWM nNpobnemsl,
dnaxok € napameTpa HeobXO4MMO CHATb ANs NPOBEAEHUA MOSTHOM  AMAarHOCTUKM
cneumanuctTamm TeXNOSOEPXKKN.

20.3. Bknapka Uy
Bknagka BbIrnaguT crnegyowmm obpasom:

& JIBycTOpOHHWIA 3amok BEpHYTHCA K CIMEKY

HazeaHne ANropUTM >
P
JIBYCTOpOHHMIA 3aMoK Ne1 ATN
MocTaBUTL Ha OXPaHy
Beixog uz PerncTpauna npoxoaa no NpeabABASHMIO MAeHTWGKKaTOpa
CHATb € 0XpaHbl
HexoHTponpyeman Teppuop... & Bpems yaepXaHUA B PazBNOKNPOBAHHOM COCTORHMAM (EREMA aHANMA
naeHTHguKaTopa) CHeTb Tpesory
3
Bxoa 8 CexyHab!
COpOCHTL 30HANBHOCTE
Pabouan zo0Ha ]
MpeaensHoe Bpems PazbnoOKMPOBKM
Crncor NFC yerpolicts 8 CexyHasl
Pexm paboTel Beixoda ynpaenequa MY o
g
MoTeHuMansHbIA ,g
9
g
wy Hopmanusauns ssixoaa MY §
N N L]
Mocne "OTrpoITMA E
HanpaeneHme N21 3
o
3agepxKa Ha 3aKpsITME WAarbayma T
Hanpaeaexme N22 250 MuanmcekyHab! E
x

leHepaTop Tpesoru

Peakuusa Ha Fire alarm e pexume patoTs! "OxpaHa”

Pazbnokmposate MY

Bpema uaeHTudUKaLMN NnocTaHoBKW/CcHATMA PK "Oxpana”

8 CexyHAb!

BHYTpeHHAR 3alUMTa OT nepesaun uaeHTUdukaTopos (Local Antipass)

O6paTHoe HanpasAeH1e Npoxoaa

[lna HacTponkn JOCTYMHbI creaytowme napameTpsb!:
e AnropuTtm — onpegenseTt anroputm paboTel yHMBepcansHoro NY:

— 3amok;
— TypHuker;
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— AT,

— LWnros.

Peructpauusa npoxoaa no npeabAaBNeHUIO naeHTU(UKaTopa — ecnm pnakok yCTaHOBMEH,

coOblTMe COBepLUEHUA npoxoda perucTpupyetca cpasy mnocne nogHeceHusa KapThbl

JocTtyna / ckaHnMpoBaHus nanbLua 6e3 oxumgaHus curHana oT gatyvka npoxoga. Ecnu donaxok

He yCTaHOBIIEH, TO cobbiTUe CoBepLUEHNS NPOoXoda perncTpupyeTcs nocne nogHeceHns KapTbl

AocTyna / ckaHMpoBaHusa nanbla u cpabaTbiBaHUS AaTymka npoxoaa.

Bpems yaepxaHus B pa36oKMpoBaHHOM COCTOSIHUM (BpeMs aHanu3sa naeHtudukaropa)

— YCTaHaBNUBAaET BPeMsl, KOTOPOE OOSMKHO NPONTN oT pasbnokuposkm NY 0o ero 6rokMpoBku

nocne ycnewHom ayteHTuumkaumm. 3a aTo Bpems He06X04MMO COBEPLUUTL Npoxoq, nHade NY

3abnokupyetcs. NapametTp mMoxeT ObiTb 3agaH B MHTepBane: oT 1 cekyHabl OO0 4 MUHYT;

©ecKoHeuHo.

MpepnenbHoe Bpems pa3GrioKMPOBKM — NapaMeTp NO3BOMSET yka3aTb BPEMS, MO UCTEYEHUN

KOTOPOro KoHTponnep cdopmupyeT coobuweHne «MY He 3akpbimo rocre npoxoda

rno udeHmughukamopy» Nno npudnHe Toro, 4to LY He 3abnokuposaHo. MapameTp MoXeT BbiTb

3agaH B uHtepBane: ot 250 go 750 munnucekyHg ¢ warom 250 munnucekyHa; ot 1 cekyHabl

00 4 MVHYT; 6GECKOHEYHO.

Pexnm paboTbl Bbixoaa ynpaBneHusa UY — onvcbiBaeT NOrnky ynpaeneHns NOAKMHOYEHHbIM

ny:

— lMoTeHUuManbHbLINA.

— UMNYnNbCHBbIN — peXunm ynpaBneHns NpuMeEHSIeTCa TONbKO A8 3aMKOB, NoA4EPKUBaOLLNX
9TOT pexum. PekomeHaoyeTcs ucnonb3oBaTb [AfS  9MNEKTPOMEXaHUYeCKMX 3aMKOB
C CamMOB3BOJOM, OTKPbIBAKOLLUXCS KOPOTKUM UMMNYNbCOM (Hanpumep, 3amkm « CISAy).

Hopmanusauua Bbixoga WY — napameTp onpegensier, B Kakoh MOMEHT HOpmanuayeTcs

COCTOSIHME BbIXxoa ynpasneHus NY:

— NMocne «OTKpbITUAY;

— Mocne «3akpbiTUA».

Peakuusa Ha Fire Alarm B pexume paboTbl «OxpaHa» — onpedensieT peakumo Ha KomaHgy

oT ycTpounctea Fire Alarm:

— Pas6nokupoBatb UY;

— bnokupoBatb WY.

Bpemsa unpeHtucpmkaumm nocraHoBku / cHatua PKL «OxpaHa» — ycTaHaBnuBaeT Bpems,

B TeYeHMe KOTOPOro nosb3oBaTtesib 4S8 YCnewHon naeHtudukaumm ansa cHAtTna Y ¢ oxpaHbl

OOIKEeH npeabABUTb nanew nocne npeabaBNeHus naeHTudukartopa,

ecnu «Cxema udeHmuchukayuu o oxpaHe» B MNpaBax MNonb3oBaTenst nogpasymeBaeT

nocrniegoBaTtenbHoOe npegbsBneHne ngeHtudukatopa n nanbua (cm. «llapamempsi docmyna

koHmpornnepoe PERCo-CR11, CT13, CT/L14 u CL15» B nogpasgene «llabnoHbl goctyna»

pasgena «Bropo nponyckoB» Pykosodcmea nonb3oeamensi PERCo-WB, PERCo-WBE,

PERCo-WS, PERCo-WSE).

BHyTpeHHss 3awmta OT nepepaun wupeHtudpmkatopoB (Local Antipass) -

npv yCTaHOBIIEHHOM NapameTpe KOHTPOIEpP OTCrexXnsaeT NOBTOPHbIE CriyYan npeabsiBNeHns

KapTbl gocTtyna / GuovaeHTugmkaTopa OAHOro 1 TOro Xe COTPYAHMKA K TOMY XXe CYMTbIBATEN!O.
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20.4. Bknagka «HanpaBneHue»

Bknagka BbIrnsaguT crieayowmnm obpasom:

Hassarne 3awwTa or nepeaas 8 PEXVIME PABOTHI "OTicpriro” >
upenTHbUKaTOpoE COTPYAHWKOB
Kowtponnep CL15 (Antipass) Her

KomaHak! cuntuiBatens

YcTaHoBuTE pexim paboTsl "OTkpbTo"
Boixoa ns JalwwTa oT Nepeaaum B PEXVUME PABOTbI "KonTpons" ~
uaeHTAduKkatopos MOCETUTENEN VCTaHOBNTL PEXMM paloThl "KoHTposik”
HekoHTponupyeman Tepputop... € (Antipass) Het
YcTanosuTh pesxam pabotsl "3akpeiTo”
i KoHTposb Bpemen ans B PEXUME PABOTHI "Oxpania”

uaenTvbuKaTopos COTPYAIHWKOB " OTkpuiT (pastinokuposats) MY
-

Broa e
Otaen npogax [<]

KoHTponb BpemeHw ans . 3aKkpbITh (3abnokupoBats) MY
waeHTudmkaTopos MOCETUTENEN

Crncor NFC yerpoiicra
Bepudurauna

Kommecuonmposatite

Vaeiars ugeHTndwkaTops:

Cene .
NOCETWTENE

Pastoe ToARepKa KaPTOMPUENHILKE ANS
unenTwduKaTopos MOCETUTENEN

ny

Komanabi ans ycrpoiictsa

Hanpagnenve

[lna HacTponkn JOCTYMHbI creaytowme napameTpsb!:
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3awmTta oT nepeaaun uaeHtudmkatopos COTPYOAHUKOB / MOCETUTENEN (Antipass).

MapameTp nossonser pAna BblbpaHHbix PK[ onpegenuTb peakuuio  KOHTponnepa

Ha NpegbsBneHMe KapTbl AOCTyna COTPyAHUKa / noceTUTensa K CYUATbIBATEND B Crnyyae

HapyweHus uM dQYHKUMM  KOHTponst 3oHanbHocTM  (Antipass). Ona PKLO «OxpaHa»

n «KoOHMpPOosib» MOXHO BbIOpaTh OANH U3 BUOOB KOHTPONS:

— HeT — KOHTpOMnnep He yunTbiBaeT 30HaNbLHOCTb MAEHTUdUKaTOpa KapTbl ANs paspeLleHuns
pocrtyna.

— Msarkaa — KOHTponnep paspewuT AOCTyn No KapTe, npu 3TOM nepepaeTca cobbiTve
MOHUTOpUHra  «[lpedbsisrieHue  udeHmugbukamopa, HapyweHue  30HarbHOCMUy,
rnocrie CoBepLleHMst  npoxoga  peructpupyetrca  cobbitne  «flpoxod o  kapme
C Hecoomgemcmeuem mMeKyu,emy MeCmOoroIOXEeHUI».

— XecTkasa — KOHTponnep 3anpeTuT AOCTyn MO KapTe, Npu 3TOM nepepaetcsi cobbiTve
MOHUTOPUHra «llpedbsgrieHUe Kapmbl C HapyweHUeM 30HarlbHOCmu» W pernctpupyetcs
cobbiTne «3anpem rpoxoda o nPUYUHE HapyWweHUsT 30HalIbHOCMU».

KoHTponb BpemeHn ana wuaeHTudmkatopo COTPYOHWUKOB / MOCETUTENEMN.

MapameTp nossonser pAana BblbpaHHbix PKI onpegenuTb peakuuio  KOHTponnepa

Ha NpegbsBneHMe KapTbl AOCTyna COTPyAHWKa / NOCeTUTENa K CYUATbIBATEMD B Cryyae

HapyLleHns YCTaHOBMNEHHOro Kputepusa poctyna no BpemeHun. [Ona PKO «OxpaHa»

n «KoOHMpPOosib» MOXHO BbIOpaTh OAMH U3 BUOOB KOHTPONS:

— HeT — KOHTpONNep He OTCreXnBaeT BPpEeMEHHbIe KpUTEPUKN Npas JOCTYNa KapThbl.

— Msrkum — KOHTponnep paspeLwmt AOCTyn No NpegbaBeHHON KapTe, Npy 3TOM nepeaaeTcs
cobbITMe MoHUTOpUHra «[IpedbsieneHue udeHmughukamopa, HapyweHue speMeHu», Nocne
COBEpLLEHUS Npoxoaa perncTpmupyetcsa cobbitue «1poxod no kapme ¢ Hecoomeemcmeuem
8peMeHHbIM Kpumepusim docmynay.

— XKeCTKMW — KOHTponnep 3anpetuT AOCTyn no KapTe, Npu 3TOM nepedaeTcs cobbiTue
MOHWUTOpPUHra «lpedbsieneHue udeHmucghukamopa, HapyuweHue 8pemMeHU»
n peructpupyetcsa cobbltme «3anpem npoxoda, Hecoomeemcmeue  BPEMEHHbIM
Kpumepusim docmynay.

Bepudmkaumsa:

— YpoBHu Bepucmkaumm (ot 1 go 4). MNMapameTp nossonseT 3agaTb TUN_U OYEPEOHOCTb
Bepudumkaumm. [JOCTynHbl crnegyowme TUnbl BepudnkaLmm Ansi Kaaoro ypoBHS:

Codr;

Codh1, ecnu noakntoUeH;

nay;

BBY;

BBY2;

BBY3;

nay Bbi6opoYHO;

O O O O0OO0OO0OO0
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O OO O0OO0OO0OO0OO0

BBY BbIGOPOUHO;

BBY2 BbIGOPOUHO;

BBY3 BbIGOPOUHO;
CyeT4YMK NpPOXOa0B;
Ankobapbep;
Ankobapbep BbIGOPOUHO;
Ankopamka;

Ankopamka BbIGOPOUHO.

llpumeyaHue:

Ona BbibopoyHon Bepudukaumm (MAY BbIGOpo4yHo, BBY BbIGOpoYHO, Ankobapbep
BbIOOPOYHO, AnKkopamMKa BbIOOPOYHO 1 Mp.) Ha BKNagke BbIbpaHHOMo TMna Bepundmkaumm
HeobxoouMO yKasaTb 3HayeHue napameTpa BeposiTHOCTb 3anycka Bepudukauum
(0..100%), otnunyHoe ot 0 n 100.

Codpr. NMapameTp no3BonsaeT 3agaTb BPEMSA OXMAAHUS NOATBEPXKAEHUS.
nay v BBY. [Ina Bknagok AOCTYMHbI cnegytowme napameTpbl:

O

MoaTBepxaeHne npoxoga:

npu npoxoge COTPYAHUKOB;

npu npoxoge COTPYOHUKOB c HAPYLLUEHMEM BPEMEHMU;

npu npoxoae COTPYOAHUKOB ¢ HAPYLUEHMEM 30HAJIbHOCTW;

npu npoxoae MOCETUTENEWN;

npu npoxoge MOCETUTENEN ¢ HAPYLLEHUEM BPEMEHMU;

npv npoxoae NMOCETUTENEN ¢ HAPYLLEHMEM 30HAJIbHOCTW.

MoaTBepxaeHue npoxopa ansa NMOCETUTENEWN. Mapametp nossonsieT BbiGpaTb

AONOMHUTENBHOE YCNOBME NPOBeAEHUSA NpoLeaypbl Bepudukaumm gns noceTutenem:

v" MocTosiHHO. Bepndukaums npoBoamTcs HE3aBUCUMO OT CPOKa AENCTBUS KapThbl.

v B nocnegHun AeHb AencTtBuA wmaeHTUdMKatopa. Bepudumkaums npoBoantcs
B CNny4yae, ecrnv garta npegbsBreHnsa coBnagaeT ¢ 4aTON OKOHYaHWsS Cpoka AeWCTBUSA
KapTbl.

Bpema oxugaHua noatTBepxAaeHuA. [lapameTp nNO3BONSET YCTaAHOBUTL BpPEMS,

B TEYEHMe KOTOpOro KOHTponnep oxuagaet nogTeepxaeHue 3anpoca

OT BepudunuupytoLLero ycTponcTaa.

ASANENENENEN

Mo ucteyeHUM BpeMeHU OXMAAHUA NOATBEPXKAEHUS reHepupoBaTb COObITMeE.
MapameTp no3BonsieT BbibpaTb COObITWME, PErMcTpMpyemMoe B Crlydae OTCYTCTBUSA
noaTBepXaeHnsa npoxoda ot BBY:
v/ 3anpeT npoxoaa ot BBY. PekomeHayeTcs B crniydae noaknodeHus BBY, umerollero
TONbKO OAMH BbIXOA pa3peLLeHns Npoxoaa.
v/ OTka3 oT npoxopfa, HeT oTBeTa oT BBY. PekomeHayeTca B criyyae MoAKMOYEHUs
BBY, umetoLLero BbIxogbl Kak st paspeLleHnst npoxoda, Tak 1 A4ns 3anpeTta npoxoaa.
BeposiTHOocTbL 3anycka Bepudpmkauum (0..100%). NMapameTp nosBonseT HacTpouTb
BbIGOPOYHYIO BepudmKaLmo nonb3oBarenen B Cnyyae  HeobxoaumocTu
(Hanpumep, onst yBenNn4eH1s NponyckHOM CNOCOBHOCTM TOYKM KOHTPONS). [pu ycTaHoBKe
KaKoro-To 3HayeHus Onsi gaHHoro napametpa, otnuyHoro ot 0 n 100, Bepudukaums
OyaeT 3anyckaTbCa B COOTBETCTBMM C YKa3aHHOW BEPOATHOCTBIO MO NCEBAOCyYalHOMY
anroputmy. Ons BeibopoyHon Bepudmkaumm Ha Bknaake Bepudmkaumsa nomkeH 6biTb
ycTaHoBNeH (pnaxoKk HanpoTUB COOTBETCTByKOWeEro Tuna Bepudukaumn: MOY
Bbl6opo4Ho, BBY BbIGOpo4HO, BBY2 BbIGOpOoU4HO 1 BBY3 BbIGOPOUHO.

CueTuuk. MapameTp no3BonseT 3agaTb BpeMs OXXMOAHWUS NOATBEPKAEHUS.
Ankob6apbep. [1ns BKNagku AOCTYMHbI CreayoLlme napaMeTpbi:

o}

o
o
o

IP-agpec anko6apbepa;

MopT ankob6apbepa;

CeTeBoe nms ankobapbepa;

MpoTokon:

v' HTTP (06bl4HOE coeauHeHue);

v HTTPS (3awmncpoBaHHOe coeguHeHNE).
MoaTBepXxaeHue npoxopaa:

121



Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

v' npu npoxoge COTPYOHUKOB,;

v npm npoxoae MOCETUTENEMN.

MoaTBepxaeHue npoxopa ansa NMOCETUTENEWN. Mapametp nossonsieT BbiGpaTb

AOMOMHUTENbLHOE YCNoBMe NpoBeAeHUs npoLueaypbl Bepudukaumm Ans noceTutenen:

v TMocTosiHHO. Bepudukaumsi NpoBoANTCA HE3ABMCMMO OT CpoKa AEeNCTBUS KapThbl.

v B nocnegHun AeHb AencTBus uaeHTudumkatopa. Bepudumkaums nposoguTcs
B CNnyyae, ecrnv gata npegbsBrieHnsa coBnagaeT ¢ JaTON OKOHYaHUS Cpoka AenCTBUSA
KapTbl.

Bpemsa oxupaHus noaTBepxaeHus. [lapameTp nO3BONSAET YCTAHOBUTb BpEMS,

B TEYEHMEe KOTOPOro KOHTPONSep oxuaaeTt noaTeepxaeHve 3anpoca ot Ankobapbepa;

Mpu otcytcTBUM oTBeTa OoT Ankobapbepa. [NapameTp no3sonseT BbibpaTh cobbiThe,

pPErncTpmpyemoe B criydae oTCyTCTBUS NOATBEPXAEHMSA npoxoaa oT Ankobapbepa:

v/ 3anpeT npoxopa ot Anko6apbepa.

v' OTKa3 oT npoxoaa, HeT oTBeTa oT Ankobapbepa.

BepositTHocTb 3anycka Bepudumkauum (0..100%). MapameTp no3BonseT HacTpouTb

BbI6OPOUHYIO Bepudukaumo nonb3oBareneun B cnyvae HeobxoanmocTn

(Hanpumep, oNst yBeNM4eHMs NponyckHOM CNOCOBHOCTM TOYKM KOHTpons). [pu ycTaHoBKe

Kakoro-To 3HayeHuda Ons gaHHoro napametpa, otnuyHoro ot 0 n 100, Bepudumkaums

OyaeT 3anyckatbCa B COOTBETCTBMM C yKa3aHHOW BEPOSATHOCTLIO MO NCEBAOCyYalHOMY

anroputmy. [Anga BeibopoyHon Bepudmkaumm Ha Bkrnagke Bepudumkaumsa gomkeH ObiTb

yCTaHOBIIEH (hraXoK HAaNpOTUB Tuna Bepudukaumm Ankobapbep BbIGOPOUHO.

— Ankopamka. [Ina Bknagkv OOCTYNHbI creayowme napaMmeTpbi:

o
o
o

IP-appec;

MopTt UDP;

NMoaTBepxaeHue npoxoaa:

v" npu npoxoge COTPYOHUKOB,;

v' npu npoxoae MOCETUTENEN.

MoaTBepxaeHue npoxopa ansa NMOCETUTENEWN. Mapametp nossonsieT BbiGpaTb

AONOMHUTENBHOE YCNOBME NPOBEAEHUSA NpoLeaypbl BepuduKkaumm gnst noceTutenen:

v TMocTosiHHO. Bepudukaunsi NpoBoANTCA HE3ABMCMMO OT CpoKa AEeNCTBUS KapThbl.

v B nocnegHun AeHb AencTtBuMA wmaeHTUdMKatopa. Bepudumkaums npoBoantcs
B CNnyyae, ecrnv gata npegbsBrieHnsa coBnagaeT ¢ JaTON OKOHYaHUS Cpoka AenCTBUSA
KapTbl.

Bpemsa oxupaHusa noartBepxaeHus. [lapameTp no3BonseT YCTaHOBUTbL BpeMS,

B TEYEHMEe KOTOPOro KOHTPOSSiep oxunaaeTt nogTBepxaeHue 3anpoca ot ArKopamku;

Mpu otcytcTBUM oTBeTa OT Ankopamku. lMapameTp nossonsieT BbiOpaTb cobbITME,

pPEerncTpmpyemoe B criydyae OTCyTCTBUSI NOATBEPXKAEHMSA Npoxoaa OT ANKOpaMKK:

v/ 3anpeT npoxoaa oT ANKopaMKHu.

v/ OTKa3 oT npoxoaa, HeT oTBeTa OT ANKOPaMKM!.

BepostHoCcTb 3anycka Bepudumkauum (0..100%). MapameTp no3BonseT HacTpouTb

BbI6OPOUHYIO Bepudumkaumo nonb3oBartenemn B cnyvae HeobxoanmocTn

(Hanpumep, onsa yBenuyeHnst NponyCcKHOM CNoCOBHOCTM TOYKM KOHTpons ). [Npn yctaHoBKe

Kakoro-To 3HayeHud Ons gaHHoro napametpa, otnuyHoro ot 0 n 100, Bepudumkaums

OyneT 3anyckaTbCs B COOTBETCTBMM C YKa3aHHOW BEPOSTHOCTLIO MO NCeBOOCyYanHOMY

anroputmy. [nga BeibopoyHon Bepudmkaumm Ha Bkrnagke Bepudumkaumsa gomkeH ObiTb

yCTaHOBIIEH (praXXoK HaNpOTMB Tuna Bepudukaumm AnkopamMmka BbIGOPOYHO.

e KomuccuoHupoBaHue.

— Bpemsa oxupaHua. [lapameTp no3BonsieT YCTAHOBWUTb BPEMsi, B TEYEHWE KOTOpOro
KOHTpOSnep oxugaeT NoATBEPXAEeHMe 3anpoca.

— Bpemsa ngeHtudpukauunm.

— BKNoYMTb KOMUCCUOHMpPOBaHME ANA [aHHOro HanpasneHus. [MapameTp no3sonset
YCTaHOBUTb KOMUCCUOHUPOBaHWe AN AaHHOro HanpasneHus. MNpu gobasneHuun B wabnoHe
Aoctyna MOMELWEHNsS C KOMWUCCUMOHMPOBAHMEM [AaHHbIA napamMeTp YyCTaHaBnMBaeTCH
aBTomMaTtmyeckn. B cnyyae OBYCTOPOHHEN TOYKM NPOXoAa napamMeTp YCTaHOBUTCS Ha ob6enx
BKNnagkax HanpasneHun npoxoga (HanpaBneHune 1 n HanpasneHue 2).

e M3bimaTb upeHtudukatopbl MOCETUTENEN. ®yHKUMA JOCTYMHA TOMBKO MPU HaNMMuWu

CBSA3N KOHTpOMfepa C cepBepoM cuctembl. [lapameTp nossonseT BblibpaTb ycrnoswue,
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npuv KOTOPOM uMAeHTUdMKaATOP NpeabsBNeHHON KapTbl AOCTYMNa noceTuTens aBToMaTUyecKu

yoanseTcs.

— HeT. laeHTncpmkaTop He yaanseTcsa aBToOMaTUYECKN.

— TMocne nwboro npoxopaa. VigeHTndurkatop yaanseTcs npy NnepBoM npegbaBneHun.

— NMocne npoxoga B nocnegHMn OeHb AeNCTBUA uaeHTudwmkatopa. MoeHtudukaTop
yoanseTcsl, ecnu garta npeabsBreHnss coBnagaeT C A4aTov OKOHYaHMsl cpoka AEencTBus
KapThbl.

e Mopapepxka kapTonpueMHuka ans naeHtTudukatopos MOCETUTENEN.

20.5. Bknagka «I"'eHepaTop TpeBOrn»

Bknagka BbIrnsaguT crieayowmnm obpasom:

E\B Komponnep CL15 BepHyTbCs K CriMcKy

Hazeanne TeHepaUya TPREaTM Npu Ecan VAEHTUOUKATOP HE 3APETVICTPHPOBAH >
npemLABAeHNY aeHTUdMKaTOpa
KowTponnep CL15 Ecin VAEHTUOUKATOP 3AMPELLEH
MeHepaumra TPEBorM Npu ) .
AT Ecin VICTEK CPOK EACTBMA

pasbnokmpoexe MY MNoaHsaTe Tpesory
Ecnu HAPYLIEHO BPEMA

Komanpgel ynpaBnenna Tpesoroii CKY[,

CbpocnTe Tpesory

Beixog uz

HekoHTpoaupyemar Tepputop... €

7EHEPEUMH TREEOTM MO HegZONyCTMMO Ecnn HAPYLIEHA 30HANBHOCTD
Bxoa & L AoAromMy oTkpeIThio Y

Ecan HAPYLIEH PEXMM PABOTD
Xonn (]
Ecnn HAPYLIEHO KOMWCCHOHWPOBAHUWE

Cnncok NFC ycrpolicTe
Mpwu 3AMPETE OT AJIKOBAPLEPA

Mpw 3AMNPETE OT ANIKOPAMKA

Cete
PazHoe

ny

KomaHpae! pna ycrpoiictea

HanpaeneHwe

leHeparop Tpesorn

Pecypc cBsizaH ¢ koHTponnepom Y 1 no3BonsaeT BbigenuTb CObbITUSA, KOTOPbIE AOMKHbI NPUBOANTL
K reHepauun TpeBoru B KoHTposnnepe. [JocTynHbl cneayowme napameTpbi:

e Bknagka [eHepauus TpeBOrM npu npeabABMEeHMU upgeHTUdMKaTopa — napameTp
No3BONSET yKka3aTb COObITUSA, CBA3aHHbIE C NpeabsaBleHNEM KapT AOCTyna, Npyu pernctpaunm
KOTOPbIX NpOM30NaeT reHepauus TpeBoru:

— ecnvu WOEHTU®UKATOP HE 3APETMCTPUPOBAH;
— ecnvu WOEHTU®UKATOP 3ANPELLUEH;
— ecnu UCTEK CPOK IEACTBUS;
— ecnu HAPYLLEHO BPEMH4;
— ecnu HAPYWEHA 30HAJIbHOCTb;
— ecnu HAPYUWEH PEXXUM PABOTbI;
— ecnu HAPYWEHO KOMUCCUOHUPOBAHMUE;
— npu 3AMNPETE OT AJIIKOBAPbEPA;
npu 3AMNPETE OT AJIKOPAMKMW.

o BKnaqKa FeHepauusa TpeBOrn Npu HecaHKUMOHMpPOBaHHOM pa3bnokuposke UY — napameTtp
nossondaet gns PKL «KoHmporb» n «3akpbimoy ykasaTb, OygeT nn reHepmpoBaTthCsl TpeBora
B Crnydae MexaHuyeckon pasbnokmpoBkn WY npu nomowm knkoya, To ectb 6e3 komaHapl
OT KOHTposnrnepa:

— B PEXXUME PABOTbI "KoHTponb";
— B PEXXUME PABOTbI "3akpbiTo".

e Bknagka leHepauus TpeBorm no HeaonycTtumo ponromy oTkpbiTuio UY — napametp
nossonset ana PKO «KoHmponb» ykasatb, Oyaetr nu reHepupoBaTbCs TpeBora B crnydvae,
ecnu nocne oTkpbITA MY oHO He 6bino HopManuaoBaHo B TeveHue MNMpeaenbHOro BpeMeHu
pa36noKNpPoOBKN, 3a4aHHOMO B NapameTtpax atoro LY.
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20.6. Bknapka «Bxogbi»

Bknagka BbIrnsaguT crieayowmnm obpasom:

Hazeanme

1 - exoa In1 Tun

Kontponnep CTL14 2 - Bxoa In2 Curnan npoxoga

Cetb

Pazroe

3 - exog In3 KoHTtpoanep

4 - pxog In4 JeycTopoHHUA 2amok N21

- exoq In5 HanpaeneHwe

w

6 - exog InG HanpaeneHwe 1

Bb\XO,ﬂ,bl 7- BXOA, DUA 1 HOPMEIII!:HOE COCTOAHWE KOHTaKTa

Bxoakl

3amkH
8 - exog DUSt 1 b

9 - exog DUB 1

CumTeIEaTRAN

10 - exon DUA 2

[nsa HacTPONKN BXOAOB OOCTYMHbI criefyoume napaMeTpbl:
e Twun. Boinagarowmnn cnmcok no3sonsieT BoldpaTtb 04MH U3 CneayoLwmx TUNoB;
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OG6bI4HbIN. K faHHOMY BXOA4y MOAKMNIOYEHO BHeELLIHee obopyaoBaHmMe, COCTOSHNE KOTOPOTro
OOJPKHO OTCNEeXnBaTbCsA KOHTponnepom. MoXXHO ykasaTb anroputMm AeUCTBUIN KOHTposnepa
Npv NoNyyYeHnn ynpaensoLero curHana ot nogknio4eHHoOro 00opyaoBaHus.

KHonka MNAY-Bbixoga.
KHonka NAY-cron.
CurHan npoxopaa.

Bxoa Fire Alarm. [lpegHasHayeH Ans MOAKMNKYEHUS YCTPOWMCTBA MoAdadn KomMaHgbl
aBapuiiHon pa3bnokmpoBku (OTKpbITMA) npoxoga UY Fire Alarm.

Bxoa noartBepxaeHus BBY. [lpegHasHadeH pgna  nogknodveHnsa Bbixoga BBY,
Ha KOTOpbI NofaeTcd ynpaBnsAoLWniA CUrHan B criydae paspeLleHms npoxoaa.

Bxop 3anpeta BBY. MpegHasHa4veH onsa nogknioyeHmns Boixoga BBY, Ha koTopbi nogaeTtcs
ynpaBnsioLWmi CUrHan B criydae 3anperta npoxoga.

Bxop cobpoca TpeBoru.

KoHTponnep. MapameTp no3eonseT BbibpaTb KOHTPOSEP.

HanpaBneHue. [lapameTp 3agaeT HanpasneHne WY, K KOTOpOMYy npuBA3bIBAETCS
cuuTbiBaTerb.

HopmanbHoe coctosiHMe koHTakta (3amkHym /Pa3omkHym). Bblbop napametpa 3aBucut
OT TMNa MOAKIMYeHHOro o6opyaoBaHus. MapameTp onpenensieT, Kakow ypoBeHb curHana
Ha BXOAe KOHTpOMfepa cC4nTaeTcss HopMarnmM3oBaHHbIM.
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20.7. Bknapka «Bbixogbi»

Bknagka BbIrnsaguT crieayowmnm obpasom:

HazeaHue 1 - ewixog NO1/C1/MNCT Tun
Kontponnep CTL14 2 - ewixon NO2/C2/NC2 Beixoa ynpaeaenua MY
3 - eeixog NO3/C3/NC3 KoHTponnep
Cets 4 - geixo NO4/CA/NCA e T TS

5 - eeixag OK1 Hanpaenexue
PazHoe

6 - soixog OK2 Hanpaenenue 1

Beixoas! 7 - ewixoa OK3 HopmansHoe coctosHme

He zanntan
8 - ebixog LdA 1
Bxoasl

9 - eoixog LdSt 1
CumnTbiBaTenm 10 - ebixoa LdB 1

11 - Boixog LdA 2

12 - eeixog LdSt 2

13 - ebixog LdB 2

[lns HacTPOMKKM BbIXOAOB AOCTYMHbI CrieaytoLine napaMmeTpbl:

Tun. Beinagatowmin cnmcok no3sonseT BbibpaTtb OAUH U3 cneayrowmnx TUNoB:

— OObIYyHbIN. K BbIXxO4Y NOAKMOYEHO AononHUTENbHoe obopyaoBaHMe, Norvka ynpasneHus
KOTOpPbIM ONUCLIBAETCS Yepes onmcaHne gpyrux ycTpomucTB CUCTEMBI.

— Bbixoa ynpaBneHus WY. [pegHasHadyeH ana nogknodeHus k WY ona nepepaydn
ynpaBnsowmx curdanoB brokuposams | Pa3briokuposame.

— Bbixoa uvHaukaumm TMAY. lNpegHasHadyeH ana nogkrodeHna k MNOY pgna nepepayn
YyNpaBnsitoLmMX CUrHANoB CMeHbI MHANKaL MK,

KoHTponnep. [NapameTp no3BonsieT BblIOpaTb KOHTPOIEP.

HanpaBneHMe. I'IapameTp 3afaeT HanpaslieHne ny, « KOTOPOMY MNpuBA3bIBA€TCA
cynTbIBaTEsb.

HopmanbHoe coctosiHue (He 3anumaH / 3anumad). MapameTp onpegensier, No4aHoO nu
ynpaBnsiloLLiee HaMNpshKeHVe Ha perne Bbixoga Npy HOpManu3oBaHHOM COCTOSIHUM BbIXOAa.
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20.

8. Bknaakm «CBouctBa» n «HanpasneHue Ne» (ana PERCo-CR11)

Bknagka CBoMcTBa BbIMSANT Criegytowmnm obpasom:

BD KDHTPOJ’MEP CR11 BepHYTLCA K CMCKY

Hazsanne BHYTPeHHAR 331WKMTa OT Nepedaur naeHTudukatopoe (Local Antipass)

{ Bpema 0XWAaHWA NEPCOHaNNZaLNN OT Cepeepa

Brixoa uz Cexyra!

He eribpaHo Bpema oToBpakeHUa MHOOPMALMK Ha Auciaes

3 CekyHabl
Bxoge

He sribpaHo BpemeHHan 3oHa BX0J3

Hwkoraa
Crnucok NFC yctposicte

EpemeHHan 20Ha EbIxoaa

Hukoraa

Cetn

Paznoe

Ceovictea

Hanpaensxme N21

Hanpaenenme N22

CuuTeiBaTenn

,D,J'IFI HaCTpOVIKM OOCTYnNHbI criegyrowme napamMmeTpbl:

Ha

BHyTpeHHss 3awmta OT nepegaun wmaeHtudukatopoB (Local  Antipass).
[Mpn ycTaHOBNEHHOM  MNapamMeTpe  KOHTpomnfep  OTCNeXuBaeT  cfydan  MNOBTOPHOro
npegbaBNeHna OQHOMO 1 TOro Xe naeHTUduKaTopa K ToOMy Xe CHUTbIBaTeN!o.

Bpems oxunagaHusa nepcoHanusaumm ot cepBepa. Bpems, B Te4eHUN KOTOPOro KOHTponnep
oXuaaeT OTBeT cepBepa Ha 3anpoc banaHca.

Bpemsa otobGpaxeHna unHdopmauum Ha gucnnee. [one BBoga No3BONdAeT 3afaTb BpeMs,
B TeuyeHmne koTtoporo Ha XKW koHTponnepa oTobOpaxkaetrcss nepcoHanbHas WHdopMauus,
CBsi3aHHas C NpedbsABNEHHOW KapTon AoCTyna.

BpemeHHass 30Ha Bxoma. Homep BpeMEHHOW 30Hbl, B COOTBETCTBUM C KOTOpow Oyaet
yCTaHaBnMBaTbCsa HanpasneHne npoxoga "no ymonyaxuw" = "Bxoa".

BpemeHHasa 30Ha Bbixoga. Homep BpemeHHOW 30HbI, B COOTBETCTBMM C KOTOpon Oyaet
yCTaHaBnMBaTbCA HanpasneHne npoxoaa "no ymonyaxHuo" = "Beixoq".

Bknagke HanpaBneHue Ne... fOCTyNHbI cnegyowme napameTpbl:

3awmTta oT nepeadaun uaeHtTudmkatopos COTPYOHUKOB / MOCETUTEJNIEWN (Antipass).
Mpun ycTaHoBKe hnakka napameTp MO3BONSAET OTCNEeXuBaTb NpeabsBneHne KapTbl OcTyna
coTpyaHuKa / noceTuTenst K cuYUTbIBaATENO B Criydyae HapyweHus uM YHKUMU KOHTPOMS
30HanbHocTh (Antipass).

KoHTponb BpemeHu ana wuaeHtudmkatopos COTPYOHWUKOB / MOCETUTENEN.
Mpun ycTaHOBKe (hnaxka napameTp MO3BONSAET OTCrexuBaTb NpeabsBreHne kapTbl AOcTyna
COTpyAHWKa / MOCeTUTENA K CYMTbIBATENIO B ClNyyae HapyleHWUs YCTaHOBIIEHHOro Kputepus
JOoCTyna no BpeMeHW.

Bpemsa naeHtudpunkaumm.
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20.9. Bknagka «CuunTtbiBaTenu»

Bknagka BbIrnsaguT crieayowmnm obpasom:

HazsaHwe 1 - cumThiBaTenk rs485 aapec 1 KonTpoanep

KowTponnep CTL14 2 - cumTsiBaTens rs485 agpec 2 [BycTOPOHHMIA 3aMoK N21

3 - cumToieaTens rs485 agpec 3 HanpaeneHwne

CeTh 4 - cuuTwiBaTens rs485 agpec 4 Hanpaenenme 1

5 - cumTsigaTens rs485 agpec 5
PazHoe

6 - cumToiBaTens rsd485 aapec 6
Brioael 7 - cuMTuiBaTenL rs485 agpec 7

8 - cumToigaTens rs485 agpec §
Bxoam

CunTbiBaTEM

[lna HacTponkn JOCTYMHbI crieaytowmne napameTpsb!:
o KoHTtponnep. MNapameTp no3BonseT BbibpaTb KOHTPOSNEP.
e HanpaBneHue. [lapameTp 3agaet HanpaBneHne WY, K KOTOpoOMy npuBA3bIBAETCA
cuuTbiBaTenb.

Mpy KMCNOMNb30BaHUM CUCTEMbI pacrno3HaBaHWA aBTOMOOWNbHbIX HomepoB AutoTRASSIR

y cuumbigamensi TRASSIR 6ygyT 0OCTynHbI cneaytoLme napameTpsb:

e Bupeokamepa TRASSIR. [lapametrp nossonseT BbibpaTe Buaeokamepy TRASSIR
ANs aBTOMaTU4EeCKOro pacno3HaBaHMs HOMEPOB TPAHCMOPTHbLIX CPeACTB.

e lNMonoca paBwxeHus. [lapameTp no3BonseT ykasaTb HOMEpP MOSIOCbl  ABMKEHUS,
no kotopon 6yayt pgsuratbca TC, rocygapCTBEHHble HOMepa KOTOpbIX Heobxoammo
pacnosHaBaTb. Ecnn octaBuTb nore HesanonHeHHbIM, Kamepa ByaeT pacno3HaBaTb HOMepa
TC ¢ no6on nonocel.

llpumeyaHue:

% Hactponka nonocbl ABWXEHUA npuBoautcs B «Pykogsodcmee admuHucmpamopa
TRASSIR», KOTOpOE MOXHO HaWTK Ha cante paspaboTymka no agpecy: www.dssl.ru.

e HanpaBnenue pBwmxeHus TC. [MapameTp no3BonsieT 3agaTb HanpaBreHue ABMKEHUS
TPaHCMNOPTHbLIX CPeacTB MO OTHOWeHuUo Kk Bugeokamepe TRASSIR pnsi KOppekTHOM paboTbl
ATI. Hanpumep, BO nsbexaHue pacnosHaBaHUs HOMepa Ha 3agHemM 6amnepe TPaHCMOPTHOMO
cpencTBa Npuv Bble3ae C TEPPUTOPUM NPeanpUsaTUS.

lpumeyaHue:

7 paGora ¢ obopynoBaHnem TRASSIR onwucbiBaeTca B Pykoeodcmeo mnosib3oeamernsi
modynsi PERCo-WM06 «MHmeepayusi c TRASSIR».
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20.10. Bknaagka «lno3»
Bknagka BbIrnaguT crnegyowmm obpasom:

°}‘ Wnroz CTL14 BepHyTbCA K CMCKY

HazeaHue Hactpoiikm Anroputm npoxoaa
W3 CTL14 [eeps 1 - BX0A B WAK3 Msarkuia
leepe 1 - BoIXOA M3 W03 Bpems HaxoxgeHws B Wko3e
100

Waroz lBeps 2 - BoiXOA W3 W33

lBeps 2 - BxoA B W03

[ns HacTporkK AOCTYNHbI criegyowmne napameTpbl:
e Anroputm npoxopaa:

— Msarkui. Mpu ncnonb3oBaHUM JAHHOTO PEXMMA, CNY YeNoBeK HaXOAMTCSA BHYTPU LUMO3a,
BO3MOXEH NpOXop Brnepea 1 Bbixod Hasag,.

— XecTtkun. [Npu Ucnonb3oBaHMM AAaHHOMO PeXMMa, eCrv YeNOBEK HAXOOUTCS BHYTPU LUM03a,
BO3MOXEH TOINbKO NPOXoA Brnepes.

L BpeMﬂ HaxoxaeHunda B LUNo3e. I'IapameTp no3BoNAEeT yCTaHOBUTb BpeMA ANA HaXoXOeHUA
B LUKO3€E.

20.11. Bknagka «CocTtaBHOW OOBLEKT»
Bknagka BbIrnaguT crnegyowmm obpasom:

(© CocraBHOW obbekT CL15 BeDHYTHCA K CTIHCRY

HazeaHwe Anropuia

CocTaeHoii obtekt CL15 TypHUKeT

KoHtponnep 1

CrEnmGy sineT Kontpoanep CL15 (10.1.220.95)

KoHTtponnep 2

Kontpoanep CL15 (172.17.1.116)

[nsa HacTporKkn AOCTYNHbI CReayloLwme napameTpbl:
e AnropuTtm npoxopa. Boinagarowmn cnncok no3BonsieT BoibpaTe O4MH U3 anropMTMOB
npoxopaa:
— TypHuker;
— JABYCTOPOHHMUI 3aMOK.
o KoHtponnep. lNapameTp npegHasHa4yeH Ans Bbibopa yCTPONCTB Anst GOpMMPOBaHMS
COCTaBHOro o6bekTa.
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21. MNMapameTpbl KOHTpOIepoB Suprema

B 3aBMCMMOCTM OT TUNa KOHTPOSiepa CAMCOK PECYPCOB N COOTBETCTBYHOLLMX UM BKNagoOK MOXET
oTnnyatbes. JOCTynHbI criegyrowmve BKNagku:

o Cetb;

e Pa3sHoe;

e 3aMoK;

e CuuTbiBaTenb.

O6wume HacCTpOMKM CBETOBOW W 3BYKOBOM MHAMKAUWMW O BCEX MOAKMIOYEHHBbIX K cucteme
KOHTponnepoB Suprema 3apatoTca Ha Bknagke KoHTponnepbl Suprema BO BCM/bIBaOLLEM OKHE
O6wme napameTpbl.

lpumeyaHue:
o [Ona wHTerpauum Heobxoammo, YTOObI KOHTpPOMMepbl MMenu Bepcuio BHyTpeHHero [10
("npowmnBky") He MeHee YeMm:
— Ons koHTponnepa BioEntry W2 — 1.1.1;
— Ans koHTponnepa BioEntry Plus (nnatgopma BioStar 2) — 2.3.1.

21.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHopmaunio 0 cnegyroLmnx CeTeBbiX napameTpax:
o |IP-agpec;
e Macka noagcertu;
¢ |P-agpec wnto3a;
o MAC-agpec.

OKHO MMeeT crieayroLwuin BUA:

(© KoHTponnep Suprema FaceStation F2

Hazeanue IP-anpec
Kontponnep Suprema FaceStation F2 172.17.102.37
Buixog u= Macka noacatu

He eifpaHo 255.0.0.0

Bxoa & IP-aapec wnwza

He ewibpaHo

MAC-agpec

Cetb

PazHoe

3amMok

CuKTelEaTENE
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21.2. Bknapka «PasHoe»

Bknagka BbIrnsaguT creayowmnm obpasom:

(© KoHTponnep Suprema FaceStation F2

Hazaanme Bepcua npowmekw
KoHTponnep Suprema FaceStation F2 FSF2-AB 203
Beixog vz “Yacoeoii NoAc
He ebifpaHo Yacoeolf NnoAc cepeepa cMCTEMEI
Bxoa & BricTpas nepenava AaHHbIX
He eriBpaHo
Cetb
PazHoe
3amok

CumTbiBaTENR

Bkrnagka cogepXuT criegytoLlime HaCTpOMKK:
¢ Bepcus npowmBKM — B Norie otobpaxaeTcs Bepcus NpoLwneky BCTpoeHHoro MO koHTponnepa.
¢ YacoBow nosic — BbinagaroLwmii CNMCOK NO3BOSISIET BbIbpaTh YacoBOM NOSIC KOHTPOIepa.

21.3. Bknapka «3amMok»

Bknagka 3amMok BbIrnganT criegyrowmm obpasom:

(© KoHTponnep Suprema FaceStation F2

HazgaHue ¥npaeneHwe 3aMKomM
KoHTponnep Suprema FaceStation F2 Latuuk apepu
Buixoa 2 HopmankHo 3aMKHYT
He ewifipaHo Kronka "Beixog”
HopumaneHo 2amMkHyTa
Bxog B
He Buibparo Bxoa aaTumka Aeepu
Bxog O
Bxoa kHonkKn "Beixoa”
Cetb
Bxog 1
Fasroe MpeaensHoe BPeMA OTKPLITUA ABEDA
8 CeryHas!
3amok
brokupoBaTs ABEph NOCIe 2aKpLITUA
CunTblEaTens

Bpema oTKpbITUA ABEPK

4 CeryHas!

Perncrpaumna Npoxoaa no NpeasAeleHno naeHTudunkaropa
MoaTESp*AeHMEe MPOXOAE OT KOHTROANEPA

He MCNoAL3yeTca
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Bknagka cogepuT cneaytoLime HacTPOMKu:

YnpaBneHue 3aMkoM. [1pu ycTaHOBKe donaxka NosiBRAKTCA Apyrue HacTPOrKU.

HaTtumk ABepu. PackpbiBaloWMACA CMMCOK MNO3BONSET BblOpaTb HOpMaribHOE COCTOSiHWE

AaTtyvka asepu (repkoHa):

— HopmanbHO 3aMKHyT;

— HopmanbHO pa3oMKHYT.
llpumeyaHue:
HopMarnbHbIM COCTOSIHMEM AaTynka ABepu (repKoHa) CYMTAETCs TO COCTOsIHME, B KOTOPOM
HaxoguTCa [AaTyuk npu  3akpbitol ABepu. COOTBETCTBEHHO, €CnvM [aTyvk OBepu
KOHCTPYKTMBHO PacronoXeH Tak, YTO NPU 3aKpbiTON ABEPU OaTYMK HOPManbHO 3aMKHYT,
TO Heobxo4MMO M3 pacKpbIBaKOLWErocs cnucka Ans gatdvka asepuv Bblbpate HopmanbHo
3aMKHYT.

KHonka "Bbixoa". PackpbiBalOLWMNCS CNCOK MO3BOMSIET BblbpaTb HOPManbHOE COCTOsIHME

kHonku "Bbixog™:

— HopwmanbHo 3aMKHYTa;

— HopmanbHo pa3oMkHyTa.

lpumeyaHue:
HopmanbHbIM cocTosiHMeM KHoMkn “Bbixoa" cuMtaeTcs TO COCTOSAHWE, B KOTOPOM
HaxoAUTCs KHOMKa npu 3abnoknpoBaHHoOW Aepu. COOTBETCTBEHHO, €CNU KOHCTPYKTUBHO
npeaycMOTPEHO, YTO NPU HaXXaTun KHOMKM "Bbixoa" pasMblkaeTCa KOHTaKT perne un ABepb
pasbnokupyetca (T.e. Nepexoaut W3  HOPMAanbHOrO0 COCTOSIHMS B COCTOSIHME
pa3brnokMpoBKK), TO HeobxoaMmmo wu3 packpbiBawllerocss cnucka KHonka "Bbixog™
BblbpaTb HopManbHO 3aMKHyTa.

Bxoa patumka ABepwu. PackpbiBalOWMNCA CAMCOK NO3BOMsieT BblOpaTb, K KakoMy BXogdy

KOHTponnepa 6ygeT nogknioyaTbCa AaTymk ABEpU:

— Bxop 0;

— Bxop 1.

Bxon kHonku "Bbixoa". PackpbiBalolMACA CMMCOK MO3BOMSIET BbIOpaTb, K KakOMy BXxogy

KOHTponnepa 6yaet nogkntoyaTbCsl KHonka "Bbixoa™:

- Bxop 0;

- Bxop 1.

lpumeyaHue:
KaTeropuyecku He pekoMeHayeTcs NoaknioyaTh gaTymK ABepu 1 KHorky "Bbixoa™ Ha oanH
W TOT XXe BX0[, KOHTpornepa.
MpepnenbHoe BpeMsi OTKPbITUS ABEpU — BpeMs, MO UCTEYEHUM KOTOPOro KOHTponnep
yrnpaBneHnss 4OCTynom nepenget B COCTOSHWE TPEBOrM MO NPUYMHE TOro, YTO ABepb He Obina
3akpbiTa 1 3abnoknpoBaHa. PackpbiBatoLLMIACS CNMCOK NO3BOSSIET 3aaThb 3HAa4YEHNe 1 BbibpaTb
eJVHULbI U3MepPeHUs NpeaeribHOro BpeMeH OTKPbITUSA ABEPU:
— MunnucekyHAbl;
— CeKyHAabl;
— BeckoHeYHOCTb.
Mpwn ycTaHoBke cnaxka BriokupoBaTb ABepb NOce 3aKpbITUA ABepb OyaeT 3abrnokMpoBaHa
cpasy nocre 3akpbITuS.
Bpems oTKpbITUA ABepu — BpeMS, Ha KOTOpOoe OBepb pPa3broKMpyeTcs KOHTPONepoM
ynpaBneHns 4OCTYNOM AN OTKPbITUS. PackpbiBaloLWMACA CIMCOK NO3BONSAET 3a4aTb 3HAYeHue
1 BblIGpaTh eOUHULBI USMEPEHUSA BPEMEHWN OTKPLITUS OBEPU:
— MunnucekyHAabl;
CekyHAbI;
BecKkOHeYHOCTb.
Mpwn ycTaHoBKe (hnakka Pernctpaumsa npoxoaa no npeabABNeHUI0 ngaeHTudgumkaropa dakr
npoxoga OyaoeT 3aperMcTpypoBaH cpa3y Xe nocne npeabsBneHns uaeHTudukaTopa,
T.e. 6e3 oXnaaHus COOTBETCTBYIOLLUX CUrHANoOB C TYPHUKETA, AaTyuka ABepu 1 T.4.
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o [loaTBepxaeHMe Npoxoaa OT KOHTPOSINepa — packpbIBaOLLMNCA CMIMCOK NO3BONSAET BblibpaTh
ANA NOATBepXAeHus npoxoda ToT koHTponnep PERCo, Bxogom [OY koToporo ynpasnsaet
BbIX04, KOHTponnepa Suprema.

lpumeyaHue:

S Onuma ucnonbayeTtca npy MHTerpaummn AN unu koHTponnepa PERCo ¢ o6opyaoBaHiem
Suprema ons KOPPEKTHOro yyeTa paboyero BpeMeEHN.
Ecnn BbiGpaH nogTtBepxgawowmin koHTponnep PERCo, TO nocne npoxoga OT Hero
oxupaeTca cobbitne «llpoxod no komaHOe om [Y», nocne 4ero B XXypHan coObITui
cucTeMbl  3anucbiBaeTca  cobbiTMe  npoxoaa, B NPOTMBHOM  CcfyvYae  —
cobbiTne «Omka3 om ripoxoda.

21.4. Bknapka «CuyntbiBaTenb»
Bknagka CuntbiBaTenb BbIrMsSANT Criegyowmnm obpasom:

(® KoHTponnep Suprema FaceStation F2 BEpHYTbCS K CIUCKY

HazeaHue Tepmunan YP
P IR YLD > Komanae! cunTeiBaTenn
KouTponnep Suprema FaceStation F2 KOHTpoNe TeMnepaTypel
YCTaHOBUTL peXUM paboTsl "OTKpLITO
Beixoa KOHTPO/E MAcKy Ha Anue
YcTaHoBUTL pexum paboTel "KoHTponk
He es16pao Ypoeexs Ge30nacHoCcTv
VeTaHOBM erxuM DaboThl "3aKkpeiTo"
HopManeHbii YCTaHOBWTL pexumM paboTbl "3akpbiT
Bxoa 8

latuuk nevxenna
He eribpaHo

Cpeanni

¥YpoBeHb 0CBEWEHHOCTH
Cete
HopmaneHelii

Pazuoe 3awmTa OT NOAAENKM AKUA

BeixaioueHa
3amok
Pexxuum Wiegand

CuuTsiBaTens Bxoa

KomaHabl gna yerpoiictea

Mopraock BaAT B asHTHdUKaTOpE

Or CTapuwero K Maagwemy

Bknagka cogepXxuT cnegyoLime HacTPONKK:

1. [Ons KOHTPONJIEPOB CO CKAHEPaMM OTNeYaTKoB NanbLeB:
e YyBcTBUTENnbHOCTb. PackpbiBalowmicss  CNUMCOK  MO3BOMSET  3adaTtb  YPOBEHb
YyBCTBUTEITbHOCTN CYMTbIBATENS:
— Huskas; YpoBeHb ( oT 1 oo 6); Bbicokas.
lpumeyaHue:

I'IapameTp l"|YB(;TBI!ITeJ1bHO(;Tb onpeaendetr 4yBCTBUTEJIbHOCTb AaT4yMKa CKaHUPOBaAHUA
OoTne4vyaTKoB nanbLUeB. rlpl/l BbICOKOM 3a4aHHOM ypoBHE YyBCTBUTENTbHOCTU obecneymBaeTcs
BbICOKOE Ka4eCTBO W CKOPOCTb CKaHWMpOBaHWUA, NpU HU3KOM YypoBHE YYyBCTBUTEJIbHOCTU
YMEeHbLUaeTCA BIIUAHNE (baKTOpOB BHELUHEeNn cpeabl — TeMnepartypbl, BNa>xHOCTU BO34YyXa,
OCBELWEHHOCTU NoMeLleHNA, YNCTOThbI CKaHI/IpyeMOIZ NMOBEPXHOCTU (non,yLuequ I'IaJ'IbU,eB).
rlpOVI3BOﬂ,VITeJ'IeM pekoMeHOoBaHO MUCMOJSib30OBaHME BbICOKOro ypoBHA YYyBCTBUTESIbHOCTU
no yMmorsn4aHuio, NOHMXEeHne YPOBHA HYyBCTBUTEJIbHOCTA ocyulecTBlAeTCA
npu Heob6XoaUMOCTN B 3aBUCUMOCTM OT ycnosvu7| Kcnnyartauunn.

2. [Onsa TepMUHanNoB pacno3HaBaHUA NuL:

BHumaHue!

£ PekomeHpyeTcs B cucteme PERCo-Web vcnonb3sosats TPJ1 npowssoactea “Suprema”
TONbKO OOHOW MOAENM, TaK Kak y pasHblX MOAENen TepMUHANOB MCMONb3YTCA pasHble
anroputmbl pacnosHaBaHusa nuy. B cnyyae 3ameHbl TepMuHanoB Suprema ogHoro tuna
Apyrum notpebyeTcs 3aHOBO co3faTh 6a3y AaHHbIX pacno3HaBaHWs NvL.
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lpumeyaHue:
OnncaHne napamMeTpoB HACTPOWKM TepMuHana pacno3HaBaHWsa vl NoApPoOHO AaHo
B 3KCMnnyaTauMoHHOW JOKYMEHTauUM Ha JaHHOe U3genve.
¢ YpoBeHb 6e30MacHOCTH:
— HOpMarbHbIA; BbICOKUMW; CaMbl BbICOKUN.
e [laTuMK ABUXEHUS:
— BbIKITKOUYEH; ONIN3KUN; cpeaHun; AaneKkum.
¢ YpoBeHb OCBELEeHHOCTHU:
— HOpMarsbHbIA; BbICOKMA; aBTOMAaTUYE€CKUMN.
e 3awwurta oT nognesnku nuua:
— BbIKITIOYEHA; YPOBEHb 1; ypOBeHb 2; ypoBeHb 3.
¢ Pexum Wiegand:
— BXO0A; BbIXoA,.
o lMopsapok 6anTt B naeHTUcpukatope:
— OT CTapuwero K Mnaglwemy; oT MiagLuero K crapwemy.

Ona mopenen koHTponnepoB Suprema FaceStation F2 n BioStation 3 nopnepxuaroTcs
onuMn M3mMepeHus TemnepaTypbl (MPU HaNMYUKU TepmarnbHOW Kamepbl) U KOHTPONSA Macku Ha
nuue:

KoHTpons Temnepatypsl
MoBbIlWEHHAR TEMMEpATYpPa
38.0
KoHTpone Macky Ha avue
¥YpoEeHE NPOBEPKKM MACKK

HopmankHwiA

¥poeeHe BezonacHoOCTH

HopmanbHeliA

JaTUnK ABMMEHKA

CpeaHwid

ypGEE‘Hh QOCEELLEeHHOCT

HopmaneHwiA

[ns mopgenen koHTponnepoB Suprema FaceStation F2, FaceStation 2 w BioStation 3
NOAAEPXKUBAKOTCH ONUNK:

TepmwuHan ¥PB

OBpaTHoe HaNpaeneHWe NpPoxoaa

e TepmuHan YPB — BkrodeHue JaHHOW onumy No3BonsieT BblibpaTb HanpasreHve npoxoaa
Ha SKpaHe TepMuHana.

e OGpaTHOe HanpaBrieHMe npoxoda MeHsieT MecTamu «Bxoa» u «Bbixog» Ha akpaHe
TepMuHana.
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llpumeyaHue:

& HacTtpoika WKOHOK Ans cobbituii «Bxog» u  «Bbixog» OCyLIECTBNAETCA B  MEHH
agMUHUCTpaTopa TepMunHana B pasgene Authentication > T&A Code.

MopaepxmBatoTca cnegyroLmne KoMaHabl CHATLIBATENS:

e YCTaHOBUTb peXxum paboTtbl «OTKPLITO» — NMpu nepexode B pexunm paboTbl «OTKpbITO»
NPONCXOAMT Pa3bnoOKMPOBKA UCMONMHUTENBHOrO YCTPOWCTBA, NPOXO4 OCYLLECTBSIETCS
cBobogHo 6e3 npeabsiBNeHnst KapT 4OcTyna u / UM CKaHMPOBaHNSE BUOMETPUYECKNX OAHHbIX;

e YcTaHOBUTb pexuMm paboTbl «KoHTponb» — B pexume paboTtbl «KOoHTponb» npoxon
OCYLLIECTBISAETCA B HOPMasnbHOM pexume Mo npegbsaABneHun KapT goctyna w/ wnu
CKaHUPOBaHNIO BUOMETPUYECKNX OAHHbIX;

e YCTaHOBUTb pPeXuM paboTbl «3aKpbITO» — B pexvme paboTbl «3aKpbITO» NpoucxoauT
GNoKMpPOBKA MCMONHUTENBHOIO YCTPOMCTBA, NPOXOA BIOKMPYETCS, CUMTLIBATESNb HE pearvpyeT
Ha NpeabaABreHNe KapT AOCTyna U / N CKaHMPOBaHNE BMOMETPUYECKUX AAHHbIX.
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22. MNMapameTpbl KOHTponnepoB ZKTeco

B 3aBMCMMOCTM OT TuNa KOHTpOSiepa CNMCOK PECYPCOB N COOTBETCTBYHOLLMX UM BKNagoOK MOXET
oTnnyatbes. JOCTynHbI criegyrolmne BKNagku:

o Cetb;

e Pa3sHoe;

e 3aMmoK;

e CuuTbiBaTenb.

22.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmaunio 0 cnegyroLmnx CeTeBbIX napameTpax:
o |IP-agpec;
e Macka noaceTwu;
e IP-agpec wnto3a;
¢ MAC-agpec.

OkHO nmeeT cnegyownn BUA;
IP-anpec

172.17.213.21

Macka nomcetm
IP-aapec waroza

MAC-anpec

22.2. Bknapka «Pa3Hoe»

Bknagka umeeT cnegyrowmmn Bug;

BepovAa npowmeky

ZAM170-NFVerl.1.21

Mogens

CepAHBIA HoMEp

Bkragka cogepXuT criegyoLlyo MHopMaumio:
e Bepcus npolmBKkM — B Nore oTobpaxaeTcsa Bepcus NpoLLMBKM BCTpoeHHoro 10 koHTponnepa.
e Mopenb n CepuiHbIN HOMEp — B 3TUX NOMSIX OTOOpaXkaeTcsa COOTBETCTBYOLLAA MHGOPMaLUS
0 KOHTponnepe (He Ansa Bcex Moaenen).

135



Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

22.3. Bknapgka «3amMokKk»

Bknagka 3amMok umeeT cnegyoLwmin BUa;:

HazeaHme

Koutponnep ZKTeco

Brixog w3

HekoHTpoaupyeman TeppuTop... Q

Bxog e 1

Bknagka coaepxut cneayowme HacTPOWKM:

zkt [ x]

Cets

PazHoe

Jamok

CyYMTHIBaTEND

NaTtumk geepw

HopmMansHO 3aMKHYT
MpegensHoe BPEMA OTKPLITMA ABEDPK

8 CexyHab

BrokupoeaTs ABepb NOCAE 33KPLITUA
Bpema oTkpeITHR ABepu

4 CexyHabl

MoATeepxaeHWe NPOX0Aa OT KOHTPOAAEpa

HEe UCNoNBL3YeTCA

e [atumk pBepw. PacKpbiBalOWMWNCS CAMCOK MO3BOMSIET BblbpaTb HOpMasibHOE COCTOsIHME
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Aatyvka asepw (repkoHa):
— HopmanbHO 3aMKHyT;
— HopmanbHO pa3oMKHYT.

llpumeyaHue:

HopmanbHbIM COCTOSSHMEM AaTyMKa ABEPU (FepKoHA) CYMTAETCs TO COCTOSIHUE, B KOTOPOM

HaxoAuTCA AOaTyuk npu 3aKprTOIZ OBepn.

COOTBETCTBEHHO, €CnM  AaTyuk asepu

KOHCTPYKTUBHO pPacroJJiIOXeEH TakK, YTO MNnpu SaKprTOIz ABepn OatynKk HopmMalsibHO 3aMKHYT,

TOo HeobxoAumo U3
HopmanbHO 3aMKHYT.

pacKpbIBatoLLerocs

cnucka Ona  gatyuvka

Asepu

BblOpaTb

I'Ipe,qeanoe BpeMA OTKPbITUA ABepu — BpeEMA, MO UCTEYEHUUN KOTOPOro KOHTpoOIep

nepengeTr B COCTOsiHME TPeBOrM MO MpUYMHE TOro,

1 3abnokmMpoBaHa (B cekyHaax).

yTo [AOBepb He Obina 3akpbiTa

Mpwn ycTaHoBke chnaxka brnioknpoBaTb ABepb NOcne 3aKpbITUsA ABepb OyaeT 3abrnokMpoBaHa

cpasy nocrie 3aKpbITUsl.

Bpemsa oTKpbITUA ABepu — BpeMs, Ha KOTOpoe AOBepb pPa3brokMpyeTcs KOHTPONepoM
ynpaBneHnsa 4OCTYNOoM AN1s OTKPbITUS (B CeKyHOax).
MopTBepXxaeHUe Npoxoaa OT KOHTpoOsNepa — PackpbiBatoLLMNCS CINCOK NO3BONSAET BblOpaTh
ANA NOATBepXAeHus npoxoda ToT koHTponnep PERCo, Bxogom [NOY koToporo ynpasnsaet

BbIXo4 KoHTponnepa ZKTeco.
lpumeyaHue:

Onuua moxeT wucnonb3oBaTbCs npwu  uHTerpaumm 31 u  KoHTponnepoB PERCo
¢ obopynoBaHmem ZKTeco ans KOPPEKTHOMO yyeTa paboyero BpeMeHN.

Ecnu BbiGpaH nopTBepxaatowmn koHTponnep PERCo, To nocne npoxoga OT Hero
oxupaeTtca cobbitne «llpoxod no komaHOe om [Y», nocne 4ero B XXypHan coObITui
cucTeMbl 3anucblBaetcs cobbiTe npoxoga, B MNPOTUBHOM clydae — cobObiTune
«Omka3 om ripoxodax.
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MNMopaepxuBaloTcs crnegyowwmne KOMaHabl 3amKka:
¢ OTKpbITb (pa3bnokupoBatb) UY;
e 3akpbITb (3abnokupoBatb) UY;
e CHATb Tpesory.

22.4. Bknapka «CuyntbiBaTenb»

Bknagka CuuTbiBaTenb BbIrMAAUT CleayoLwmm o6pasoM:

Hazeanme I'IapaMEprl CHATRIEATENR HacTRaWMBadTCA B TEPMKMHANe

KouTponnep ZKTeco

Boixog uz CooflieHre NpW NPeELILEHW TEMMERaTYPLI
HekoHTpoaupyeman Tepputop... @ 37.3
Bxog B 1t
zkt [ x]
CeTs
PazHoe
3amok

CumnTelBaTENL

Bknagka cogepxuT cnegyoLime HacTPONKK:

llpumeyaHue:

MapameTpbl cuuTbiBaTENS W  PEXUMMbl [OCTyNa HacTpavMBalTCs B TepMuHane
(cM. aKcnnyaTauMOHHYH AOKYMEHTALMIO HA TepMUHAn).

Coob6LweHne npu npeBbIleHUN TemnepaTypbl — Nosfie Ans BBOAA NOPOroBOro 3HayeHusi
TemnepaTtypbl, NpyW MPEBbLILEHUN KOTOPOro B KypHane cobbltun cuctembl 6Gyaet
dopmMmpoBaTbcs coobLueHne «1poxod ¢ nosbiweHHOU memnepamypol». Npn HeobxoaNMocTH
no 3TOMY coobLLeHno MOXHO HaCTPOUTb peakumm Ha cobbITus
B nogpasnene «Peakuuu Ha coObiTUsI» pasgena «AQMUHUCTPUPOBAHMUE.

CoobuweHus B cucteme PERCo-Web hopmumpytoTCa TONbKO B TOM Criyvyae, ecnv B TepMuHane
ZKTeco He cTOUT 3anpeT npoxoda fnpu ykasaHHoOW Temneparype.

Takke BO3MOXeH BapuaHT coobuieHus  «[lpoxod 6e3  MeOuUUHCKOU  Mackuy,
ecnu B TepmuHane ZKTeco aktuBHa onuusa «ObHapyxueamb HOWEHUE MackKu», HO He CTOUT
3anpeT npoxoga npu ee oTCyTCTBUM.

BHumaHue!

“= Tlepen Hayanom paboTbl 3aganTe HeobxoauMMble napamMeTpbl B TepmuHane ZKTeco

B nogpasgene «YnpasneHue 3awumod» pasnena «Cucmemany.

Mpumepbl peanu3auuu:

Mpumep Ne 1:

B TepmnHane ZKTeco:

— aKTuBMpyMnTE onumio «Msmepsame memnepamypy ¢ UK»;
— YKaXuTe BEpPXHUI nopor Temnepatypbl Tpesorn 37°C;

— MOoCTaBbTe 3anpeT Npoxoga Npu npesbiLeHun nopora.
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o B cucreme PERCo-Web:
— B none CoobLeHune npu npeBbILWEeHUN TeMnepaTypbl ykaxute 37°C.
B Takom cny4yae npv npesbILEHUN Nopora TemnepaTypbl Npoxod 6yaeT 3anpeLeH, coobeHns
B XXypHane cobbITuin cuctemMbl hopMmnpoBaTbCs He ByayT.
Mpumep Ne 2:
e B tepmuHane ZKTeco:
aKkTUBMpynTe onumio «13mepsimb memnepamypy ¢ UKy,
— YKaXuTe BEpPXHUI nopor TemnepaTypbl Tpesorn 37°C;
He CTaBbTe 3anpeT Npoxoga npv NpeBbiLEeHM Nnopora.
o B cucreme PERCo-Web:
B nonie CoobLweHne npu npeBbIileHun TemnepaTtypbl ykaxnte 37°C.

B Takom cnyyae npw npeBbILLEeHU Nopora TemnepaTtypbl Npoxon 0yaeT paspeLueH, a B XXypHane
cobbiTn  cuctembl  Byayt opmupoBaTbca  cooblieHna  «lpoxod € ro8bIleHHOU
memriepamypou».

Mpumep Ne 3:

o B tepmuHane ZKTeco:

aKTuBMpynTe onumio «13mepsimb memnepamypy ¢ UKy,

— YKaXuTe BEpPXHUIN nopor TemnepaTypbl Tpesorn 38°C;

nocTaBbTe 3anpeT Npoxoga npv NpeBbILIEHM Nopora.

e B cucreme PERCo-Web:

B none CoobweHne npu npeBbIileHUn TemnepaTtypbl ykaxnte 37°C.

B Takom cnyyae npu temnepatype ot 38°C npoxop 6yaet 3anpeLleH, coobLieHns B XXypHane
cobbITnn cuctembl chopmmpoBaTbea He byayT. OgHako npu Temnepatype ot 37°C o 38°C
npoxop 6yaeT pa3peLleH, a B XXypHane cobbITuin cuctembl 6yayT dopMmpoBaTbCs COobLLeHUs
«lpoxod ¢ nosbiLeHHOU memrepamypouy.

Mpumep Ne 4:

o B tepmuHane ZKTeco:

— aktnsupynte onuuo « ObHapyxueamb HOWEHUE MacKuy;
— nocTaBbTe 3anpeT npoxoaa 6e3 HoLEeHUSA MacKu.

B Takom cnyyae npu OTCYTCTBUM Ha COTPYOHWUKE / noceTutene MeguLMHCKON Macku NpPOXOA
OyneT 3anpeLueH, coobLeHns B XXypHane cobbITUin cucTembl popmupoBaTbCa HE ByayT.
Mpumep Ne 5:
o B tepmuHane ZKTeco:
— aktusupymnTe onumto « ObHapyxueame HOWEHUE MacKuy;
— He CTaBbTe 3anpeT npoxoga 6e3 HOLEHNS Macku.

B Ttakom cnyyae npu OTCYTCTBUM Ha COTPYOHWUKE / noceTutene MenuLMHCKON Macku NPOXOA
OygeTr paspelleH, a B XypHane cobbltun cuctembl 6yayT dopmMmpoBaTbCs COOOLLEHUS
«lpoxod 6e3 MeduUUHCKOU MacKu».
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23. MNMapameTpbl KOHTponnepoB BioSmart

llpumeyaHue:

e [MogpobHas akcnnyaTauMOHHas AOKYMEHTauus Ha TepMuHan [OCTynHa Ha cante
npousBoauTensa no agpecy: https://bio-smart.ru/.

B 3aBUCMMOCTM OT TUNa KOHTpomnsiepa CNNCOK pecypCoB N COOTBETCTBYHOLUUX UM BKNaOOK MOXET
oTnnyatbes. [JOCTynHbI Ccrieayrowmne BKNagku:

e Certb;

e Pa3sHoe;

e 3aMoK;

e CuutbiBaTensb.

23.1. Bknagka «CeTb»

Bknagka otobpaxaeT nHdopmaunio 0 cnegyroLmnx CEeTeBbIX NnapameTpax:
o |IP-apgpec;
e Macka noacetu;
¢ |IP-agpec wnto3a;
¢ MAC-agpec.

Bknagka umeeT cnegyrowmmn Bug;

HazeaHue IP-zapec
KonTtponnep BioSmart Quasar 172.17.4.138
Buixog vz Macka noaceTm
HekoHTponWpyeman TeppuTo.. @ 255000
Bxoa B ¥ IP-aapec wawza

MomeweHue 1 [ x]
MAC-aapec
Cetb
PazHoe
JamMok

CunTbiBaTEML
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23.2. Bknapka «Pa3sHoe»

Bknagka nmeeT cnegyrowmmn Bug;

HazeaHue

Kontponnep BioSmart UniPass Pro

Bruixog nz

HekoHTpoAUpyeman TeppuTo... &

Bxoae T

MNomeweHue 2 [ ]

CeTk

PazHoe

Bkrnagka cogepXuT crieQyoLlyo MHopMaumio:

Bepcwa Npowyeky

BioSmart UniPass Pro 1.1.110

Moasne

CepWitHBIR HoMep

CHHXPDHH3ELI.L’1H EpeMeHN

° Bepcml NMPOLWNBKU — B lNoJie 0To6pa>|<aeT09| BepCcusa npoLmBKmM BCTPOEHHOIo Mno KOHTpOJ1epa.
e Mopgenb u CepMVIHbIVI HOMeEpP — B 3TUX NOJIAX 0To6pa>KaeTc;| COOTBETCTBYHOLLaA I/IHC*)OpMaLI,VIFI

O KOHTponsepe (He angd Bcex Mogenen).
e CHHXPOHM3aLMUSA BPEeMEHM:

o Anga TepmuHana BioSmart Quasar napameTp Heo6XxoOUMO BKMKYUTL B Cryvyae, ecnuv
B NapameTpax TepMUHana ycTaHoBfieHa CMHXPOHM3aums BpeMeHn Yyepe3 NTP-cepsep;
o [Ans ocTanbHbIX YCTPOWUCTB NapamMeTp BKITHOYEH NO YMOMYaHUIO.

23.3. Bknagka «3amok» (gna BioSmart Quasar)

Bknagka 3amMok umeeT cnegyoLwmin BUA;:

Hazeanue

KonwTtponnep BioSmart Quasar

Brixog Kz

HekoHTponMpyeman Tepputo... @

Bxoca e i

MomeweHune 1 Q

Cetb

PazHoe

3amok

CumTeiEaTEAL
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Bknagka cogepuT cneaytoLime HacTPOMKu:
e YnpaBneHue 3amkoM. [lpu ycTaHoBKe cbnaxka Ha [aHHOM napamMeTpe nosiBnsieTcs
napametp Bpemsi OTKpbITUSi ABepuM — BpeMmsi, Ha KOTopoe [ABepb pas3brokupyeTcs
KOHTPOIIEPOM YrpaBeHnst 4OCTYNOM ANs OTKPbITUS (B CEKyHAaXx):

YnpaensHue 2amrom
BpemMA oTKpLITWA ABEDW

4 CekyHabl

e Peructpauus npoxopa no npeabsaBneHU0 uaeHTUUKaTopa. YCTaHOBINEHHbI NapameTp
Nno3BOMSieT  pPerucTpyupoBatb  MpoxXod  Nocre  npeabsiBleHus  uaeHTudukaTopa.
Mpu oTcyTCTBYIOWEM NapameTpe npoxon OyaeT pernctpupoBaTbCs MO PakTy CaMoro
npoxoAaa.

23.4. Bknagka «CuunTtbiBaTenb»

Bknagka copgepXxuT cneayoLlime HaCTPONKK:
1. Onsa tepMuHana pacno3HaBaHua nuu BioSmart Quasar:

e Crtporoctb cpaBHeHMA WabnoHOB. PackpbiBaloWwmncs CAMCOK NO3BONsieT BblbpaTb
BEpPOATHOCTb owmnboyHoro gonycka (FAR) v onpegensieT, HacKONMbKO TOYHO [OOJSDKHbI
coBnagatb GuomeTpuyeckne AaHHble nuua Morb3oBaTensd, MOSlyYeHHble C Kamepbl, C
ounomeTpmnyeckum LWabnoHoMm, XxpaHsawmmcs B ©0ase paHHbIX. Yem Bblle CTpOrocTb
CpaBHEHMsI LLAbIOHOB, TEM MEHbLUE BEPOATHOCTb OLLMOOYHOro gonycka:

o HopmanbHas.

o [oBbIWweHHas.

o Bblcokas.

o [MoHunxeHHas.

o Hwuzskas.
llpumeyaHue:

MoapobGHee O CTPOrocTy CpaBHEHMUS LLIAONOHOB ANt TepMuHana BioSmart Quasar MOXHO
y3HaTb B pasgerne 7.10 Bbi6op ypoOBHA CTPOroctn naeHTucmuKaumm akcniyaTauMoHHON
OOKYMEHTauMM Ha TepMuHan, [OOCTYMHOW Ha CcalTe npou3BOAMTENst MO  agpecy:
https://bio-smart.ru/quasar.

2. [Onsa koHTponnepa BioSmart UniPass Pro:
e Tun cuuTbiBaTens KapT — pPacKpbiBalOLLIMIACS CMMCOK NO3BONsSET ykasaTb hopmar kapT
[OCTyna, C KOTopblM paboTaeT NOAKMYEHHbIN K JAaHHOMY KOHTPOSEpY CYMTbIBATENb:
o EMarine (EM-Marine);
o Mifare.

3. [Onsa cuutbiBaTens BioSmart PalmJet:

e Tun goctyna. PackpbIBalOLLMACA CNNCOK NO3BONSET BblIOpaTb O4MH U3 TUMOB NpaB AoCTyna:
o JlapoHb.
o Kapra.
o JlapoHb unu KaprTa.
o JlapoHb 1 KkaprTa.
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23.5. NopknroyeHue cuutbiBaTena BioSmart PalmJet B cucteme PERCo-Web

MogkntoveHne cuutbiBatens BioSmart PalmJet B cucteme PERCo-Web BO3MOXHO u4epe3
koHTponnep BioSmart Unipass Pro wnv cepsep BioSmart SmartHub, xotopbin 6yaeT BbINONHATb
ponb KOHTponnepa npu otcytcteun BioSmart UniPass Pro.

23.5.1. NMogknioyeHne cuntbiBatens PalmJet yepe3 koHTponnep UniPass Pro

CuutbiBaTENn BioSmart PalmJet nogkntodatotcst K koHTponnepy BioSmart UniPass Pro, kKoTopbliii
B CBOI oyepedb B3aummopgeunctsyeT ¢ cepBepom PERCo-Web no cetn Ethernet. Bo3MOXHO
NOAKMYeHne 40 ABYX CHUTbIBATENEN K KOHTponnepy.

Oo
Oo
Oo

B cucteme PERCo-Web Heobxoammo HacTpouTb koHTpornnep BioSmart UniPass Pro, kK KoTopomy
noaKnYeHbl cuntoiBaTtenu BioSmart PalmJet. [ns aToro fo6aBbTe KOHTPOMMEpP B KOHpUrypaumto
CUCTEMbI, HacTponTe napameTpbl 4obaBrneHHOro yCTponcTBa u aktusupynte ero. [Jo6asneHue
KoHTponnepa BioSmart UniPass Pro aHanornyHo go6asneHuto Apyrmx yCTPOUCTB.

HacTtponka napameTpoB koHTponnepa BioSmart UniPass Pro ocywecTBAsieTcsa C NOMOLLbHO
BHYTpPeHHero wuHtepdenca koHTponnepa. [ogpobHee cM. B PYKOBOACTBE MO 3KCMiyaTauum
KOHTponnepa, 4OCTynHoM no ccebinke https://confluence.prosyst.ru/pages/viewpage.action?pageld
=127214298.

CuntbiBaTenun BioSmart PalmJet He oToOpaxaiTca B gepese yctpouctB B PERCo-Web, nx
NMOAKMIOYEHNE M HACTPOWMKa TakKe BbIMOMHAETCA 4Yepe3 BHYTPEHHWUA MHTepdenc KoHTponnepa
BioSmart UniPass Pro.

23.5.2. NMogknioyeHne cuntbiBatens PalmJet yepes cepBep BioSmart SmartHub

Mpn nogkniodeHnn cuntbiBaTtens BioSmart PalmJet 4depe3 cepBep BioSmart SmartHub,
cunTbiBaTENb B3aMMOAEWCTBYET C cepBepom BioSmart SmartHub v ¢ cepsepom PERCo-Web
no cetu Ethernet.

Ona pobGasneHus cepsepa BioSmart SmartHub B koHdurypaumo cuctemsl PERCo-Web
1 noaknoyeHus cumntbiBatens BioSmart PalmJet.

1. CkadanTe NOCnefHIo akTyanbHYyl0 BEPCUIO NMporpammHoro cepsuca BioSmart SmartHub,
AOCTynHoM no ccbinke https://bio-smart.ru/support#!/tab/185407858-4, dann biosmart-
smarthub-x.x.x.exe.
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2. YcraHosute MO 1 npousBeauTe ero AanbHeNLY HAaCTPOWKY, crneays UHCTPYKUMK, OCTYMNHON
no ccbinke https://confluence.prosyst.ru/pages/viewpage.action?pageld=91054105:

¢ [lpu ycTtaHOBKe HeObBX04MMO co3aaTh NOMb30BaTENs, Ang aToro Ha atane Create user page
ycTaHoBuTe hnaxok y napameTtpa Create user. 3agante norvH 1 naposb nonb3oBaTens
B nonsx Login n Password. 3anomMH1Te BBEOEHHbIE 3HAYEHMS:

“ ¥cranoeka BioSmart SmartHub Installer =

Create user page

BIOSMART

Create user only if you use SmartHub Rest API without Biosmart-Studio

Create user
Login user

Password I

< Hazan Haneg > QOTMeHa

¢ Ha atane Hactponku SmartHub B none IP agpec SmartHub 3agante IP-agpec cepsepa
SmartHub. Monga Serial number n Mopt SmartHub pekomeHayeTcst HE N3MEHSATD:

“° ¥etanoeka BioSmart SmartHub Installer *

Hacr poitkn SmartHub

HBIOSMART

Serial number 0 i‘

IP agpec SmartHub 172.17.0.20

MopT SmartHub 50101 j‘

< Hazan Lanee = OTmenHa

e Ha atane Hactpouku REST API B none IP agpec cepBepa REST API noBTOpHO ykaxuTe
IP-agpec cepsepa SmartHub, 3agaHHbIn Ha aTane Hactponkn SmartHub. B none Mopt
cepBepa REST API ykaxuTte nopt cepeepa. 3anOMHUTE BBEAEHHbIE 3HAYEHUS:

“H° ¥eranoeka BioSmart SmartHub Installer *

Hact poiikn REST APT

NBIOSMART

IP anpec cepeepa REST API 172.17.0, ZI:I|

MopT cepsepa REST AP 8081 i‘

< Hazan fdanee > OTtMeHa
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3.

10.

11.

12.
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B cuctreme PERCo-Web nepenante B nogpasgen «KoHdwurypauusa» pasgena

«AAMUHUCTPUPOBAHME», UCMONb3YS NaHEeNb HaBUraunm.
Mepengute Ha BKNagky YcTponcTBa.

Haxxmute Ha naHenu MHCTPYMEHTOB CTPaHULbl KHOMKY [do6aBuTtb. /13 BbiNnagatowero
cnucka Bblbepute [lo6aBuTb cepBep BioSmart SmartHub. OTkpoetca ctpaHuua CepBep
BioSmart SmartHub:

(© Cepsep BioSmart SmartHub BephyTeca K crivcky

Hazeanue IP-agpec

Cepeep BioSmart SmartHub

Mopt cepeepa
Cerb 8081

Norux

Mapons

Mpu HeoGxoaumocTu B none HassaHue nameHuTe Ha3BaHue cepsepa. [pu paboTte B pexume
pacnpeneneHHon CUCTEMbl YKaXXUTE CErMEHT.

B pabouen obnactu cTpaHuLbl 3anosIHUTE 3HAYEHMS CneayloLwmnx napaMmeTpoB:

e B none IP-appec BeBeaute |P-agpec cepBepa BioSmart SmartHub, 3apaHHbIV
npw yctaHoeke B none IP agpec cepBepa REST API.

e [lone [Mopt cepBepa BBeauTe nMopT cepBepa BioSmart SmartHub, 3apaHHbIV
npw yctaHoeke B none MNMopTt cepeepa REST API.

e B none JlornH BBeguTe NornH nonb3oBaTens, 3agaHHbIn Npu ycTaHoBke cepeepa BioSmart
SmartHub.

e B none Maponb BBeauMTe naposib NONb30OBaTENs, 3a4aHHbI NPU YCTAHOBKE CepBepa
BioSmart SmartHub.

Mcnonb3ys BbiNagatoLmin CNMCOK, HAaXxoasLWKUca cnpaea oT KHOMKM COXpaHUTb..., Bbibepute

OAMH U3 cnocoBoB COXPaHEHWUSI U3MEHEHUIA:

e Tonbko B 6a3y AaHHbIX — NapaMeTpbl COXPaHATCS ToNbko B Bl cuctembl M BnocneacTeum
[OIMKHBI ObITb NepeaaHbl B YCTPOWMCTBO.

e Bce B ycTpoMCTBO — B YCTPOWCTBO NepeaarnTcsl Bce napameTpbl.

e MN3MeHeHHble B YCTPOMCTBO — B YCTPOWCTBO MNepenalTcsl TOMbKO M3MEHEHHble
napameTpbil.

Haxmute kHONKy CoXpaHWUTb.... [MOKMHbTE CTpaHuUy C MOMOLLBID KHOMKM BepHyTbeA
K cnuUcky, cepeep BioSmart SmartHub 6ynet nobasneH B pabouyto obnactb cTpaHuubl.

AkTnBuMpynTe gobaeneHHbIn cepBep. [nsa 3Toro BblAenuTte ero B paboyen obnactu cTpaHuupl

N HAXMUTE KHOMMKY AKTVIBMpOBaTb Ha naHesnn MHCTPYyMEHTOB.

Ncnonb3ysa kHOMKy Mouck ycTponcTB, Bbi3oBUTE OKHO Hamtu yctponcrtBa. [JoGaBbTe
N akTmBmMpynTe cuutbiBatens BioSmart PalmJet. Hactpoite napameTpbl go6aBrneHHOro
cunTbIBaTENS.

B nopgpasgene «Peakyuu Ha cobbimusi» pasgena «AOMUHuUcmpuposaHue» 3afanTe
peakuun ansa cuctembl PERCo-Web Ha cobbitna co cuntbiBaTenem BioSmart PalmJet.
Hanpumep, pasbnoknmpoBka WCMOMHUTENBHOIO YCTPOMCTBA MPU YCMELIHOW WOEHTMdMKaLUK
coTpygHuMKka C ucnonb3oBaHnem cuutbiBatensa BioSmart PalmJet. [nsi HacTponku
NpuBeLEHHON peakunu:
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e HaxmunTe Ha naHenun MHCTPYMEHTOB CTPaHULIbI KHOMKY do6aBuTtb, a 3atem [1o6aBUTL
peakuuio Ha cobbiTue.

OTKpoeTcsi cTpaHuua, MMetoLLas crieayroLmin BUA:
[ o06aBuTb peakuMIo Ha cobbiThe BepHYTbCA HaA3a K CIMCKY PEaKUMii

Hazsanue YenoBua + HoGasums ﬂeﬁa’gme ~+ DoGaeuTs

[

e B none HasBaHue BBeanTe Ha3BaHue OS151 HOBOW peakLumu.

e B paspgene YcnoBus BbiGepute yCcnoBusa Ana HOBOW peakumun. [na aToro HaXMmMTe KHOMKY
Dob6aButb 1 BbibepuTe M3 cnucka Jlo6aBuTb cobbiTUe. B OTKpbIBLLEMCA OKHE Bbibepute
cobbiTne Mpoxoa no umaeHtudukaTopy. Haxmute kHonky Bblibpatb. OKHO 3akpoetcs,
BblOpaHHOe cobbiTne oTobpasntcsa B paboyen obnactu okHa.

e AHanornyHo B ycnosusa gobaebTe cumTbiBaTeNb BioSmart PalmJet, aonsa atoro Bbibepute
ycnosune [1o6aBUTb yCTPOMUCTBO. B OTKpbIBLLEMCSA OKHE B Ka4eCTBE YCTPOMCTBa Bblibepute
COOTBETCTBYWOLWNA cuuTbiBaTenb BioSmart PalmJet, B none Pecypc ykaxute
CuutbiBaTensb 1.

o B pasgene [encrBue Bbibepnte OenCTBUS, KOTOpble ByayT NPOMCXO4UTL MPU 3aLaHHbIX
ycnosuax. Ona atoro Haxmute kHonky [o6aBuTb u BbibepuTe M3 crnvcka KomaHaa
B YCTPOMCTBO. B OTKpbIBLUEMCSA OKHE YKaXuTe YCTPOMCTBO, Ha KOTOpoe Heobxoammo
nogatb komaHgy. B none KomaHnpa ykaxute komaHay OTKpbIThb (pa3bnokupoBatb UY)
COOTBETCTBYIOLLEro HanpaBneHns npoxoaa.

B naHHOM npumepe peakuusi nocne HacTpPovikn ByaeT MMeTb crieayroLmii BUA:

Hazeanue Ycnosua -+ noGasuts leiictBre ~+ nocasmTe

BioSmart PalmJet
(;]:] CobbiTne = E_ Komampaa B ycrpoiicteo =]

Conepxut "CoBeiThs, CBAZaHHBIE C JOCTYNOM MO KOAy OtnpaswTe komaHay "CunTeisatens 1: OTkpeiTe

WaeHTUGKUKaTOpa™ — "Tpoxoa No UaeHTUGUKaTOPY" (pasbnokupoeats) MY" B ycTpoiAcTeo "TypHuker N21
(172.17.1.105)" Bpema: 2 cek.

YcrpoidctBo =1
0) g

Conepokut "KoHTponnep BioSmart PalmJet
(172.17.1.105), Cumteigatens 1"

e Haxmute kHonky CoxpaHUTb U3MEHEHUSA, HOBas peakuus nosiButcs B paboyert obnactu
CTpaHULbI.
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24. MNMapameTpbl BUAeokamepbl

lMepeuncneHHble  HWKe  BKMagkM  npegHasHadeHbl  Anst  HacTponkn  IP-Bugeokamep
(B T.u. Buaeokamep ctaHgapta ONVIF) 41 aHanoroBbix Bugeokamep,  MOAKMOYEHHbIX
K IP-Bngeocepsepam. [JOCTyNHbI crieayrowme BKNagKku:

CerTb;

Kamepa;

O kawmepe;

Bugeo.

lpumeyaHue:

MapameTpbl Bugeokamepbl TRASSIR onuckiBaoTcs B Pykoeodcmee nosib3o8amerisi
modynsi PERCo-WM06 «MHmeepayusi c TRASSIR».

24.1. Bknagka «CeTtb»

Bknagka CeTb oTOGpaxaeT MHGOpMaLuio O Crnegylowmnx ceTeBbix NnapameTpax:
o |IP-agpec;
¢ Macka noacetu;
¢ |P-agpec wnto3a;
¢ MAC-agpec.
OkHO nmeeT cnegyownn BUA:

(0 Bugeokamepa

HazeaHue IP-aapec

Axis 10.0.100.132

Macka noaceTtn

Ceth 255.0.0.0

IP-aapec wnkoza
Kamepa

O kamepe MAC-aapec

Braeo

24.2. Bknagka «Kamepa»
Ha Bknagke Kamepa Heob6xoanmo BBECTM AaHHbIE A4S aBTopu3auuny Npy ynpasneHnM Kamepomn.
MapameTpbl Kamepbl:

e JloruH;

o [laponb.

24.3. Bknagka «O kamepe»

Bknagka O kamepe oTobpaxkaeT MHOopMauuio O cregyowmnx ceTeBbIX NnapameTpax:
MpousBoauTtens. [None otobpaxaeT HauMeHOBaHNE NPON3BOAUTENS Kamepbl.

Mopenb. MNone oTobpaxkaeT HaMMeHOBaHME MOAENN KaMepbl.

MpowmwueBka. None otobpaxaeT TEKYLLYIO BEPCUIO NPOLUNBKMA KaMepbl.

CepunHbIn HoMep. [None oTobpaxaeT CepUHbIA HOMEpP Kamepbl.

URI. TlMone oto6paxaer URI (Uniform Resource Identifier) — yHucMUMpOBaHHbIN
naeHTudmkaTop pecypca (kamepsbl).
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OkHO nmeeT cneayrownin Bua;

[ Bupeokamepa

HazBanwe MpouzeoauTens
Axis ONVIF-IPNC
Moaens
CeT TH32E-ONVIF
Mpowweka
Kamepa
V2.5.1.12 build 2015-02-11 17:31:27
O kamepe CepWidHbIA Homep
008FF79D05D8
Buaeo
URI

rtsp://10.0.100.132:554/mpeg4?username=admin&password=E10ADC3949BA59. ..

24.4. Bknagka «Bugeo»

Ha Bknagke Bupgeo oToGpaxaeTca BUOeOCheEMKa C BblIOpaHHOW KamMepbl B peXuUme pearnbHOro
BpeMeHu. [Insi Toro, 4Tobbl NepenTn B NONTHOIKPAHHbIN PEXMUM, HaBeauTe Kypcop Ha n3obpaxeHve
A

C Kamepbl N HAXXMWUTE Ha KHOMKY & . [ns Bbixoga u3 NOJIHO3SKPAHHOIo pexumMma KIMKHUTe nesown
A

KHOMKOW MbILIN MO UKOHKE ¥ B NpaBOM BEPXHEM YrIy N3006paKeHnsi C Kamepbl.
OKHO MMeeT crieayrowmm Bua;

[P Bupeokamepa TRASSIR BepHyTLCA K CIutCKy

Hazeanne > Ynpasneuue kamepoii

Bupeoramepa TRASSIR
BrnrounT 3anuce
Buixon us
BIKNIOuNT 3anuch
= He suiGpaHo v
CoxpaHuTh CHUMOK
Bxog &
TMpocmoTp apxusa
= He suibparo v

0O kamepe

Buaeo

PacnozHasamne

KomaHgb! ana ycrpoiictsa
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25. Hactpouka koHTtponnepa CKY[] PERCo ansa paboTbl ¢
KapToOnpMeMHUKOM

B cucteme npegycmMoTpeHa BO3MOXHOCTb aBTOMAaTUYECKOTO W3bATUS BPEMEHHbIX  KapT
noceTMTenen C WUCMOMb30BaHMEM  KapTonpuemHuka npoussoacTBa komnaHunm PERCo.
Mocne MOHTaxa M BKIMHOYEHMS KapTONPUEMHUKA HEOOXOAMMO NPOU3BECTU Er0 KOHUryprupoBaHue
B cMcTeme, Ansi 3Toro:

1. Bongute B cuctemy, ucnonb3ys 6paysep.

2. Wcnonb3ys naHenb Hasurauuu, nepengute B nogpasgen «KoHdwurypauus» pasgena
«AQMUHUCTPUPOBaHUEY.

3. B pabGouen obnactu crtpaHuubl BblAENUTE OCHOBHOM KOHTPOMSEP, K KOTOPOMY husmyecku
NOOKINHOYEH KapTONPUEMHMK:

KoHdurypauus PERCo-Web*® AaumuHncTpatop ?

TMometyenin Cobermua WaBnoHs! kavep Cucrema

Mok — OBuwme napaveTpel

1P agpec — | (& 3nextponsas npox

102132 <]

4. Haxmute KHOMKy PepaktTupoBaTb Ha naHenuM WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
cTpaHuua, oTpaxatollasi Ha3BaHWe KOHTponnepa.

5. [lepenguTte Ha BkNnaaky BbixoAabil:

AnekTpoHHasa npoxogHaa KTCOX.A c KapTONpMEMHWKOM M aHTMNaHWKOWA R

Hazsanue JLononxurensHulid sbixoa Ne3 Tun >  Komamugel ynpaBneHua BLIXOA0M

3nekTpoHHaA npoxogHan KTCOx A ¢ kapto JononkutensHsii eeixoa N4 OBbiuHbIA

Hopmanusosats

NononHutensHeIld Bbixoa N2S HopMankHOe COCTORHME
AKTMBWU3WpOBaTH
Bxoae He zanuTtan

Beixoasl

Cete

CoctosHue

PazHoe

Buewnve nogknioueHna

KomaHgbl anna ycrpoiictBa

6. B pabouyen obnactu ctpaHuubl BbibepuTe AononHuTenbHbIN Bbixod Ne... (Homep Bbixoga
OOJPKEH COOTBETCTBOBATb BbIXOAY KOHTpOMnepa, K KOTOPOMy (OU3NYECKM NOOKIIOYEH BXO[
«M3bssmb kKapmy» KapTonpueMHuKa).

7. YcTaHoBWUTE C MOMOLLbIO COOTBETCTBYHOLLErO pPacKpbIBAKOLLErocsa cnucka B paboyen obnactu
CTpaHULpbI:
e 014 napameTpa Tun 3HayeHne OObIYHbIN;
e 1n4 napametpa HopmanbHoe cocTosiHue 3HadyeHne He 3anuTaH.

8. Tllepengute Ha BkNagky Bxoabl.

9. Ecnu kapTonpMeMHuK BbICTyNaeT B Ka4eCcTBE BHELLUHEro BepuguumpytoLero ycTponctea ang
KOoHTponnepa (curHan «Kapma usbsama» NOoCTynaeT Ha OTAeNbHbIA BXO4 KOHTpornsepa),
TO B paboyen obnactn ctpaHuubl BbibepuTe [ononHutenbHbiM Bxon Ne... (Homep Bxoaa
KOHTponnepa, K KoTOpoMy (hm3nyeckn NOLKNIOYEH BbIXoa «Kapma usbsimay KapTonpueMHMKa)
N YCTAHOBMWTE C NOMOLLIbIO COOTBETCTBYHOLLETO PacKpbIBaOLLErOCHA CnmcKa:
e 14 napameTpa Tun 3HayeHne Bxon noareepxaeHus BBY;
e ans napameTtpa HopmanbHoe cocTOfiHME KOHTaKTa 3HavyeHne Pa3oMKHYT;
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e nnsa napametpa Homep WY 3Hauenne WY... HanpaBneHwue... (Homep WY n Homep

HanpasieHund AOOJDKHbI COOTBETCTBOBATb TEM, KOTOpble KOHTPOJINPYHOTCA
KapTONPUEMHUKOM):
(© 2nekTpoHHas npoxogHas KTCOX.A ¢ KapTONPUEMHUKOM W aHTUNAHWKOIA BepHyTbeA K CUCKy

HazeaHwe Bxog N23 Tun
SnekTponHan npoxoaran KTCOx.A c kapro... Bxog Ned MoareepxaeHue o1 BBY
Bxog N25 HopmansHoe cocToAHMe KOHTaKTa
Bxoas! Bxopa N6 PazomruyT

Howmep WY

Beixoae!
WY 1 Hanpaenenwe 1

Cets
PazHoe

BHELIKME NOAKMOUEHUA

10. TNpu HEOBXOOUMOCTM HACTPONTE peakUUo CUCTEMbI HA CUrHan OT KapTonpueMHuKa «Asapusix.
Ona atoro B pabodver obnactu ctpaHuubl BbiGepuTe [ononHuTenbHbin Bxog Ne...
(HomMep Bxoga [OMKEeH COOTBETCTBOBATb BXOAY KOHTPOfepa, K KOTOpoMmy huanyecku
NOAKMOYEH BbIXO «Agapusi» KapTONPUEMHMKA) U YCTAHOBUTE C NOMOLLIbIO COOTBETCTBYHOLLLENO
pacKpbIBaOLErocsi Crmcka:

e ansa napametpa Tun 3HayeHne OBbIYHbIN;
e ns napameTpa HopmanbHoe cocTosiHMe KOHTaKTa 3HayeHne Pa3oMKHYT.

11. Mcnonb3ys napameTpbl aKkTMBM3AUMM UM HOpManu3aumMn BbIXOOO0B, HacTpounte Tpebyemyto
peakuuto KOHTponnepa.

(© dnekTpoHHas npoxoaHasa KTCOX.A ¢ KAPTONPUEMHMKOM W aHTUNAHUKO BepHYTbCA K CrIvCKy

Hazeanne Bxop N23 Tun

BnekTponHan npoxoaHan KTCOx A c kapTo . Bxoga N24 OBbIYHBIA

Bxop Ne5 HopMmaneHoOe COCTORHWE KOHTaKTa

Bxogkl Bxop N26 PazomrryT

AOHOJ’IHMTeﬂbe\E BXO/bl, MackupyemMble NpK akTUBU3aL UK
Boixoas!

KpuTepuid mackvpoBaHws

Cems He zagaHo

JononHuTenbHbIe BbIXOADI, HopManausyemble Npy akTUBM3aLnKn
PazHoe

Kputepuli Hopmanuaaumm

He zagavo
BHELIHME NOAKMIOUEHR

AOHOHHMTEﬂbe\E BbIXO4bl, aKTUBM3NPYEMbIE NPW aKTMBU3aLWK
KpuTepuid akTmensaumm

He zagaHo

12. TNoo4vepenHo HaXXMuTe KHOMKM CoxpaHuTb M3MeHeHus B YyCTPOMUCTBO
n BepHyTbca k cnucky. CTpaHuua, oTpaxatlollasi Ha3BaHue KoHTponnepa, byaeT 3akpbiTa.

13. B pabouen obnacTtu cTpaHuLbl B COCTaBE OCHOBHOIO KOHTPOIepa BbigenuTte KoHTponnep MY,
KOTOPbI KOHTPONMPYETCS KAapTOMNPUEMHUKOM.

14. Haxmute KHOMKY PegaktTupoBaTb Ha naHenuM WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
cTpaHuua, oTpaxatollasi Ha3BaHWe KOHTponmepa.

15. lMepengute Ha BkNagky pecypca CuuTbiBaTtenb Ne... (HOMep cuuTbiBaTensa AOMKEH
COOTBETCTBOBATb CYUTLIBATEMIO, KOHTPONMPYEMOMY KapTONPUEMHUKOM).

16. lNMoaTBepxaeHneM WM3bLATUSA  KapTbl AN KOHTponnepa [AdocTyna sBnseTcs  curHarn
OT KapTonpuemHuka «Kapma u3bsma». [ns HacTpoOVKu NOATBEpXOeHWs Ons napameTpa
Bepudukauma ycraHoBUTE 3HAYEHUE:

e BBY, ecnu kapTonpveMHMK BbICTynaeT B KayeCTBE BHELIHEro BepuuumpytoLero
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yCTpOVICTBa Ana KOHTpOoIiepa (CVIFHaJ'I «Kapma u3bsama» noctynaeT Ha oTAenbHbIA BXOA4

KOHTponnepa);

o NAOY, ecnn BbIxog «Kapma u3sbsma»

KapTonpunemMHuka nMnoAgKrnw4YeH K KOHTposrepy

napanneneHo [14Y. B aTomM cnyyae Takke HYXHO YCTaHOBUTb ANs napamMmeTtpa
PaspeweHue Y donaxok ans sHadeHns B PEXKUME PABOTbI «KoHTponby»:

HazeaHue

Kontponnep TypHukeTa MNel

Brixog mz

He eriBpaHo

Bxon &

He eriBpanHo

Crnncok NFC ycTpoicte

(=3}

TypHUKET
CumTteigatents 1
CumTeigaTens 2

['eHEpaTOp TPEEOTH

17. YctaHoBuTe B pabouen

obnactu

3alWMTa OT Nepeaaum
waeHTMdukaTopos COTPYAHWKOB
(Antipass)

B PEXWMME PABOTHI "KonTpone"

3alWMTa OT Nepeaaum
waeHTMbKkaTopoe NMOCETWTENEA
(Antipass)

KoHTpons BpeMeHn Ans
waeHTMdukaTopos COTPYAHWKOB

KoHTpone BpemeHn Ana
waeHTUbMKaTopoe MOCETWTENEA

Pazpewexme 4Y
Bepudukauna

WM3bIMaTE WAEHTHOWKATOPEI
noceTUTened nocne npoxoaa

JonoaHuTensHsIE EXOaE,
MaCcKMpyeMbIg MpU pasBnokMpoEKe
Wy

JonoaHuTENEHEIE BEIXOAEI,
AKTWEMZMPYEMBIE NPU Pa3BAoKUPOEKe
Wy

CTpaHuubl ans napametpa BepuduumupoBartb

naeHtTudukatopbl MOCETUTENEMN ot BBY (1nun, cooTBeTcTBeHHO, oT MAY) hnaxku:

e Mpu npoxoae;

e npu npoxoge ¢ HAPYLUEHUEM BPEMEHMU;
e npu npoxoage ¢c HAPYLULEHUEM 30HAJIbHOCTW.

18. YctaHoBute B pabouen

obnactu

CTpaHuubl HeobxoduWMoe 3HauyeHue napameTpa

Bpemsa oxuaaHma nopatBepxaeHuMa npu Bepudmkauum ot BBY (Mnm, cooTBeTCTBEHHO,
ot MNMAY), B Te4eHMe KOTOPOro KOHTPONep OOMKEH OXnaaTb curHan «Kapma usbsmay:

(5 KoHTponnep TypHukeTa

Haseanue 3awuTa oT nepeaaui
uaenTHpuKaTopos COTPYAHMKOB
KowTponnep TypHuketa Net (Antipass)
3aWyuTa oT Nepeaun
waerTubvkatopos MOCETUTENEA
(Antipass)

Beixon ns

He esibpario

KoHTpone epeMeHu Ana
aenTHbrKaTopoe COTPYAHMKOB

Bxone
He eriBpato

Koutpons spemerin A
aenTnmkatopos NOCETUTENER

Crncok NFC yerporicte
R TS Paspewenme Iy

Bepudrkauma

abimaTs naeHTMGUKATOpS!
noceTuTeneii nocne npexoaa

TypHyker

[ONONHUTENLHEIE BXOALL
MaCKupyeMsie Npy pazEIoKMpOEKe
ny

Cupreigatens 1

Cunsiatens 2
MononHurensHsie BXoAs!,
IKTVBMBMPYEMLIE NP PaIBACKVROKE
Tenepatop Tpezory wy

BepHYTLCA K CIUCKY

Bepudukauna > KomaHae! cunteiBaTena

Het
YcTaHoBNTb pexum padoTsl "OTkphiTo”

Bepuduumnposars naentudmkatopsl COTPYAHMUKOB ot NAY _
YCTaHOBHTL peskMM paboTel "KoHTpons"

Mpu npoxose
YcTaHOBWTL peskim paboTbl "3akpbiTo”
Mpwu npoxoae ¢ HAPYLLEHWEM BPEMEHW

Mpvt npoxoae ¢ HAPYILEHWEM 30HANBHOCTA Qi ([T EET)
BepuduumMpoBaTh uaeHTUdMKaTopsl MOCETUTENEN ot NAY 3akpbiTb (3abnoxmuposare) UY
Tpu npoxoae

MNpw npoxoae ¢ HAPYWEHWEM BPEMEHW

Mpw npoxoae ¢ HAPYLLEHWEM 30HANBHOCTA

BpeMn OXUAZHHA NOATEEPKASHUA NPV BEPUPUKALMM oF MALY

1 CekyHael

Bepuduumposate naeHTuprkatopel COTPYAHMKOB ot BBY

Mpw npoxoae

KoMaHAbl ANA YT poicTBa

Mpy npoxoae ¢ HAPYIEHWEM BPEMEHI

MNpy npoxoge ¢ HAPYILEHWEM 30HANIBHOCTA

19. BbibepuTte napameTp [JononHUTenNbHbIE BbIXOAbl, aKTUBU3UPYEMbIe NPyU NpeabABReHUN
BanuaHbix naeHtudukatopos MNOCETUTEJIEMN.
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20. YctaHOBMTE C MNOMOLLLID packpblBalLlerocsd cnucka B paboyen obnactn CTpaHuub

Aanst napameTpa Kputepun aktmeusaumm 3HavyeHne Ha Bpems cpabaTbiBaHus.

21. YctaHoBuTe chnaxok [lononHuTenbHbIN Bbixoa Ne... (HoMep Bbixoda, K KOTOPOMY NOSKITHOYEH

BXO4 «M3bsSmb Kapmy» KapTonpuemMHuKa):

& KoHTpoanep TypHuketa BEpHYTLCA K CMIHCKY

WASHTUPUKATOPOE LU I PYAHVIKUE
Hazeanve (Antipass) KpuTepnil akTievzaumm >  Komanaul cuntuisarenn

Kowponnep Typruera Nei Ha spen cpadaTeisaniA

3awwTa oT nepeaaun

WaesTuukaropos NOCETUTENEN YeTaHOBHTb peskim paboTbl "OTKPLITO

Buxoa nz (Antipass) NlononuuTensHeli sbixos Ne3
YctanosuTb pesxum pabotsl "KoHTponb"
He BbiBparo O Cs Sereneian NononsurensHsiii eexos, Ned
uaeHTMdUKaTopoe COTPY/IHWMKOB YeTaHoBUTL pesxum paboTbl "3akpbito”
JlononruTensHsIi Bbxos Ne5
Bxoa®
KonTpons spemenn ana OTKpbITL (pasbnokuposats) MY
He seiSpato waeHTngukatopos MOCETUTENEM

3akpbiTb (3abnokuposats) MY

Crmcok NFC yerpoiicra Paspetuerie Y

[lononHUTe bHSIE BbIX0a8I
aKTMBUSMDYeMsIe NPH PaIBAOKMPOBKE

Bepudmkauna
-3

3

W3biMaTe naeHTMdMKaTOpLI 5

noceTuTeneii nocne npoxoaa 2

TypHuker g—
[lononsuTensHEIe BXOAsI, ES

MacKupyemeIe npn pasBaokMposKe ]

CunTbiBatens 1 Wy <
3

T

=

H

=z

o

>

CumTeisatens 2

lenepatop Tpegoru [Lono/HuTE Ik HEIE BiXOAS,
HOPMENMZMpYEMsIE NPy

pasbroknposxe MY

[lononHUTe bHSIE BbIX0a8I
aKTMBMHDYeMSIe NPW NpeaABNeHIM
BaMAHBIX MABHTUOMKATOPOS
COTPYAHUKOB

LononHuTeNeHEIS BEXOAE
BKTMEMZVRYEMEIE NPV NPEALABARHUN

BaAMAHLIX MAESHTMOMKATOPOE
MOCETUTENEW

22. Bbibepute napametp MW3bIMaTb
N yCTaHOBUTE NS Hero pnaxok:

naeHTUdMKaTopbl NoceTuTenen nocrne mnpoxoda

(5 KoHTponnep TypHukeTa BepHyTbCs K CTACKY

Hazsarne 3awwra o1 nepedaun W3eimaTs MaeHTHUKATODEI NOCETUTENEA NOCE NPCXOLd
aenTukaTopos COTPYAHUKOB > Komangu cuuTeisatens
oo D teess) YCTaHOBHTL peskiM paboTsl "OTKpbITO"
Beixos uz 3awmTa oT nepeaaun
uaeHTMbukaTopos NOCETUTENEA YeTaHoBUTh peskum paboTsl "KoxTpons"

He seiBpario

Bxoas

He sribpaHo

(Antipass)

KoHTpons Bpemeni ans
naenTnmkatopos COTPYAHUKOB

KoHTpons Bpemenu ans

YcTaHoBUTL pexkum pabotsl "3akpeito”
OTKpbITh (pasbnokuposats) MY

3akpbiTh (3@0noknpoBath) MY

Crmcox NEC ycrpodicts waentudukatopas MOCETUTENEA
He BmipaHo Pazpewenue A1y

Bepuduauns

Ussimate uaeHTndmkaTops!
noceTuTened nocie npoxoaa

TypHrKeT

[lonoaHuTensHsIe BXOAB,
MacKMpyeMbie npu pasbaokuposke
ny

CumTeigaTens 1

Cumteisatens 2

KomaHabl Ana ycrpoiictBa

[lonoAHUTeNsHbIE BEIXOASI,
aKTueMaMpyeMele npy pasbnokMposke
Tewepatop Tpesoru uy

lpumeyaHue:

Mpn un3bBATUM naeHTUUKATOPa [aHHble MOCEeTUTENs aBTOMATUYECKU MEepeHOCATCs
Ha Bknagky ApxuB pasgena «Bropo nponyckoe» (cM. «Pykoeodcmeo nosib3oeamerisi
,CmaHdapmHoz2o nakema [10“ PERCo-WS, PERCo-WSE»).

23. lMoo4epegHo HaXXmute KHOMKM CoxpaHuTb M3MeHeHusA B YCTPOUCTBO
n BepHyTbcs Kk cnucky. CTtpaHuua KoHTponnep TypHukeTa OyaeT 3akpbiTa, HaCTPOWKM
COXPaHEHbI.
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26. Hactpouka koHTtponnepa CKY[] PERCo ansa paboTbl ¢
KapToOnpMUeMHUKOM

B cucreme npegycMoTpeHa BO3MOXHOCTb aBTOMAaTU4YECKOIo WU3bATUA BpPEMEHHbIX KapT

nocetutenen C ncnonb3oBaHNEM KapTornpmeMHunKka npon3BoacTBa KOMMNaHnn PERCo.

MNMocne MoHTaXa M BKMHOYEHMS KapTONPUEMHUKA HEOOXOAMMO NPOU3BECTU Er0 KOHPUIypupoBaHue
B cucTeme, Ans 3TOoro:

1. Bongute B cuctemy, ncnonbsys 6paysep.

2. Wcnonb3yss naHenb Hasurauuu, nepengute B nogpasgen «KoHdwurypaumsa» pasgena
«AAMUHUCTPUPOBaHUEY.

3. B pabouyen obnactu cTpaHuubl BblAeNUTe OCHOBHOW KOHTPOSEpP, K KOTOpPOMY (huanyeckm
NOAKMOYEH KapTONPUEMHMUK:

Kordurypauus PERCo-Web* AnMUHUCTPATOP

MoMeweHra CoBbITuR LaBnoHe! kamep Crecrema

Mouck — O6wme napaMeTpsl
IP anpec — [® KowTponnep CTL14

(& Oeycroponmnii zamok N21

4. Haxmute KHOMKy PepaktupoBatb Ha naHenuM WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
CTpaHuua, oTpaxatowas Ha3BaHne KOHTposnsepa.

5. Mepengute Ha BkNagky Bbixoabl.

Kond:wypaum PERCD-Web. AnMUHMCTPaTOR ?

E\@ KOHTpO.ﬂJ’lEp CTL14 BepHYTbCA K CNMCKY

Hazeanue - Boixog NO1/C1/NC1 Tun

kazzpoopeplCIRGE 2 - eeixoa NOZ/C2/NC2 OBkl
Cerment 3 - eeixog, NO3/C3/NC3 HopmaneHoe cocToAHme
He eeibparo 4 - Beixog NO4/C4/NCA He sanuran
5 - eeixog OK1
CeTe 6 - BeIXOA OK2
7 - eeixoa OK3
PazHoe
8 - eeixoa LdA 1
Beixoge! 9 - puixoa LdSt 1
10 - Buixoa LdB 1
Bxoael
11 - erixog LdA 2
CunTeiBaTenn

12 - ewixog LdSt 2

13 - ewixog LdB 2

6. B pabouen obnactu Bbibepute Bknagky Bbixoa... (HOMep Bbixoda AOS/HKEH COOTBETCTBOBATh
BbIXOAY KOHTponsepa, K KOTOPOMY (PM3MYECKM MNOOKMIOYEH BXOA4 «M3bamb Kapmy»
KapTonpueMHuka).

7. YCcTaHOBUTE C MOMOLLbIO COOTBETCTBYHOLLEIO packpbliBatoLLErocs cnucka B paboyen obnactu
OKHa:
e Ansa napametpa Tun 3HayeHne OBbIYHbIN;
e 14 napametpa HopmanbHoe cocTosiHue 3HadeHne He 3anuTaH.

8. TMMepengute Ha BkNagky BxoAabl.
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Ecnu kapTonpnemHuk BbICTynaeT B Ka4yecTBe BHELLHEro BepuguumpytoLwero ycTponctea Ans

KoHTponnepa (curHan «Kapma u3bsma» nocTynaeT Ha OTAEeNbHbIN BXOA4 KOHTponnepa),

TO B paboyen obnacTtu ctpaHuubl BoibepuTe Bxopa... (Homep Bxoga KOHTpOnnepa, K KoTopomy

dusnyeckn NOAKMYEH Bbixoq «Kapma u3bsima» KapTonpUeMHMKa) N yCTaHOBUTE C MOMOLLIbIO

COOTBETCTBYIOLLLErO pacKpblBalOLLErocs cnmcka:

e ansa napameTpa Tun 3HavyeHne Bxoa noarBepxaeHusa BBY;

e nnga napameTtpoB KoHTponnep v HanpaBrneHue yCTPOWUCTBO W HanpaBreHwe OOMKHbI
COOTBETCTBOBATb TEM, KOTOPbIE KOHTPOMMPYIOTCS KAapTOMNPUEMHUKOM;

e ans napameTtpa HopmanbHoe coCTOSiHME KOHTaKTa 3HavyeHne Pa3oMKHYT:

KoHdurypauus PERCo-Web*® AaMUHUCTPATOP 2

fC:) KOHTpO.ﬂ.ﬂep CTL14 BepHyTLCA K CIIMCKY

Hazeanue

- exog Inl Tun

Kowtponnep CTL14 2 -exoa In2 Bxoa noateepxasHuA BBY2

Cerment 3 -pxog In3 KonTtpoanep

10.

11.

12.

He ewibpaHo 4 - pxog Ind HAeyctopoHHuid zamok N21

5 - exog In5 Hanpaenexue

Hanpaenenue 1
Cetn 6 - exog Iné z

7 - exon DUA 1 HopMmanbHOe COCTOAHME KOHTaKTa
PazHoe

PazomkH
8 - exopn DUSt1 o

Beixoas

[}

- exog DUB 1

10 - exog DUA 2
Bxogs!

11 - exog DUSt 2

CumTeiBaTenn 12 - exoa DUB 2

13 - exoa FA

Mpn HEO6XOOUMOCTM HAaCTPOWNTE peakUMo CUCTEMbI Ha CUrHarn OT KapTonpueMHuKa «Agapusi».
[Ona atoro B paboden obnactm ctpaHuubl Bblibepute Bxog Ne... (Homep Bxoga AOMMKeH
COOTBETCTBOBaTb BXOAY KOHTpOMnepa, K KOTOpoMy (bm3nyeckn NoaknodeH Bbixon «Asapusi»
KapTonpueMHuKa) 1 yCTaHOBUTE C MOMOLLbIO COOTBETCTBYIOLLIErO pacKpbIBaoLLLErocs cnucka:

e ansa napametpa Tun 3HayeHne OBbIYHbIN;

e ans napameTtpa HopmanbHoe cOCTOiHME KOHTaKTa 3HavyeHne Pa3oMKHyT.

B nogpasgene «Peakumu Ha colbiTusi» pasgena «AQMUHUCTPUPOBAHUE», UCMOMb3ys
napameTpbl aKTMBM3aLUN UM HOpManusaumMmn BbiXo4oB, HacTponTe Tpebyemyro BHYTPEHHIOK
peakuuto Ha cobbITe KOHTponepa.

Moo4epenHo HaXxXmute KHOTMKMN CoxpaHuTb M3MeHeHuUA B YCTPOWUCTBO
n BepHyTbcA K cnucky. CTpaHuua ¢ Ha3BaHueM KOHTponnepa 6yaeT 3akpbiTa.
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13.

14.

15.

16.

17.

18.

B pabouen obnactu cTpaHulbl B COCTaBe OCHOBHOMO KOHTpOMnepa BblAenute KOHTponnep,
KOTOPbIA KOHTPONMPYETCA KAapTONPUEMHUKOM.

Haxmute KHOMKy PepaktTupoBatb Ha naHenu WHCTPYMEHTOB cTpaHuubl. OTkpoeTcs
CTpaHuua, oTpaxarollas HassaH1e KOHTponnepa.

Mepenante Ha BKNagky pecypca HanpaBneHue Ne... (Homep HanpaBreHusi LOIHKEH
COOTBETCTBOBATb CYMTLIBATENIO, KOHTPONUPYEMOMY KapTONPUEMHUKOM).

MNMoaTBepXaeHMeM U3BATUS  KapTbl AONA  KOHTponnepa [AocTyna sBNSeTcs  curHan
OT KapTonpuemHuka «Kapma usbsamax». [Ons HacTpoOWKM MOATBEPXKAEHWA B fIeBOW 4actu
paboyen obnactu cTpaHuubl Ansg napameTpa Bepudmkaumsa ycraHoBute 3HaveHuve:

e BBY, ecnu kapTonpuemHuK BbICTynaeT B KayeCTBe BHELUHero BepuduumupyoLwero
YyCTpPONCTBa ANSA KOoHTposnepa (curHan «Kapma usbsama» nocTynaeT Ha OTAENbHbIA BXOA
KOHTponnepa);

e NAY, ecnu Bbixog «Kapma u3bsama» KapToONpMeMHMKa MNOAKMIOYEH K KOHTpOMnepy
napannensHo MNay.

B paboyen obnactu ctpaHuubl Ha Bknagke BBY wnu MAY ans napametpa MNoarsepxaeHue
npoxoAa yCTaHOBUTE (OIaxKu:

Mpun npoxoge COTPYOHUKOB;

Mpu npoxoae COTPYOAHUKOB ¢ HAPYLULEHMEM BPEMEHW;

Mpu npoxoae COTPYOHUKOB ¢ HAPYLUEHUEM 30HAJNBbHOCTWY,;

Mpu npoxoge MOCETUTENEWN;

Mpu npoxoae MOCETUTENEN ¢ HAPYLLEHUEM BPEMEHMU;

Mpu npoxoae MOCETUTENEN ¢ HAPYLLEHUEM 30HANbHOCTMW.

YcraHoBute B paboyen obnactm CcTpaHuubl Heobxogumoe 3HadeHwe napameTtpa

Bpems oxuaaHusa noaTBepXAEHUs, B TeYEeHWEe KOTOPOro KOHTPONnep OOSMKEeH oXuaaTb
curHan «Kapma usbsman:

Kondurypauus PERCo-Web*® ALMUHACTPETOR
(& ABycTopoHHMit 3aMoK BepHYTBCA K CMMCKY
Hazsakue 3awpa o1 nepeaauy <
naeHTuGKkaTopos COTPYAHNKOB Yposmu Codr nay Cugrume Ankobapsep
Reycropontui samok Nel (Antipass)
MoaTBepskAeHue npoxosa
Cerment 3awwTa 0T nepeaaym
unenTudukaopos MOCETWTENEN My npoxoae COTPY/IHIKOB
He s1i6paro (Antipass)
Mpw npoxoae COTPYAHWNKOB ¢ HAPYLLIEHWEM BPEMEHM
Buon us KoHTpons epemes a1
aeHTuAKTopos COTPYHIKOR Mpw npoxoae COTPYAHNKOB ¢ HAPYLEHWEM 30HANBHOCTW
HelEEbpate Mpw npoxoae NOCETUTENEM
KOHTposis BpemeH 4nA
Bxoa e vaeHTugukatopos MOCETUTENEN Mpw npoxoae NOCETUTENEM ¢ HAPYLUEHWEM BPEMEHM
He 2uibparo Bepudukauna Mpw npoxoae MOCETUTENEN ¢ HAPYLLEHWMEM 30HANBHOCTM
o =
Crucox NFC yerpoficre Komuceuosmposanme Moarsepxaerme npoxoas ans NOCETUTENERA g
£
VI3bIMaTS MASHTUGHKATODE! (= EETnE 2
MOCETWTENER g
BpeMs OKMAGHUR NOATBEPKASHIA s
=
Moagepka KapronpreHIKs 417 3 — 3
ny naeHTadukaTopos MOCETWTENEN 3
2
M MCTeUeHHI0 SpeMEHY NOATBRDKASHIA TeHEpPOBaTS CoBbITHE z
o
Hanpaenesue No1 3anper npoxoaa ot BBY =
BepoTHocTs 3anycka BeprduKalan (0.100%)
Hanpasaenie Ne2
0
TeHepaTop Tpesoru
o

20. YcraHoBMTE C MOMOLUbIO packpblBatollerocs cnucka B paboven obnactu cTpaHuubl
ansa napametpa Mopaepxkka kaptonpuemHuka ansa uwaeHtudpmkatopos NMOCETUTENEUN
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PykoBoacTBO agMUHUCTpaTopa

21. C nomoLLbio BbiNagalroLllero cnmcka BelbepmuTe HOMEP BbIXO4aA, K KOTOPOMY MOOKITHOYEH BXOL,
«M13bsIMb Kapmy» KapTONPUEMHUKA.

Kondpurypauus PERCo-Web® AuuHucTpaTop ?
(& JlBycTOpOHHMIi 3amMok BEpHYTLCA K CTUCKY
Hazeanue 3alLyTa oT nepeaaum Toanepska KapTONpUEMHIKa ANA uaeHTuMKaTopos NTOCETUTENEN <
waenTuGUKaTopos COTPYAHIKOB
[eycToporHui zamok Ne (Antipass) la
Cerment 3awwTa o1 nepeaaum Howmep sbixoda
ugenTudUKaTopos MOCETUTENEN
He sibparo (Antipass) 7 - seixon OK3
Bbixoa us KonTpons Bpemenn ans

waenTUGUKaTOpos COTPYAHIKOB
He exibparo
KoHTpons Bpeuetn ana
Bxons upeHTUGMKaTOpos MOCETUTENEA
He BtiBpato Bepugukauva

Crncok NEC yerporicte Kowmuccronnposarive
He ai6par Vi3eiMaTh uaeHTHUKATOPb!
MOCETWTENEN

TMoARep>Ka KapTONPUEMHIKa A1

wy ngerTudUKaTopos NMOCETUTENEN

KomaHAbl ANA YcTpoiicTBa

Hanpagnerue N1
Hanpaenetue Ne2

Tenepatop Tpesorm

22. Bulbepute napametp M3bimatb wuaeHTuUdUuKaTopbl nocetutenen u  Bblbepute
13 BbINagatoLLero cnnmcka oaHo U3 3Ha4YeHUN:
e HerT;
¢ [Mocne noboro npoxoaa;
¢ [Mocne npoxopa B nocnegHuin aeHb JencTBUA naeHtudukaropa.

lpumeyaHue:

= Tpn u3bATMM unaeHTUUKaTOpa [OaHHble MoceTUTensd aBTOMaTUYecKu MepeHoCcATCH
Ha Bknagky ApxuB pa3sgena «bropo npornyckoe» (CM. «Pykoeodcmeom rnosib3oeamerisi
“CmandapmHozo nakema [10” PERCo-WS, PERCo-WSE)»).

Kordurypaums PERCo-Web* AnpuHucTpaTop
rﬁ ﬂ,ByCTDPOHHVIIZ 3aMoK BepHyTECA K CIIMCKY
Hazzanne 3awwTa o1 nepeaauy Wssivars naexTigukatopsl MOCETATENER <
waeHTdMKaTopos COTPYAHWKOB
[eycToponui samok Net (Antipass) Mocne A0GOTo Npoxoas
Cerment 3awwTa ot nepesauy
naeHTUGMKaTopos MOCETUTENER
He e6i6pao (Antipass)
Beixon us KoHTpons epemenin Ana
naeHTndUKaTopos COTPYAHWKOB
He ei6paHo
KoHTpons epemern Ana
Broa e naeHTUGMKaTopos MOCETUTENER
He sui6pario Bepudmrauns
Cncok NFC yctpolicte EOR A M DOBZHUE
He seibparo VIZLIMATE WASHTHGUKATOPE!
MOCETUTENEW

Moaaepxka KapToNpPUEMHMKa ANA
Wy naeHTguKkaTopos MNOCETUTENEN

KomaHgb! gns ycrpoiictsa

Hanpagnenue Ne1
Hanpagnenne Ne2

Teneparop Tpeeory

23. MNoo4vepedHO HaxmuTe KHOMKM CoxXpaHUTb U3MeHeHMA U1 BepHyTbCA K CnUCKy.
Ctpanuua CBoncTBa KOHTponnepa OyaeTt 3akpbiTa, HACTPOWKM COXPaHEHbI.
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27. Hactpowuka koHTponnepa CKY[] PERCo ansa paboTbl ¢ ankotectepom
«Ankob6apbep», UHTErpUPOBaHHLIM B CUCTEMY

lpumeyaHue:

Pabota ankoTectepa «Ankobapbep» no cetn Ethernet BO3MOXHa TONbKO C KOHTpOnepamm
CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP, CL15, CL15.1, CL15.3, CL15.7 n co
BCTPOEHHbIMU KOHTponnepamn CT13, CT13.1 anekTpoHHbIX NpoxogHbix PERCo.

Mocrne MoOHTaxa W BKMOYEHMSA ankoTectepa «AnkoGapbep» HeoO6XoOAUMO MPOU3BECTU €ro
KOHdpUrypupoBaHue B cucteme, Anst 3Toro:

1.
2.

Bongute B cnctemy, ncnonbays Gpaysep.

Mcnonb3ya naHenb Hasurauumu,
«AAMUHUCTPUPOBaHUEY.

nepengute B nogpasgen «KoHdurypaumsa» pasgena

B pabouenn obnactv cTpaHuubl BblAENWTE KOHTPOMNEP WM WUCMONHUTENbHOE YCTPOWCTBO,
BblOpaHHOe Anga paboTbl ¢ ankotectepom «Ankobapbepy»:

KoHdurypauma

Mowck

IP anpec

Hazeanve

Haxmute KHOrMKy

MomeweHusa

— Obwme napaMeTpel

_ @] Pabouan z0Ha
& Kowtpoanep CL15.7

['Cj KouTpoanep CL15.1

PERCo-Web Aguunuctpatop )

WaBnoHe! kamep Cuctema

[HekoHTponupyemas Tep...—xxx]

[HekoHTponupyemas Tep...—verif50]

Pep,aKTVIPOBaTb Ha naHelnn WHCTPYMEHTOB CTpaHuubl. OTKpOGTCFI

CTpaHuLa, oTpaxatoLlasi Ha3BaHVe KOHTPOMepa UM UCNONMHUTENBHOIO YCTPOCTRA.

B oTkpbiBLLEMCHA OKHE NepenauTe Ha Bkrnagky HanpaBneHue. B pabouen obnactu Bbibepute
BKknaaky Bepudukaumsa -> YpoBHU. B cooTBETCTBYIOLLEM YPOBHE BEpudUuKaumm BbibepuTe Tvn
ucrnonb3dyemon Bepudpukaunm Ankobapbep wunu Ankob6apbep BbIOOPOYHO (MO3BONAET
3anyckaTb Bepudukauuio ¢ onpeaeneHHomn BEpOSTHOCTLIO):

(& Koutponnep CL15

Hazeanne

Koxtpennep CL15.7

Buixog uz

= He BrIGpaHo

Bxoa B

= He Bribpano

Cnncok NFC ycTpoiicte
[J He ewibpano
CeTs
Paznoe
ny

Hanpasnenve
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3al1MTa OT Nepeaaun
waeHTudukaTopor COTPYJHWKOB
(Antipass)

3awwTa oT Nepeaaun
waenTndukatopos NOCETMTENEN
(Antipass)

KoHTpons BpemeHn ans
waentudukatopos COTPYAHWKOB

KoHTpons BpemeHn ansa
waenTudmKaTopos MOCETUTENER

Bepudukauuma
KomuccuoHmposaHne

WzkiMate uaeHTUdUKATOpEI
MOCETATENER

Moagep>ka KapTONPUEMHMKE ANA
uaeHTUGUKaTOpoR MOCETMTENER

BepHYTLCA K CTIMCKY COXpaHMTb H3MEHEHUA B YCTPOHCTBD v

Codt  MAY  BBY Cueru.. Amo.. AMKo. <

Yposenb 1

E] Codt

C] Co®T, ecni noaknoueH

() nav .
[
=

() BBY =
o
o

) BBY2 5
=

() BBY3 H
=

E] NAY enibopouro é
s
m

E] BBY BuifopouHo E
3

E] BBY2 eribopoyHo

E] BBY3 eribopoyHo

[ Cuertunk npoxoacs
Anxobapeep

Ankobapeep BeliBOpouHO



PykoBoacTBO agMUHUCTpaTopa

6. MNepengute Ha

BKINagKky

Ankobapbep.

3anonHute AdaHHble yCTpOVICTBaZ

IP-agpec

ankob6apbepa, [MopT ankobapbepa, CeTteBoe umMsi ankobapbepa, NpoTtokon u T.4. Ecnn tmvn

ncrnonb3yemon Bepudukauun Ankobapbep BbIGOPOYHO, YCTAHOBUTE 3HAYEeHME MnapameTpa
BeposiTHocTb 3anycka Bepudmkauum (0..100%), otnuyHoe ot 0 1 100.

(8 Kontponnep CL15

Hazeanue

Kowtponnep CL15.7

Beixon u3

= He euibpaHo

Bxoa s

= He subpato

Crncox NFC yerpoiicrs

3awuTa oT Nepeaaun
naeHTHbMKaTopoe COTPYAHWMKOB
(Antipass)

3awwra oT Nepeaaun
naeHTHG MKkaTopos MNOCETWTENEN
(Antipass)

KoHTpone Bpemenn ana
naermudvkatopos COTPYAHWKOB

KoHTpoas Bpemenn Ans
uaeHTudvkatopos MOCETUTENEA

BepHyTLCA K CIHCKY

Yposnn Cogr nay BBY CugTunk

IP anpec

Nopr
80

CeTeBoe WMA ankoBapeepa

Npotoken

HTTP

MoaTtsepxaenue npoxoaa
Mpw npoxoae COTPYAHNKOB
Mpw npoxoae MOCETATENEA

MoareepxaeHe npoxoaa ans MOCETUTENEA

Ankopamia <

KomaHabl Ans ycrpolicTBa

() He eniGparo Bepudukauma
Komuccuonmposanme

Cers VI35IMATE WAEHTUGUKATOPSI
NOCETUTENEA

PazHoe HDMEDXKB KapTONpHWeMHUKa ANR
uaenTudkaTopor MOCETUTENEA

ny

Hanpagnenne

Tenepatop Tpesoru

Bxoas!

Beixoas!

Cuwntuigatenu

7. MNepengnte Ha BKknagky FeHepaTop TpeBorn -> eHepauua TpeBOru
MocTaBbTe

naeHTudukaropa.
OT AJIKOBAPbLEPA:

(8 Kontponnep CL15

Hazeanune

Kontponnep CL15.7

Beixog uz

= HexoHTponMpyeman Tepputo... @ v

Bxog e

= He eniGpaHo d

Cnucok NFC yctpoiicte
[J He ewibparo
Cets
PazHoe
ny
Hanpaenexwe

FeHepaTop Tpeeoru

MocroAxHo

Bpems oxvaaHUA NOATEEPXACHHA

8

Cexymnst

TPy oTcyTcTa M oT8eTa OT AnKoBapsepa

3anper npoxoaa o Ankobapeepa

BepoATHocTs 3anycka sepudmkaum (0.100%)

0

dnaxok

leHepaunA TPEBOTH NpU
nNpegLABASHNN WaeHTuhKUKaTopa

TeHepaUWA TPEEOTM NpK
HE[HHKLLHDHMPDEEHHDﬁ
pazbnokupoexe WY

feHepa UWA TpeEBOTW NO HEAONYCTUMO
AOArOMY OTKPEITHRD Y

HanpoTuB

3HayeHnsa  Mpu

npv npeabsBreHUn

3AMNPETE

(") Ecm MAEHTUOMKATOP HE 3APEMACTPHPOBAH

() Ecm MAEHTUOUKATOP 3ATPELLEH

(") Ecnm MCTEK CPOK AEACTBIMSA

() Ecnu HAPYLLIEHO BPEMA

(") Ecm HAPYLLEHA 30HANLHOCTL

() Ecnu HAPYLLIEH PEXUM PABOTHI

("] Ecm HAPYLEHO KOMWUCCHUOHWUPOBAHME
Mpw 3AMPETE OT ANKOBAPBEPA

| Npw 3ANPETE OT ANKOPAMKA

CTpaHuua KOHTpoOmnnepa Wn UCMNONHUTENBbHOrO YCTpOMCTBa OydeT 3akpbiTa,

COXPaHEHbI.

KomaHAbI AnA ycTpoiicTBa

Haxxmnte noo4yepenHoO KHOMKM COXpaHMTb U3MeHeHunA B YCTpOﬁCTBO 7 BepHYTbCﬂ K CNUCKY.

HaCTPOMKK
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27.1. Kak y3HaTtb IP-agpec ankotectepa «Ankobapbep»?
YTobbl y3HaTb IP-agpec ankotectepa «Ankobapbep», He0OX0ANMO 3aiTh B €r0 HACTPONKM:

1.
2.

o 0 A~ W

CH/MUTE BEPXHIOK KPbILLKY ankoTtecTtepa «Ankobapbep».

Haxmute kHonky Hasag Ha ankoTecTepe «Ankobapbep». Ha oakpaHe 6yaeT HanucaHo
HacTpoiiku rasoaHanusaropa.

HaxumanTe kHonky BHM3 0o nosiBNeHus Ha akpaHe Hagnucy Moaynb Ethernet Hactpoiku.
Haxmute kHonky BBopa. Ha akpaHe 6ygeT HanncaHo Hactpowku agpeca.
CHoBa HaxmuTe kHonky Beog.

HaxumanTte kHonky BHM3 Jo nodBneHwa Ha akpaHe Haanucu IP-agpec XXX.XXX.XXX.XXX
(B maHHom cny4vae IP-agpec 172.17.1.100):

IF agrec
. 1.1688

ANKOBAPLEP ®

27.2. Kak y3HaTb NopT, NPOTOKON U CeTeBOEe UMA arnkKoTecTepa

«Ankob6apbep»?

YTto6bl y3HATbL NOPT, TUN COEOQUHEHUSI U CETEBOE MMS ankoTecTepa «Ankobapbep», Heob6xoaMmo
3anTtn B Web-uHTepdenc ankotectepa «Ankobapbep»:

1.

B 6pay3epe B agpecHon cTpoke BBeguTe IP-agpec ankotectepa «Ankobapbep»:

&Y Hoeas sxnagka x + v B 2 2

C| & 17217.1.100 O @ roce

2.

OTkpoeTcsa ctpanunua Ankobapbep. Modynb Ethernet. opT MOXHO y3HaTb B afpeCcHON CTPOKe
B URL-agpece cTpaHuupbl (4Mcno nocne gsoetouunsi), nmbo B pasgene Pabota ¢ HacTponkamu
B none Mopt. Tun coeanHernsd, npoctoe HTTP nnn 3awndgpoBaHHoe HTTPS, MOXHO y3HaTb
B pasgene PaboTta ¢ HacTpomnkamum B rone MpoTokon.

B naHHOM npumepe nopT — 443, npotokon — http:
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Ankobapoep. Moayne Ethernet X +

< &

A He 3au.|,mu1,E\H0| 172.17.1.1

0:443

1 UreHne HACTPOEK H3 YCTPofcTEA

:mgoi’m{ rai03HATHIATOPa
:mm:m Gmoka compamenns BC-01
:mgoi’n somyas Ethernet
imgom BCEr0 VCTPOHCTES

1 s
1Het dafinor

Padora ¢ macTpoiikamu

3amncE HaCTpoeK B YCTPoficTEO

o
(=]
®

[ 3arpyamuTh dpaitn kongurypaymy |

JomoaHHTeAbHEBIE daiiTbl

H3meHeHHe HacTpoek 9epe3z JSON

BpeuMs oKHIaHES BEITOXA [0

Bpens EBIEOZA pesy:IETaIa HIGKE IIOpOTa |3

BpeM1 BEIEOTA PesyIRTATA BEIME Topora[3

TTopor 0,05

BEINYHTE THCIIIEH
| B BrmownTE 3EVK

: ] He BXOOHTE E PEHM OHHIAHHEL

: (] 32{33[)]]12{11: H3MEPEHHE IIPH HEOOCTATOYHOM BELIOXE

1 -
i [J TIpoeepxa mocie HyIeBEN NOKa3aHu
|

1 [J TIpoBepATE TaTy MOEEPKH

TeKCT E pesHMe OEIAHEA |[IDUNOMHTE KapTy K CYUTHIEATENED

TeKCT IIpH Hy.IeBEIX pes.| Hixke nopora

TexcT IpH pes. HIKE IopoTa | Hibxe nopora

##8 mrin

M3mMeHuTL

TekcT npH pes. BHIIE nopora| Buile nopora  ##F mrin

|
# 35 mrin |
|
|

) Muravmee ckui IP

IP agpec|172.17.1.100

Macxka mogceTs |255.255.0.0
Ilmena (17217 0228

Tlopr[443

TIporokon [ hitp

| 2 Hcnonssoears LLMNK
| B Hcnoms3oBats MepeHANpaETes e
1O AyTeHT)HKAIHA KIHEHTa

| B Onucarms ISON =2 PYCCHOM

i [} Ommecanra JSON Ha aHEIIHIACEOM
1

Bpema rasoanantnzaropa: 2023-03-10 12:29

1
1
b o e e e e o o o o e e e e e e e e e e e e e M M e M e M M e e e e e e o4

Jlara u BpeMs

[ Bpems raso

zatopa | [ Mp Th

KOMNbHITEPE
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3. CeTeBoe MMS MOXHO Yy3HaTb B pasgene WMHcopmauus o6 ycTpoucTtBe B noapasgene
UHtepdencHbin mopynb Ethernet xapaktepuctnka HasBaHue xocta (B AaHHOM cny4vae
ceteBoe nms — ab2008009):

esss Cthernet

":"AJIKOBAPBEP"

[Tpu mcnonszoeaEsn hitps 1o0aBETe CepTHAMEAT B CIHCOK JOBSPEHHEIY CepTHOHKATOR Opayviepa.
[Tpuyep HacTpOoFKH 3y TeHTHHKAITHE I01b20BATeIeH JOCTVIIEH B ApNHES
[Ipuuep NpocToro oOpoca COCTOAHHA VCTPOoHCTEA JOCTVIIEH HA CIpAHHITE

HadgopManusa 00 yCTpoiicTBe

I'azocanaaniaTop
3aroackoH HoMep 000008
Bepcua [10 01.00 (2022-08-16)
Jara npoEzECaCTEA 2019-06-27

Jara noeeprrE
MegnoeepodsEld HETepEaT 12 mecanee
Baok conpaxenna BC-01

3aroackoH HoMep 0000008
Bepcua [10 01.01(2022-12-12)
HutepdeiicHbrii Mogvab Ethernet

3aBoACKDE HOMEp 2008009

Hreprme e f-fe-r2a2ay1 2-12)

Hazpanwe xocTa ab2008009 ‘l
=—triirE=—prer e ARCO

IP agpec 172.17.1.100

Marka momceT 25525500

lmoz 172.17.0.228

[lonezoEaTens
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28. Hactpowuka koHTponnepa CKY[] PERCo ansa paboTbl ¢ ankotectepom
«Ankob6apbep» B kayectBe BBY

MNMocne MoOHTaXa W BKMOYEeHUA ankotecTepa «AnkoGapbep» HeobXoAuMMO MpPOU3BECTU €ero
KOHOUrypMpoBaHue B cucteme, Ansi 3Toro:

1. Bongute B cuctemy, ncnosnb3ys bpaysep.

2. Vcnonb3ys naHenb Hasurauuu,

«AAMUHUCTPUPOBaHUEY.

nepengnuTe B noapasgen

«KoHdurypauus»

pasgena

3. B pabo4yen obnactun cTpaHuubl BblAENMTE OCHOBHOW KOHTPOMSEP, K KOTOPOMY (huUanyeckm
noaKnoyeH ankotectep «Ankobapbepy:

Kongurypaumua

MNomeweHns

Mownck
IP anpec

Ycrpoiictea

CocToaHue yCTpoicTe

4. Haxmute KHOMKY

Cobbitua

— OBwme napaMeTpel
— B 45
— [ KowTponnep CTL14.1
(& TypHuker N2t
+ @ s0

Pepaktun poBaTb Ha NaHesrun

CTpaHuua, oTpaXakllada Ha3BaHNE KOHTpOJJ1epa.

PERCo-Web*®

LllabnoHe! kamep

[Hekontponupyeman Tep..—MpoxoaHas]

ALMUHWCTPATOR a ?

Cucrema

MHCTPYMEHTOB CTpPaHULbI. OTKpOGTCFI

5. B OoTKpbIBLUEMCS OKHe Mnepenamte Ha BKNagky Bbixoabl, BblbepuTe BbIXOL KOHTPOMEpa,
K KOTOpOMY hn3ndeckn nodkniodeH Bxoq «Havate aHanma» ankotectepa «Ankobapbep»:

KoHdurypaums

(© KoHtponnep CTL14

Hazeanue

Kontponnep CTL14.1

Cerment

45e

Cems
PazHoe
Bxoael
Beixoasl

CunTeiBaTENM

1 - eoixog NO1/C1/NC1

2 - ewixog NO2/C2/NC2

3 - esixog NO3/C3/NC3

4 - eixog NO4/CA/NC4

5 - eoixog OK1

B - Boixog OK2

7 - ewixog OK3

8 - ewixog LdA 1

9 - ewixog LdSt 1

10 - ewixog LdB 1

11 - ewixog LdA 2

12 - ewixog LdSt 2

BEPHYTLCA K CIMCKY

Tun

OBbIYHEIA

HOP\'Ia.HhHOE COCTOAHWE

He zanutan

AamMuHUCTpaTop d ?

6. YcTaHoBUTE C MOMOLLIbIO COOTBETCTBYIOLLErO pacKpbIBaloLLErocs cnvcka B paboyern obnactum okHa:
e ans napameTpa Tun — 3HayeHne OObIYHbIN;
e ansa napameTtpa HopmanbHoe cocTosiHMe — 3HadYeHe He 3anuTtaH.
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7. Mepengute Ha BkNagky Bxopbl, BbibepuTe BXOA KOHTpoOMnnepa, K KOTOpPOMYy hmamyecku
noaknoyeH Bbixon «PaspelleHne» ankotectepa «Ankobapbep»:

Kondurypauua PERCo-Web" Agmnnnctpatop & ?
[ED KOHTpOﬂﬂEp CTL14 BepHyTLCA K CIMCKY
HazeaHue 1 - exoa Ini Tun
Kontponnep CTL14 2 - exog In2 Bxop noareepxaequs BBY
3 - exoa In3 KouTtponnep
Cetb 4 - gxog Ind OpnocTopoHHMiA 3amMok N1
5 - exog In5 Hanpasnekue
PazHoe
6 - exoa In6 Hanpaenenue 1
Bxoak 7 - exoa DUA 1 HopmaneHoe cOCTORHUE KOHTaKTa
PazomkH
8 - exog DUSt 1 i
Buixogsl
9 -exoa DUB1
CumntsiBaTenu
10 - exog DUA 2
11 - exoa DUSt 2
12 - exoa DUB 2
13 - exoa FA

8. YcTaHoBMTE C NOMOLLIbIO COOTBETCTBYHOLLLErO pacKpbiBatoLLLErOCsi Cnmncka B paboyer obnacTu okHa:
e N4 napameTpa Tun — 3Ha4yeHne Bxop noareBepxaeHus BBY;,
e [nd napameTpa KoHTponnep Bbibepute NCNOMHUTENBHOE YCTPOWNCTBO;
e Onsa napameTpa HanpaBneHue — 3Ha4YeHe HanpaBreHusl, KOHTPONMPYEMOE ankoTecTepPoM;
e ansa napameTtpa HopmanbHoe cocTosiHMe — 3HayeHe Pa3oMKHYT.

9. BbibepuTe BXOA4 KOHTponfepa, K KOTOpoMy (OM3MYECKM MNOOKIYEH BbIXxod «3anpet»
ankorectepa «Ankobapbep»:

KoHdurypauus PERCo-Web"* Agmunvcrparop Y ?
© KoHTponnep CTL14 BepHyTLCA K CTIACKY
HazeaHue 1-exoa Inl Tun
Kontponnep CTL14 2 - exoa In2 Bxop zanpeta BBY
3 - exog, In3 KonTponnep
Cet 4 - gxog Ind OaHocTopoHHUIA 3amok N21
5 - exoa In5 Hanpaenekune
PazHoe
6 - exon In6 Hanpaenexwe 1
Bxoapl 7 - xon DUA 1 HopmaneHoe COCTOAHME KOHTaKTa
PasomkH
8 - exog DUSt 1 Ly
Buixogsl
9 -exon DUB 1
o )y
UNTBIBSTENN 10 - xon DUA 2
11 - exog DUSt 2
12 -exoo DUB 2
13 - exon FA

10. YcTaHOBWTE C NOMOLLIbIO COOTBETCTBYHOLLENO pacKpbIBAOLLErOCs Cnncka B paboyen obnactun okHa:
e [Onsa napameTpa Tun — 3Ha4yeHne Bxon 3anpeTta BBY,;
e anda napameTpa KoHTponnep Bbibepute MCNONMHUTENBHOE YCTPONCTBO;
e ansa napametpa HanpaBneHue — 3HavyeHne HanNpaBreHUs, KOHTPONMPYEMOeE ankoTeCTEPOM;
e Ansa napametpa HopmanbHoe cocTosiHMe — 3Ha4YeHne Pa3oOMKHYT.
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PykoBoacTBO agMUHUCTpaTopa

11.

12.

13.

14.

15.

MooyepenHo HaXxmuTe KHOMKM CoxpaHuTtb U3MeHeHus B YCTPOWCTBO
1 BepHyTbcs k cnucky. CTpaHuua KoHTponnepa byaeT 3akpbiTa, HACTPONKN COXPaHEHbI.

Mcnonb3ys naHenb HaBurauuwn, nepenguTte B pasgen «AAMMHUCTpUpOBaHuWe» noapasgen
«Peakuunun Ha coObITUA».

B pabouen obnactu Haxmute Ha kHonky [lo6aBuTb. B Bbinagatowem cnvcke Bbibepute
[ o6aBUTbL BHYTPEHHIOK peaKkuuio Ha COObLITUEe KOHTponsepa.

B nossuBwemcsa okHe [Jo6aBUTb BHYTPEHHIOK peakLuio Ha cobbiTMe BBeAWTe HasBaHue

peakumm Ha cobblThe N YCTaHOBUTE C MOMOLLbI0 COOTBETCTBYHOLLENO pacKpbIBaoLLLErocsa crnvcka:

e ansa napametpa KoHTponnep Bbibepute UCMOMHUTENBHOE YCTPONCTBO;

e ns napameTtpa Pecypc BbibepuTe HanpasrneHue;

¢ 114 napametpa CobbiTne — 3HavyeHne 3anpoc Ha Bepucmkaumto BBY;

e Ansa napametpa [lencTBme — 3Ha4yeHne AKTUBM3UpPOBaThb BbIXOA,;

e ans napametpa KoHTaKT — 3HayeHuWe BbIxoda KOHTpOMfepa, K KOTOpomy buanyecku
NoaknYeH Bxoa «Havatbe aHanma» ankotectepa «Ankobapbep»;

e ans napameTpa Tun peakuum — 3HavyeHne Bpems cpabaTtbiBaHus;

e N4 napametpa Bpems — 3HayeHne BeCKOHEYHOCTD.

DobaBnTb BHYTPEeHHIOK peakuuio Ha cobbitue

Hazgauwe

[na ankoTecTepa

KoHTponnep Pecypc

TypHuxer N21 Hanpasnewwe 1
Cobritue Delictene

3anpoc Ha eepudukaumio BBY AKTUBH3IMPOBATE BLIXOA
KoHTakr Tvn peakuwm

Bemxog N25 - QK1 Bpema cpabateigaHins
Bpems

DeCKOHEYHOCTE

OTMeHa

HaxmunTe kHonky CoxpaHutb. OkHO [lo6aBUTbL BHYTPEHHIOK peakuuio Ha cobbiTue Gyaet
3aKpbITO, @ HOBas peakumsi NosiBUTCS B paboyert obnactu cTpaHuubl.
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

29.

HacTponka paboTtbl ankotectepa «Ankobdapbep» ANsi KOHTPONA
ABYX HanpasneHun npoxoaa NY

B cucteme npegycmMoTpeHa BO3MOXHOCTb HAaCTPOMKM ankoTectepa «Ankobapbep», NOAKHOYEHHOIO

no

cetn Ethernet, pna npoBedeHuss BepudMKauumM B OBYX HanpaBneHusix npoxona

NCMNOJTHUTESIBbHOIO yCTpOIZCTBa, 054 3TOoro:

1.

164

Ybeantecnb, UTO Bepcus BCTpoeHHoro MO KoHTponnepa, kK kKoTopoMy nogkntodeHo NY, npoxoa
Yyepes KoTopoe BepudmumpyeTcs ankoTectepom «Ankobapbep», COOTBETCTBYET TPeOOBaHUSAM:

o 1.2.0.35 u Bbiwe gnga koHTponnepos PERCo CL15.x, CT13.1n CT/L14.1;
e 2.2.1.85 n Bblwe gns koHTponnepos PERCo CL15, CT13 n CT/L14.

Mpn Heobxogmmoctn o6HoBMTE BcTpoeHHoe [10 KoHTponnepa. AkKTyarnbHble Bepcuu
BCTpoeHHoro [1O KOHTponnepoB AOCTyMHbl Ha cante komnaHun PERCo no ccbinke
https://www.perco.ru/partneram/programmnoe-obespechenie.php, BKNagka MpowunBkK
o6opynoBaHuA.

Y6eautecs, 4to Bepcusi MO PERCo-Web — 2.1.2.1 nnu Biiwe. Npn HeobxoaumocTn obHoBUTE
cuctemy. AktyanbHas Bepcusi 1O PERCo-Web poctynHa Ha cante komnaHun PERCo
no ccoinke https://www.perco.ru/partneram/programmnoe-obespechenie.php, Bknagka MO
PERCo-Web.

Cospainte TekcToBbIN thann addport.csv. aHHbIM hann gomkeH cogepkaTtb ABE CTPOKM BUAaA:

{MpoTtokon};{MopT}

o {lpoTokon} — NPOTOKOS, KOTOPLIN ByaeT NCNoNb30BaTbLCA OS5 YCTaHOBMNEHUS COeQUHEeHNs
yepes ykasaHHbI nopT: http unu https.

e {MopT} — necaTnyHoe 3HayeHue nopTa.

YKasaHHble MOpTbl B AanbHenwem OyayT MCNofb30BaTbCA MPUM HACTPOWKE HanpasBfeHui
npoxoga. 3HadeHue {[MopT} He OOMKHO KOH(PNMKTOBATb C YK€ WUCMNONb3yeMbiMU MOAYNEM
ankortectepa «Ankobapbep» noptamu:

e [OIDKHO OTNMYaTbCsl OT OCHOBHOrO nopTa, ecnu ykasaH {l[lpoTokon} OTNWYHbIN OT
OCHOBHOrO npoTokona. OCHOBHbIE MPOTOKOM U NOPT MOXHO nocmoTpeTb B Web-uHTtepderice
ankotectepa «Ankobapbep» B pa3gene Pabora ¢ HacTpomkamu, napametpbl [lopT
1 NMpoToKo.

e He [formkeH ObITb paBeH 5355 wnu 137, ecnun B Web-uHTepdence ankotectepa
«Ankobapbep» B pa3gene Pabota ¢ HacTponkamm BkntoyeH napameTtp Ucnonb3oBatb
LLMNR.

e He pgomkeH 6biTb paBeH 80, ecnim B Web-uHtepdence ankotectepa «Ankobapbep»
B pasgene Pabota ¢ HacTtpomkamum  BKnyeH napametp  Ucnonb3oBaTtb
nepeHanpaBrfieHue 1 OAHOBPEMEHHO B napameTpe MNMpoTokon ykasaHo 3HayeHune https nnu
B nose MNMopT ykaszaHo 3HayeHne, oTnmyHoe oT 80.

e He pgomkeH ObiTb paBeH 68, ecnim B Web-uHTepdence ankotectepa «Ankobapbep»
B pasgene PaboTa ¢ HacTpoMKamm BKITloYeH napameTp AuHamu4veckum IP.

lMpumeyaHue:

Ona nogkntoveHnsa k Web-uHtepdency ankotectepa «Ankobapbep» BBEAUTE B aApECHYH0
cTpoky bpaysepa |P-agpec ankorectepa «Ankobapbepy.

dann 6yget umeTb criegytowmn Bug (3HaveHus {lpotokon} un {MopTt} MoryT oTnnyaTbCH):

_| addport.csv — Bnoknot

Qaiin [paska @opwmar Bug Cnpaeka

http,; 608
http;601|


https://www.perco.ru/partneram/programmnoe-obespechenie.php
https://www.perco.ru/partneram/programmnoe-obespechenie.php

PykoBoacTBO agMUHUCTpaTopa

8.

3arpysuTte cosgaHHbIn ann addport.csv, gna atoro B Web-uHTepdence ankotectepa
«Ankobapbep» B pasgene Pabota ¢ HacTponkamu B nogpasgene [lononHutenbHble channbl
Haxxmute kHonky Jlo6aBuTb ¢pann. B OTKpbIBLUEMCH OKHE BbibepuTe co3gaHHbI dann
addport.csv. ®ann otobpasnTtca B CNMCKe JONOSTHUTENbHbIX DANIOB:

Padora c HacTpoiikaMu

H UreHHe HACTPOEK HI VCTPOHCTEA 3amHCE HACTpOeK B YCTPoiicTEO
L] - o

1 e

1Hactpofixu razoanannsatopa

1

tHactpoiiks Gmoka conpaxenns BC-01

[ Jarpyzute diain koHdurypaumm

] e

yHactpoiixn moyaa Ethernet

L]

] s - =
VHacrpofixu ecero yeTpofictea
JononaaTeasanie daian

addport.csv —
| NobaeuTe daiin |

| YpanuTe dain |

Hanvienenne HacTpoex gepes JSSON

Bpema oxmganng Erigoxa ‘ 0 |

Bpewmsa nlEoaa pe3yiIETaTa HIDKE I0POTa ‘ 1 |

Bongute B cuctemy PERCo-We

Mcnonb3yss naHenb HaBuraumu, nepevigute B nogpasgen «KoHdurypaumsa» pasgena
«AAMUHUCTPUPOBaAHUEY.

B pabouenn obnactm cTpaHuubl BbIOENUTE WUCMNOMHUTENBHOE YCTPOWCTBO, MNpoOXon 4epes
KoTopoe byaeTt BepmuduumpoBaTbCs ankotectepoM «Ankobapbep»:

Kond:owypaumn PERCD-Web. ALMUHNCTPATOR d ?
MomeweHa CobeiTva La6noHel kamep Cucrema
Mouck — O6wme napameTpel
1P aapec - Kowntponnep CTL14.1P — MoakntoueHne K ycTpoicTey
_ (& Aeycroponsuii zamok N21 [HekonTponupyemas Tep..—P1]
P an,
[AeycTopoHHKi 3amok N22 [HexkonTponupyemas Tep..—P2]
Hazearne AeycToporHui zamok N23
HaxmuTte KHonky PegaktupoBaTb Ha naHenu WMHCTPYMEHTOB cTpaHuubl. OTKpoeTcs

CTpaHuua, oTpaakolasda Ha3BaHNe UCMNOJTHUTESIbHOIO yCTpOVICTBa.
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Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

9. HactponTe nepeoe HanpasneHne npoxoda Ans padoTbl ankoTectepa «Ankobapbep»:

e B oTkpbiBllEMCS OKkHe nepevauTe Ha Bknagky HanpaBneHue 1. B pabGoden obnactu
BblbepuTe Bknagky Bepudmkauums -> YpoBHU. B COOTBETCTBYIOLLEM YPOBHE BEpUdmKaLmm
BblOepuTe 4151 NepBOro HanpaeneHns TMn ncnonb3lyemon sepudurkaumm Ankobapbep vnm
AnkobGapbep BbIGOPOYHO (NO3BONSET 3anyckaTb BepudUKauuio C onpeaeneHHomn
BEPOATHOCTLIO):

BepHYTLCA K CMcKy COXpaHMTL 3MEHEHHS B YCTPORCTBO v

(& ABycTopoHHMiA 3amok

Hazsanue 3awwmTa oT nepeaaun <
waenTnGrKkaTopos COTPYAHUKOB Codt nay BBY Cuéruvk  AnkoBap..  Ankopamka
[JsycToponnui zamok Nel (Antipass)
YposeHb 1

Buixoa nz 3awmTa OT Nepeaaun

uaeHTMdKKaTopos NOCETUTENEA () Copr
= HexonTpo/inpyeman Tepputo.. @ v (Antipass)
D Co¢T, ecnn nogknoueH
Bxog & o KouTpons BpeMenu ans
waeHTMrkatopos COTPYAHWUKCOB D nay
= A L (D) sBY
KoHTpons epemenn ana o
Crmcok NFC yerpoticra waenTugukatopoe NMOCETUTENEN D BBY2 E
=
0 o
[.J Heeeibparo Bepudukaums () BBY3 g_
E
Komuccnorvposatne () NAY ewibopouno 0
=
=
ny MzbiMaTs naeHTUdNKATOPLI () B8Y embopouro a
MOCETUTENEN
D BBY2 emibopouHo E
Hanpaenenve N21 Mopaepkka kapTonpremHka ana () BBY3 eribopouro 2

wnaeHTmdukatopoe NOCETUTEN EN

() Cuerunk npoxoace
Hanpasnenne N22
AnkoBapeep
l'eHepaTop Tpesoru AnkoBapeep BeIBOPOHHO

D Ankopamka

e [lepengute Ha Bknagky Ankobapbep. 3anonHuTe AaHHble YycTpoucTBa: IP-agpec
ankob6apbepa, CeteBoe umsa ankobapbepa, lNporokon u 1.4. B none MNopTt ankobapbepa
BBEAMTE OVH U3 MOPTOB, YKa3aHHbIN paHHee B chanrne addport.csv. Ecnv Tmn ncnonb3yemMon
Bepudmkaumm Ankobapbep BbIGOPOYHO, YCTaHOBUTE 3Ha4YeHMe napameTpa BeposaTHocTb
3anycka sepudmkaumum (0..100%), otrinyHoe ot 0 1 100.

BEpHYTLCA K CIMCKY COXpaHHTb M3MEHEHUA B YCTPOACTBO v

(& ABycTopoHHWii 3aMok

HazeaHue 3awuTa oT nepefaun
uaeHTUdUkaTapos COTPYHNKOB YpoeHn Codr nay BBY Cuétumk  Ankobape...
[OeycTopoHHmMi samok Nel (Antipass)
IP-anpec ankoBapeepa
Buixoa uz 3awwTa 0T Nepegaun
WAEHTMOUKATOPOE NOCETUTENEA 10.1.0.115
= HexoHTpoanpyeman Tepputo... @ (Antipass)
MopT ankobapeepa
Bxoa s 1 KonTpons Bpemeny ans
naeHTdukaropos COTPYAHWUKCE 600
=m o -
KoHTpons Bpemenu ana Ceteeoe nms ankodapeepa
Crucok NFC ycrporicte waeHTdukaTopos MOCETHUTENEN R
: He eribpaHo Bepudukaums
MpoToken
KomuccnoHmposanme T o

ny
Hanpaenexne Ne1

Hanpaenexne Ne2
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W3biMaTe MAEHTMGUKATOREI
NOCETWTENER

Moaaepxka KAPTONPUEMHHKE ANA
WAEHTMOHKATOPOE NOCETUTENEM

MoaTteepxaeHre npoxoaa
Mpu npoxoae COTPYAHVKOB
(C) Npw npoxoae MOCETUTENEN

MoarsepxaeHme npoxoaa ana NMOC ETUTENEA

Marrnauun



PykoBoOCTBO agMUHUCTpaTopa

10. TNepengnte Ha BknNagky HanpaBneHue 2. AHanornyHo nN. 9 HacTpouTe BTOpPOE HanpaBfieHue
npoxoga. B none MopT ankobapbepa ykaxuTe BTOpon NopT n3 avina addport.csv, KoTopbin
elle He Obln BBEAEH:

Ankopamka

MopT ankobapeepa
601

11. TNepengute Ha Bknagky FeHepaTop TpeBoru -> eHepaums TpeBOrn Npu npeabLABNeHUn
naeHTucpmkaropa. [loctrasbTe  bnaxok Hanpotme  3HadeHua Mpu  3AMNPETE
OT AINIKOBAPBLEPA:

leHepauua TpeBoru Npu
npeat naeHTIG

Mpw 3AMPETE OT A/IKOEAPLEPA

leHepaTtop Tpeeorn

12. MNoo4yepenHo HaXXxmuTe KHOMKW CoxpaHuTb M3MeHeHuA B YyCTPOUCTBO
n BepHyTbca kK cnucky. CTpaHuua MCNoNTHUTENbHOMO YCTPOMCTBaA ByaeT 3akpbiTa, HACTPONKM
COXpPaHeHbI.
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30. Hactpowuka koHTponnepa CKY[] PERCo ansa paboTbl ¢ ankoTtectepom

«Ankopamka | npo», MHTErpupoOBaHHbLIM B CUCTEMY

lpumeyaHue:

Pabota ankoTectepa «ArnkopaMmka |npo» BO3MOXHA TOSIbKO C KoHTponnepamun CT/L14,
CT/L14.1, CT/L14.1P, CT/L16DINP, CL15, CL15.1, CL15.3, CL15.7 n cO BCTPOEHHbIMMU
KoHTponnepamn CT13, CT13.1 anekTpoHHbIX NpoxogHbix PERCo.

B cucteme PERCo-Web ankotectep «AmnkopaMmka |npo» BO3MOXHO HacTpOUTb [Ansi
BepMdUKaLmm TONbKO B OAHOM HanpasBreHum Npoxoaa UCMOSNHUTENbHOrO YCTPOUCTBA.

MHTerpaums ankotectepa «Ankopamka | Npo» OCyLLECTBNAETCA NyTEM NOAKMIOYEHUST K OGHOW CeTH
c cepsepom PERCo-Web no wHTepdenicy Ethernet. MNopsgok NoakmyeHuss ankoTecTepa no
nHTepdency Ethernet cm. B pykoBOACTBE NO MOHTaXy ankotecrtepa.

lpumeyaHue:

Ana obecneyeHnsi KOpPpPEKTHOM paboTbl pPeKkoMeHOyeTCs MNOAKMoYaTh  ankoTecTep
N KOHTPOMNep, Mexay KOTOpbIMU NPOUCXOANUT OOMEH AaHHbIMW, K OQHOMY KOMMYTAaTOopYy.

MNMocne MOHTa)xa W BKMOYEHUs ankoTecTepa «Arnkopamka |npo» HeoGxoauMo MNPOU3BECTU €ero
KOHOUrypMpoBaHNe B cucteme, Ansi 3Toro:

1. B Web-unHtepdence ankotectepa «Ankopamka | npo» B pasgene «OCHOBHble HAaCTPOWMKN»
HacTpouTe cnegyoLwimne napameTpbl:
e Ans napameTpa Pexum ¢ NOMOLLbIO pacKpbIBaloLWErocs cnmcka ykaxmte [IncTaHUMOHHbIN.
e aAna napametpa OxupaHue BblAOXa, MC pPeKOMeHOyeTCA YCTaHOBWUTb 3Ha4veHue
15000 munnucekyHA.
lpumeyaHue:
[na nogkntoyeHus kK Web-nHtepdency ankotectepa seeante ero IP-agpec B agpecHom
cTpoke 6paysepa. [lns Bxoaa ucnone3dynte nornH admin, naponb alkotest20.
2. B cuctreme PERCo-Web, wcnonb3ys naHenb HaBurauuu, nepengute B nogpasgen
«KoHdurypauusa» pasgena «KAGMUHUCTPUPOBaHUEY.
3. B paboueinn obnactu cTpaHuubl BblAenUTe KOHTPOMSEep WM UCMOSNHUTENbHOE YCTPOWCTBO,
BblGpaHHOe Ang paboTbl C ankoTecTepoM «Arnkopamka | npo»:
KOHd)MpraLlMﬂ PERCD-Web. AamuHucTpatop ()
MomeweHna CobeiTna WabnoHe kamep Cucrema
Mownck — O6wme napaMmeTpsl
IP anpec [ﬂg Koutponnep CL15
4. Haxmute KHOMKY PepaktupoBaTb Ha naHenM WMHCTPYMEHTOB cTpaHuubl. OTKpoeTcs
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PykoBoacTBO agMUHUCTpaTopa

B oTkpbiBLLEMCSA OKHE nNepenguTe Ha Bknagky HanpaBneHue. B paboyen obnactu BbibepuTe
Bkrnagky Bepudmkaumsa -> YpoBHU. B COOTBETCTBYIOLWEM YPOBHE Bepudukaumm Bbibepute
TMN mncnonb3yemon Bepudmkaumm Ankopamka vnu AnkopamMka BbIGOPOYHO (MO3BOMSET
3anyckatb Bepudukaumio ¢ onpeneneHHon BEPOSTHOCTLIO):

(5 KoHTponnep CL15

Hassanue

3auyra ot nepeaaun

BEepHYTLCA K CNACKY

waeHTduKkaTopos COTPYHMKOB Cogr nay BBY Cuétumk  AnkoBape..  Ankopamka <
Kontponnep CL15 komHaTel 0... ip.
YposeHb 1
Buixog u3 3alwmTa oT nepesaun
waenTudmkatopos NOCETUTENERA Codt
= UewtpaneHan npoxogran MA @ v (Antipass)
Co, ecam noaxniaueH
Broas T KoHTpone EpemeHi AnA
waeHTHMkaTopos COTPYAHWKOB nay 3
= E
= KOMHaTa ajMWHUCTPaTOpOR e v BBY 2
KoHTpons Bpemeny ans =
i o
Cnncok NFC ycrpoiicTe waeHTudukatopoe MOCETUTENEA MNALY esiGopoutoc 5
Y
() He eibparo Bepudmkaumna BBY suibopouHo E
KommccroHupoeaHne CUeTuWK NPOXOACE 3
=
]
Cers WzkbiMaTs MeHTMdNKaTops! TR z
MOCETUTENERA X
Ankobapeep BeIGOpPOUHO
FrmEe MoaaepxKa KapTONPUEMHIKE ANA Anxopamka
naeHTdukatopos NOCETUTENEN
Ankopamka ee1BopoUHO
wy
YposeHb 2
Hanpaenexne Cogr
fé KOHTPOJ]J]EP CL15 BEPHYTLCA K CIUCKY
HazeaHue 3awuTa OT Nepeaaun ¢
naeHTMGMKaTOpOE COTPYAHMKOB YposHm Cogr nay BBY Cuétumk  AKoGape...
Kontponnep CL15 komHaTe! aAMUHUCTPATO. . (Antipass)
IP agpec
Beixog vz 3awuTa oT nepegaun
naenTudwkatopos MOCETUTENEA
= lentpaneHan npoxogHas WA~ €@ v (Antipass)
Mopt UDP
Bxoa B 1 KoHTpons epemenn ana
waeHTHOVKaTopos COTPYAHVKOB 9761
= KOMHAaTa aiMMHMCTPATOpOR Q@ v o
KoHTpons Bpemeny ana MoaTsepiaeHUe npoxoaa o
& NFC = waeHTudrkatopoe NOCETUTENEW =
AEEEZARE T Mpy npoxoge COTPYAHUKOB s
He ewiBpai Bepudukaums o &
2 paro B Npvt npoxaae MOCETUTENER 2
=
. 5
MR R Moareepxaenne npoxoaa ans MOCETUTENER E
3
Cers WabiMaTe MASHTUGUKATOPLI MocroaHHo ‘::t
MOCETUTENENA 2
BpeMmA 0XMAAHUA NOATEEPAACHUR 2
Fpmm TMopaepika KaPTONPUEMHIKA ANR
naenTudmkatopos NOCETUTENEN 8 CekyHast
ny Mpu OTCYTCTEMM OTEETA OT ANKOPAMKW

Hanpasnerue

TeHepatop TpeeorM

3anper npoxoaa or Ankopamiu

BepoaTHocTs 3anycka Bepudukalmm (0..100%)

0

3anonHuTe NnapameTpbl 45151 HACTPOVKM YCTPONCTBA:

IP-appec — IP-agpec ankotectepa
YCTPOWCTBA NpW BKIHOYEHUN.

MopTt UDP — nopt UDP ykasaH B nHTepderice ankotectepa «Ankopamka | npo», napameTp
UDP-nopT npuema komaHpa B pasgene «Cetb». [1o ymonyaHuio yctaHosreH nopt 9761.

C nomobto dnaxkos Mpu npoxoge COTPYAHUKOB 1 Mpu npoxoae MOCETUTENEN
yKaxuTe, Ansa koro TpebyeTca 3anyckaTb NPOBEPKY.

B none Bpems oxuaaHMA NOATBEPXAEHUA pPEKOMEHAyeTCA YCTaHOBWUTb 3HaYeHue,
npeBbllLalolLlee MUMHUMYM Ha 5 cekyHA 3HadveHue napametpa OxugaHue Bblooxa, MC
B pa3gene «OcHoBHble HacTponkm» B Web-uHTepdence ankotectepa «Ankopamka | npo».
O6patnte BHumaHue, 4T0 B PERCo-Web ykasbiBaeTCsa 3HadeHWe B CeKyHOax,
a B Web-untepdence ankotectepa B MUNnMcekyHaax.

Ecnn tvn ncnonb3syemon Bepudmkaumm Ankopamka BbIGOPOUYHO, YCTAHOBUTE 3HAYEHME
napameTtpa BepositHocTb 3anycka Bepudukaumm (0..100%), otnuyHoe ot 0 1 100.

Mpn HeO6XO4MMOCTM HACTPOWNTE NpPoYMe NapameTpbl BKNagku Ankopamka.

«Ankopamka | ipo» oTobpaxaeTcs Ha 3KpaHe
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7. MNepengute Ha BKNagky FeHepaTop TpeBoru -> eHepauusa TpeBOrn nNpu npeabLABAEHUU
naeHTudumkaropa. lNocraBbTe naxok HanpoTne 3HadeHusa Mpu SAMPETE OT ANTIKOPAMKM:

leHepaUWA TPEEOTU MPH
p uaeHTAg 2

Mpw 3AMPETE OT AIKOPAMKM

leHepatop Tpeeorn

8. Haxmute nooyepenHo kHomku COXpaHUTb U3MEHEHUs B YCTPOUCTBO U BepHyTbCs K CNUCKY.
CTpaHuua KOHTpomnfepa WM MUCMOSNHUTENbHOTO YCTPOMCTBa OyaeT 3akpbiTa, HACTPOMKM
COXpaHeHbI.
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31. KomaHabl ynpaBneHusa ycTpoucTtsamu

lpumeyaHue:

KomaHgbl ynpaeneHusi Bugeokamepamm TRASSIR n obopyposaHunem MNCO «OpuoH»
n OlNC «Py6ex» onucbiBalOTCA B PYKOBOACTBax Mosfib30BaTenisi Ha COOTBETCTBYHOLME
Moaynu.

CeHepaTop TpeBorn
e COpocutb TpeBory — pexum « Tpegoza» reHepaTopa TpeBorm OyaeT CHAT.
e lNopHATb TpeBOry — KOHTponnep nepenaetr B pexuMm «Tpegoea», OyayT akTUMBM3NPOBAHbI
BbIXOAbl, 418 KOTOPbIX ycTaHoBneH Tun: NeHepaTop TpeBoOru.

TypHukeT, wnaréaym
e COpoCUTb 30HANLHOCTb — NO3BONSIET COPOCUTL 30HANBLHOCTL TYPHUKETA, Wnarbayma.

3amok
e [octaBuTb Ha oxpaHy — NY 6yaeT nepeseaeHo B PKL «OxpaHar.
e CHATb c oxpaHbl — NY 6ygeT nepeseaeHo n3 PK «OxparHax» B npeabiaywmun PKA.
o CHATb TpeBory — pexum « Tpegoea» oynet cHaT. 1Y 6yaet nepeeaeHo B PKL «OxpaHax.
e BnokupoBaTtb — 1Y ByaeTt 3abnoknpoBaHo.
e Pas6nokupoBatb — NY ByaeT pa3bnoknupoBaHo.
o COpOCUTb 30HANLHOCTb — MNO3BOSIIET COPOCUTL 30HASNBHOCTL 3aMKa.

ﬂOﬂOHHMTeanbIVI BbiX04
e AKTMBM3UpPOBaTb — BCE BbIXOAbl, ANs KOTOPbIX YycTaHoBneH Twun: OObIYHbIA, OyayT
aKTUBM3NPOBaHLI HA BpPeMSs, onpegeneHHoe napametTpom Bpemsa aktuBmusauumm.
llpumeyaHue:
.. [HononHuternbHble BbIXoAbl, ANA KOTOPbLIX ycTaHoBNeH Tun: NeHepaTop TpeBOru, He MoryT
ObITb aKTBU3NPOBaAHbI KOM&HD,OVI AKTMBM3MpOBaTb.

° HOpMa.ﬂVI3OBaTb — BCe BbIXOAbl, O51A KOTOPbIX YCTaHOBJIEH Tun: OOGBLIYHBLIN, 6y,EI,yT
HOPMalrin3oBaHb.bil.

CuutbiBaTenb

e YCTaHOBUTb pexum pabotbl «OTKpbITO®» — WY B HanpaeBneHun cuutbiBatena 6yger
nepeseaeHo B PKL « Omkpbimo».

e YcTaHOBUTb pexum pabotbl «KoHTponb» — WY B HanpaeneHuu cuutbiBaTenst oyget
nepesegeHo B PKL «KoHmporsb».

e YCTaHOBUTb pexum pabotbl «3akpbiTo» — WY B HanpaeneHun cuuTbiBatena 6Oyaer
nepesedeHo B PKL «3akpbimoy.

e OTKpbITb (pa3bnokupoBatb) NY — MY B HanpaBneHun cumTbiBaTeNa 6yaeT pa3bnokmpoBaHo
Ha BpewMmsi, yCTaHOBMeHHoe napameTpoM Bpemsa pa36nokupoBku. KomaHga [ocTynHa
npu yctaHosneHHom PKO «KoHmpons» W nNpedHasHayeHa [Ans  KpaTKOBPEMEHHOM
pa3bnokmpoBku LY.

e 3akpbITb (3abnokupoBatb) UY — NY B HanpaBneHun cuntbiBatensa byget 3abnoknpoBaHo.
KomaHga goctynHa npu yctaHoeneHHoM PKL «KoHmpornb» v npegHasHadeHa ans 6noknpoBku
MY nocne BbinonHeHnst kKomaHabl OTKpbITL (pa3dnokupoBaTh) UY.
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32. MobunbHbIn TepmuHan aoctyna PERCo

MobOunbHbIN TepMuHan pocTyna PERCo obecneumBaeT KOHTpOIb aoctyna
COTPYAHWKOB / NnoceTUTENEN,  UMEKLWMX  COOTBETCTBYIOLWMA  MpOMNycKk  (MaeHTudukaTop),
Ha TeppuUTOpuIO, He 0BOPYAOBAHHYIO KITaCCUYECKOM TOYKOW A0CTyNa, B MecTax, rae ucnonb3oBaHme
TYpHUKETa, pABepu, wnarbayma wn T.4. mbo HeuenecoobpasHo, nmMbO HEBO3MOXHO.
Moo6unbHbi TepmuHan poctyna PERCo npeacraBnsetr cobon MoGunbHbin  TenedoH
Ha OC «Android» Bepcun He Hxe 5.0 ¢ yctaHoBneHHbIM npunoxeHnem «PERCo.Pernctpaumsy»,
a Takke HaCTPOEHHY TOUKy AocTtyna (KoHTponnep) B cucteme PERCo-Web.

Wcnonb3oBaHne TepMuHana Mno3BONSieT 3HaAYMTENbHO COKpPaTUTb BPEMEHHble  3aTpaThbl
Ha permcTpaumio CoTpyaHUKOB Ha pabounx MecTax.

i BHumaHue!

% Ha cmapTdoHe ¢ ycTtaHoBneHHbIM MobunbHbIM TepMmuHanom goctyna PERCo gomxeH
ObITb 06ecneveH gocTaTouHbIM 06beM CBOOOAHOM NamMATH Ansa pasmeLleHns 6asbl 4aHHbIX
cotpyaHukoB u3 PERCo-Web n3 pacyeta He meHee 80 K6 Ha ogHOro coTpygHuka.
Kak npaBuno, makcumarnbeHbii 06bem B[] Ha cmapTdoHe He npeBbiwaeT 4 6.

32.1. HasHayeHue ¥ NpUHUMUNbI PaboTbl

Mo6unbHbIn TepmuHan goctyna PERCo npegHasHadeH ans:

e Mo6unbHOro KOHTPOMs 4OCTyna COTPYAHMKOB / NOCETUTENEN, UMEHLMNX COOTBETCTBYHOLLUMA
nponyck (ngeHtudukaTop), Ha TEPPUTOPUID, He OBOPYAOBaAHHYIO KITACCUYECKOM TOYKOM
AocTyna: TypHWKETOM, ABEepbk unu wnarbaymom. B kayecTBe Takom Tepputopum MOXET
BbICTYNaTb BpEMEHHas CTpouTeNbHasa NinoLiazaka unn aBToTpaHCNopTHasA NPOXoaHas.

e CBepKu AaHHbIX COTPYAHUKa Ha NpeamMeT NPUHAANEXHOCTM NPonycKa, paspeLLleHHOro BpeMeHu
npebbiBaHWs, BO3MOXHOCTM HAaXOXAEHUSA HA TON NN UHOW TEPPUTOPUM NPEANPUATUS U T.4.

o BepgeHus nonHoueHHOro yyeta paboyero BpeMeHU C nocrnenylowmm NoCTPOEHNEM OTYETOB
B cucteme PERCo-Web.

OCHOBHbIe BO3MOXHOCTU TepMuHana:

MoBUNbHbLIV KOHTPOSb AOCTYNa COTPYAHUKOB / NoceTuTenen;
e CBepka p[aHHbIX COTPYOHWUKOB / nocetuTener Ha npegMeT NpUHAONEXHOCTM nponycka
(naeHTMdUKaTopa);
¢ YyeT paboyero BpeMeHu;
o OtobpaxeHne nHpOpMaLMM O COTPYAHMKE Ha dKpaHe TepMuHana npu nogHeceHuu KapThbl
(noeHTUdUKaTopa).
UpeHTudmkaums
MobunbHbIn TepmuHan PERCo nossonseTt uMtats:

9. Kaptbl TMNa Mifare, a umenHo ctangaptel Mifare Ultralight, Mifare Classic, Mifare Plus, Mifare
DESFire. [nsa 4TeHns KapT ncnonbayeTcs BCTpoeHHbIn NFC-mogynb cmapTtdoHa.

10. WTpuxkoabl. ANa 4TeHMs WTpUxXKoga Ucnonb3yeTca kamepa cMapTgoHa.
Pexum paboTtbl

Mo6unbHbin TepmuHan goctyna PERCo moxet paboTtate B Tpex pexumax: BXOL, BbIXO[
n BEPUNOUNKALINA.

CBaA3b c cepBepom

Cesasb c cepBepom PERCo-Web ocywectBnsaetca nocpeactsom Wi-Fi  coegnHeHus
NN MOBUIBHOIO MHTEPHETA.

B cnyuyae, ecnn TenedoH oOKasblBaeTCs BHE CETW, TpaH3akuMm HakannueatoTcs B O6ydepe
MOOBUITbHOrO TepMMHaNa M NpyM BOCCTAHOBMEHMM CBA3N MHGOPMAaLMA nepefaeTcs Ha cepsep
aBTomMatMyeckn  (MpM  yCTaHOBKE  aBTOMaTUYECKOW  CUHXPOHW3aUMM)  WUAW  BPYYHYIO.
Takke Npu CMHXPOHM3aLMN C cepBepPOM OBHOBNAETCH MHpOpMaL M O faHHbIX NONb3oBaTeENen.
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32.2. YctaHoBka npunoxeHusa PERCo.Pernctpauusn

[Ona yctaHoBkn npunoxexHnss PERCo.Peaucmpayusi Ha YCTPOMCTBO HEOOXOAUMO BbIMOSHUTL
cnegyowine aencTeus:

1.

3anagnte B marasuH npunoxeHui Google Play Ha cBoem ycTponcTBe, rae B CTPOKE noucka
BBeaute PERCo.Peaucmpauyusi, win nepengute Mo CChIfIKe Ha CTpaHuLy MNPUoXeHns
B Google Play:

https://play.google.com/store/apps/details?id=com.nobokani.percoterminal
[na aBToMaTU4ECKON 3arpy3kn NPUOXKEHUS HAXKMUTE KHOMKY YCTaHOBUTb.

lMocne ycnewHoOW 3arpy3kum MPUNOXKEHUS Ha 9KpaHe YCTPoWCcTBa oTobpasntcs  Aprblk.

[ns 3anycka NpUnoXeHUst HaXMWUTE Ha WKOHKY . Mpv nepBom 3anycke Heobxooumo
paspeLlnTb NPUINOXEHUIO AOCTYN K 3anpallMBaeMbliM pecypcam yCTPoicTBa.

32.3. MNMoaroTtoBKa K paboTe

lpumeyaHue:

Cesasb c cepeepom PERCo-Web ocyuwectenserca nocpeacteBom Wi-Fi coeguHeHus
1M mobunbHoro nHTepHeta. B cnyvae, ecnu cepsep PERCo-Web pacnonoxeH BHYTpu
ceTn, TO 4OCTYN BO3MOXEH TOJSIbKO, €CNN TeNedOH TOXE NOLKIOYEH K JAHHON CETMW.

Mepen Hayanom paboTbl HEOGXOAMMO BbINOMNHUTL CreayoLMe AeNCTBUS:

3anyctute NpunoXeHue, HaxxaB Ha UKOHKY , KOTOpasi pacnosiokeHa B MeHI MOGUIBLHOMO
yctponctBa. OTKpPOeTCs OKHO AONns BBOA4A ajpeca CepBepa BPYYHYHD WM C MOMOLLbLHO
ckaHupoBaHusa QR kopa:

5
PERCo.Pervcrpaums

OTCKAHWPOBATD C MOMOLLbIO
KAMEPbI

BBECTW BPYYHYIO
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Oob6aBneHue agpeca cepBepa CUCTEMbI BPYUHYHO

Ons pobaBneHus agpeca cepsBepa CUCTEMbl BPYYHYO Heob6XOoOAMMO Ha CTapTOBOW CTpaHuue
npunoxexHnsi PERCo.Pecucmpauusi BbiGpaTb BBECTU BPYUHYI0. OTKPOETCSl HOBOE OKHO:

PERCo. Peructpaums

http://127.0.0.1]

nogknioyY1TLECA

B none Aagpec BBeante agpec cepeepa, Ha KOTOpPOM ycTaHoBreHa cuctema PERCo-Web,
N HaxXmuTe KHonky MoaknounTbes.
e B uHTepdelice cuctembl PERCo-Web, ncnonb3ysi naHenb HaBuraumu, nepengure B pasaen

«AAMUHUCTPUPOBAHMUEY.

e Otkponte nogpasgen «KoHdurypauma» n nepengnte Ha BKNagky YCTpomMcTBa.

o Haxmunte kHONKy Mob6unbHbLIN TepMUHan 1 NpoBepbTe, YTOOLI MMsI HACTPaMBaeMoro
TepMmuHana otobpasunock B cnvcke NFC ycTponcTs.

e AKTMBMpYWNTE YCTPOMCTBO C NOMOLLbIO NepeKnoyaTens

Oo6aBneHue agpeca cepBepa cucTeMbl ¢ noMolwbio QR koga

[ns no6aesneHns agpeca cepeepa cuctembl ¢ nomoLlblo QR koga Heobxogmmo:
e Ha craptoBon cTpaHuue npunoxeHunss PERCo.Pecucmpayusi Bbibpatb cnocob
OTckaHupoBaThb € NOMOLLbIO Kamepbl. OTKpoeTCs OKHO Afisl ckaHMpoBaHusa QR koaa.
e B uHTepdelice cuctembl PERCo-Web, ncnonb3ysi naHenb HaBuraumm, nepengure B pasgen

«AAMUHUCTPUPOBAHMUEY.

e Otkponte nogpasgen «KoHndurypaumsa» n nepengmTe Ha BKNagky YCTpomMcTBa.
oo
e Haxmunte KHoOMky Mo6GunbHbIM TepMuHan, 3ateMm kHonky 2+ OTob6pasutb QR koA.

Ha skpaHe nosaeutcs QR koga.
e C nomoLLblo YCTPOMCTBA OTCKaHMpymnTe oTKpbiBMica QR koga.
e [lpoBepbTe, 4TOObLI MMs HacTpaMBaeMoro TepMmuHana oTobpasunoce B cnucke NFC

YCTPOWCTB, U aKTUBUPYNTE YCTPONCTBO C NOMOLLLIO NepekniovaTens

2. B wHTepdeince cuctembl PERCo-Web B pasgene E «AOMUHUCTPUPOBaAHUE» OTKPONTE
nogpasgen «KoHdwurypauusa» u nepengute Ha Bknagky lNMomeweHusa uvnm YcTpoucTtsa.
Bbibepute KoHTponnep, wabnoH pJoctyna koToporo ©Oyaetr uvcnonb3oBaTb MOOWMbHbLIV
TepmuHan. B none NFC ycrtpouctBo Bbibepute uMMs HacTpaMBaemoro MobBUnbHOro
TepMuHana.

3. YcTpoicTBO roToBO K paborTe.
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32.4. TnaBHOE OKHO NMPUNOXEHUs

"maBHoOe okHO npunoxerHnst PERCo.Peaucmpauyusi meeT criefyoLwmi Bua;:

PERCo.Peructpaums :

Online

30

D

Bepudpukauus

MogHecuTe ngeHTUdUKaTOp K cCMapTdOoHy

1. BepxHas naHenb:

° BbinagatoLwmnm crnmcok oyHKLNIA:
— HacTponku — dyHKUMA nNo3BONSET OTKPbITb OKHO [fF HACTPOWKM napamMeTpoB
NPUNOXeHUs,

— CuHXpOHM3auma — PYHKUMA NpegHa3HayYeHa ans pyvyHon nepeaaymn AaHHbIX O Npoxoaax
COTpyaHuKoB / noceTutenen (otobpaxaeTcs TOMbKO NPU BbIKMKOYEHHOW B HACTPOMKAX
aBTOMATMYECKOW CUHXPOHM3AUUN);

— O npunoxeHuun — npu BbIOOpE aneMeHTa OTKPbIBAETCS1 HOBOE OKHO, KOTOPOE COAEPXUT
KpaTkylo MHGOpMauuio O npunoxeHue. [locne o0O3HakoMneHuss € UWHopmaumen
ANs BbIXOA4A N3 OKHa HAXXMUTE KHOMKY 3aKpbIThb.

. [l]]]]]m] MKoHKa Ans YTeHus WTpuxkoaa.

2. Pabouas obnactb npunoxeHud. Bug paboyen obnactu 3aBucCUMT OT BblIGpPaHHOrO pexuma
pernctpaumun. MNpn nmutaumm npoxoga (Npy NOAHECEHMU wnaeHTUdMKaTopa K TepMuHany)
B paboyen obnactu npunoxeHuss otobpaxaeTcsa MHGOpMaUnUss O COTPyAHUKe / noceTuTene.
[aHHble 0 npoxoae nepeaarnTcs B CUCTEMY aBTOMATUYECKN UK NPU CUHXPOHU3ALNN.

3. MlHgukauma ctaTyca cuctemsl:
e online B cniyyae, ecnun y TenedoHa ecTb €BA3b ¢ cepeepom PERCo-Web;
e oOffline B crniyyae, ecnu TenedoH okasasncs BHe CETH;

e 3arpyska [aHHbIX, €Cn B [AaHHbI MOMEHT MPOMCXOOWUT CUHXPOHM3ALUUSE C CepBEPOM
PERCo-Web (oTtobpaxaeTtca B popmate Sync: current 0 of 1000).

32.5. HacTtpounka napameTpoB NPUNOXEHUA

Ona HacTporkn napameTpoB npunoxeHnss PERCo.Pe2ucmpayusi BbINONMHUTE crnegylowue
JencTBus:

1. Otkponte npunoxexHme PERCo.Peaucmpayus Ha yCTPONCTBE.
2. BsepawuTe agpec cepBepa CUCTEMbI.
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3. B rmaBHOM OkHe MpunNoXxeHus B BEPXHEM MpaBoM Yriy Bblibepute u3 BbiNadaroLlero crnucka
nyHKT HacTtponku. OTKpoeTca HOBOE OKHO:

176

¢  HacTtpouku

OcHoBHOe

Agpec PERCo-WEB
http://172.17.0.127

.1 OTckaHupoBaTk C
L™~ NoMOoLLbH Kamepsbl

KOHTpONb BpeMEHH
ABTOMaTHU4YecKan
CUHXpPOHW3aLUWA

PeXxum perncrpavymu
Bepudnrkaums
OnoeelweHne
Bubpauywnsa

HaHHble

Bpemsa oTobpaxeHus
5 cekyHa

OkHo HacTpounku coaepXxuTt cnegyroLmne arieMeHTbl:

OcHoOBHoe:

— Appec PERCo-Web - none npegHasHayeHoO Afil  CMEHbI

C YCTaHOBITIEHHOW CUCTEMOWN BPYYHYIO;
— OTckaHMpoBaTb C NOMOLWLIO KaMepbl — Mone npegHasHavyeHo ANA CMeHbl agpeca
cepBepa C yCTaHOBMEHHOW CUCTEMOW C MOMOLLIbIO CKaHMpoBaHus kamepon QR-koaa;
— KoHTponb BpemeHM — npu ycTaHoBKe dnaxka B criyyae, ecnu npoxon CcosepLueH
He B paMkax BPeMEHHOM 30Hbl, Ha 3KpaHe cmapTdoHa OyaeT BbIBOAUTLCS COObLLEHne

«3anpem npoxoda. HapyweHue epemeHu»:

CoTpygHUK

3anpet npoxofa. HapylweHue BpeMerun

lMeTpos NBaH MBaHOBMUY

agpeca cepsepa
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— ABTOMaTUYeCKasa CUHXPOHM3aUUsA — MpU YCTaHOBKE (oniaxka AaHHble O npoxoaax
nepeaarTcs B CUCTEMY aBTOMaTUYECKU;

— Pexum perucTtpauum — BbinagaoLLmMii CNMCOK No3BonsieT BbiGpaTh Cnocob perncrpaumm
npoxoAoB. [oCTynHbl Creayolme BapuaHTbI:

o ABTomaTunyeckun Bxog — npu ycrtaHoBKke (pnaxka nNpuv NpUKNagbiBaHUK
naeHTudukatopa K TepMmumHany gopmupyetca cobbitne Bxog;
o ABTOomaTmyeckum Bbixoa — npu ycTaHoBke (pnaxka npu nNpuknagbiBaHUM

naeHTMdurkaTopa K TepmmnHany doopmupyetcs cobbiTne Bbixog;

o Bepudukauma — npu yctaHoBKe hnaxka aBToMmaTnyeckoe oopmMmpoBaHne cobbiTns
Oypet otcytctBoBath. OT onepatopa Oyaetr TpeboBaTbCA NPUHATL pPELLEHUE:
3aperncTpmpoBaTth BX0[, BbIXOA UMW 3anpeT npoxoda (oTMeHa).

e OnosBelyeHue:
— Bubpauma — npu ycrtaHoBke naxka OygeT BkOYEHO AyGrvMpoBaHME OMOBELLEHMS

Bnbpaumen TenecoHa.

e [laHHBbIe:
— Bpemsi oTobpaxeHuMa — napameTp Mo3BonseT BblIbpaTb BpeMs OTOOpaKeHus
NHGOPMaLMM O NPoXoAe Ha aKpaHe ycTponcTea. [JocTynHbI cneayowmue BapuaHThbl:
o 5 ceKyHa;

o 10 cekyHp;
o 30 cekyHp;
o 3aKpbiBaTb BPY4HYHO.

32.6. Anroputm paboTbl ¢ MOOUNbHbLIM TepmuHanom PERCo

Ona pa6otel ¢ MobunbHbim TepmuHanom PERCo HeobGxoaumo BbINONMHUTHL crnegylowme
JencTBus:

1.

B HacTpoiikax cBoero yctpowctBa aktmsupymnTte pexum NFC (TexHonornss 6ecnpoBogHou
BbICOKOYACTOTHOW CBA3W Manoro paguyca gevctsusd). lNpu nonbiTke 3anycka NpUnoXeHus
C BblKIlOYEHHbIM  pexxumom NFC  Ha cTapToBOM CTpaHuue nosiBuTcs  coobLueHne
«Akmusupytime NFC moOyrib».

3anycTtute npunoXxeHue PERCo.Peaucmpauyusi, HaKkaB Ha NKOHKY ,
KOTopas pacrnonoXxeHa B MeH0 MobunbHoro yctponctea. OTKpoeTcs OKHO ANns BBoAa agpeca
cepsepa.

Mpn HeobxoaMMOCTM HacTporTe HeobxoaMMble NapaMeTpbl AN MOOUIBHOro TepMMHana.

B uHTepdence cuctembl PERCo-Web B pa3gene E] «AQMUHUCTPUpPOBaAHME» OTKPOWTE
nogpasgen «KoHdurypaumsa» n nepengmte Ha BKnagky YCTponucTaa.

HaxmuTte KHonky Mo6unbHbLIN TepMMHaN 1 NpoBepbTe, YTOObLI MMS HacTpaMBaeMoro
TepMuHana otobpasunocb B cnucke NFC ycTponcTB. AKTUBUPYNTE YCTPOMCTBO C MOMOLLBIO

nepekrnovarens

B pasgene E «AgMUHUCTpUpoBaHMe» Ha Bknagke [MomeweHus wnn YcTpomnctBa
Bblbepute KoHTpomnep, wWabnoH [octyna KoToporo OyaeT Mchnonb3oBaTb MOOWIbHLIN
TepmuHan. B none NFC ycTtponcTBO BbibepuTe CBOE HacTpanBaemMoe YCTPONCTBO.

YCTPONCTBO rOTOBO K MCMOMNb30BaHMO. MOOWMbHbBIA TEPMUHAN MOXHO MCMNONb30BaTb ABYMS
cnocobamu:
o [1ns YTeHua KapTbl 4OCTyna:

— [ogHecuTe k TenedoHy KapTy AOCTyna COTPYyAHUKA.
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— OTKpoeTCcsa OKHO (BWMA OKHA MOXET MEHSATbCH B 3aBUMCMMOCTM OT BblGpaHHOro crniocoba
pexuma permcrpaumm):

Metpoe MBaH MBaHOBKY

= X

BbIX04 3AMPETUTb

9

BX04

o [1ns yTeHus LwTpnxkoaa:

PERCo.Peructpaums

2

ABTOMAaTUYECKUIN BXOA

MNogHecuTe naeHTUDUKATOP K CMapThOHY

— Haxmute Ha MKOHKY ONnA YTeHUA WTpuxkoaa .

— OTKpoeTcs kamepa cmapTdoHa C rpaHuLamMm st GOKYCMPOBKM Ha LUTPUXKOAE:

— MopHecute wWTpuxkod nopg o6racTb, BblAeneHHy 3eneHbiM. [locne 3Toro WTpuxkon
NpoYMTaAETCS aBTOMATUYECKMU.



PykoBoacTBO agMUHUCTpaTopa

33. TepMuHbI 1 onpeaeneHus

Antipass — @QyHKkuns cuctembl 6e30nMacHOCTM, 3aKr4allWasca B KOHTPOne MOBTOPHOro
npoxoxaeHuns (pernctpaumm) yepes ogHo Kr B Tom ke HanpasneHun. [Ansa koHTponnepos PERCo
CT/L14, CT/L14.1, CT/L14.1P, CT/L16DINP, CL15, CL15.1, CL15.3, CL15.7, CR11, CT13,
CL211.3, CL211.9, CR02.9 otcnexuvuBaeTcsl MOBTOPHOE MPOXOXOEHME OOHOrO U TOrO Xe
COTpPyAHVKA, BHE 3aBUCMMOCTM OT NPEeAbsBNEHHOW U3 3aKpenneHHbIX 3a HWUM  KapTbl
poctyna / vgeHtudpumkaTtopa. [Onsa koHtponnepos PERCo CT03.2, CT/L04.2, CR01.2, CR01.9
OTCrexXuBaeTCHa NOBTOPHOE NpeabsaBreHne OOQHOM 1 TOW e KapTbl 4ocTyna / naeHtudukatopa, BHe
3aBMCUMOCTM OT 3aKpPENNEHHOro 3a Her COTpyAHMKa.

Global Antipass — dbyHKUMA cMCTEMbl 6€30MacHOCTH, 3aKnoyvaoLasicsl B KOHTPOE 30HaNbHOCTH
noeHTudmkaTopa, To eCTb (PYHKUMS KOHTPOMNS HapyLleHWr NocrnefoBaTeflbHOCTM NPOXOXOEHUS
(peructpauun) yepes KIlM ¢ yyetom HanpasneHusa npoxoaa. [locnegoBaTenbHOCTb NPOXOXAEHUS
KM onpegensieTca B3auMHbIM pacrnosioXXeHNeM NPOCTPAHCTBEHHbIX 30H C Y4€TOM MX BIIOXKEHHOCTM
(kak Nnpumep, HeNb3s BOWTK B MOMELLEHNE, HE BOWAA B 30aHNE).

Aemomamu3upoeaHHoe paboyee mecmo (APM) — nporpaMMHO-TEXHUYECKUI KOMIEKC,
npeaHasHa4yeHHbI  ONa  aBToMaTu3aumm OesTenbHOCTM  onpegeneHHoro Buga. Coctout
n3 paboyero mecrta onepartopa (Ha yganeHHom [1K), kOoTopomy aaMWHUCTPATOPOM CUCTEMbI
Bbl4aHbl MOTHOMOYUS Ha JOCTYN K pa3genam u nogpasgenam MO cuctembl.

Basa OdaHHbIx (B[1) — opraHn3oBaHHas CTPyKTypa COBMECTHO MCMOSb3yeMbIX AaHHbIX CUCTEMbI.
B B[] cucteMbl XpaHATCA: HOMepa KapT AO0CTyna, nepcoHanbHble AaHHble nofnb3oBaTtenen, npasa
JOoCcTyna KapT, peructpupyemble YCTpONCTBaMuM cuUCTeEMbl cobbits n T.4. B[ pacnonoxeHa
Ha cepBepe cucteMbl. Pabota ¢ Bl ocywecTtenseTtca us MeHepxepa PERCo-Web.

Brnok uHdukayuu — npeacTtaBnseT cobon COBOKYNMHOCTb CBETOAMOAHBIX UNWN NUKTOrpadon4eckmnx
nHaukaTopoB Ans oTobpaxeHus coctoaHus WY u/ unu yctaHoeneHHoro PK[ B HanpasneHwu
OHOro 13 cumTbiBaTENEen. Brnok nHamkaumm MoxeT OblTb BCTPOEHHBIM B CYUTbIBATENb, KOHTPONNEp,
CTOMKY TypHUKeTa, 3l unm BbIHOCHLIM.

Bepugpukayusi — npouenypa NOATBEPXKAEHUS nMpaB MNpeabsBleHHON KapTbl C  MOMOLLbO
Bepudmumnpytoero  yctponctea. [llogtBepxaeHne MOXET MPOU3BOAUTLCS  aBTOMaTUYECKU
(KOHTpONNEePoOM, KapTONPUEMHUKOM) UK BpyYHYyto onepatopom (¢ MAY, kHonkn Y, komangsl M0O).
Bepudmkaumss onepatopoM MpPOU3BOAUTCS Ha OCHOBE BM3YanbHOrO CPaBHEHWS BHELIHOCTU
nonb3oBaTtens KapTbl ¢ oTorpaduen, xpaHawencsa B B cuctemsl U BbIBOANMON HA MOHUTOP
npu NnpegbaBreHnn KapThbl.

BudeookHO — naHenb paboyer obnactu pasgena, Ha KOTOPOW B peXunMe pearibHOro BpeMeHMU
oTobpaxatoTcs kagpbl C MNOAKMOYEHHbIX K cucteme |IP-Buaeokamep, 3apaHee yKa3aHHbIX
npwu KOHMrypauum ToukM Bepudukauuu.

Ndenmugpukamop — HeKOTOpoe YCTPOWCTBO WM MpU3HaK, MO KOTOPOMY onpegensercs
nonb3oBartenb. Kaxabii ngeHTudmkaTop xapakrepusyeTcsi onpeaeneHHbiM YHUKanbHbIM KOLOM.
B kauectBe wngeHTUpmkatopa B CUCTEME MCNONb3YHOTCA OECKOHTaKTHblE KapTbl (hOpMaToB
EM-Marin, HID wn Mifare, a Takke GuomeTpumyeckme uaeHTUMKATOPbI (OTNeYaTKn nanbLeB,
WabnoHbl NagoHn, WabnoHbl nuua).

UcnonHumenbHoe ycmpolicmeo (Y) —  ycCTpOMCTBO, OrpaHuMuMBaiollee  OOCTyM,
HanpuMep, TYPHUKET, KanuTka, ABEPHON 3aMOK, wnarbaym u T.n.

Kapma Qdocmyna — OGecKOHTakTHasi NnacTMKOBasi SMEKTPOHHasi KapTa (SMEeKTPOHHbLIN KIikoY),
C MOMOLLbKD KOTOPOM OCYLLECTBNSETCAa uaeHTudukauma nonb3oBatens. KMwveet pasmepsbl
KpeauTHOM KapTbl (MOXET UMEeTb U Apyrne UCMOSHEeHWs, K nNpuMmepy, B Buae GpenokoB u ap.).
B kapTe goctyna 3akniodeH 4Yun C YHWKanbHbIM YMCOBbIM KOgoM. He TpebyeT BCTpOeHHOro
NCTOYHMKA MUTaHWS, YTO AenaeT CPOoK CNyxObl KapTbl NPaKTUYECKN HeorpaHMyeHHbIM. B cucteme
ucnone3yTcsa kapTel opmatos HID, EM-Marin, Mifare.

KomuccuoHupoeaHue docmyna — npoueaypa NOATBEPXKAEHUS MpaB NPeabsBNEHHON KapTbl
NoCpeaCcTBOM NpeabsiBreHnst BTOPOW, KOMUCCUOHUPYHOLLLEN, KapTbl.

Konmponnep (cuctembl) —  YyCTPOWCTBO, yMnpaBfdlollee cuctemon  BGesonacHocTn
unun ee anemeHTamun. Ha 6ase koHTponnepa opraHmadyetca KIr.

O6HoenneHue ecmpoeHHo20 10 — ans o6HoBNeHUs BcTpoeHHoro MO 1 hopmaTnpoBaHnst NaMsaTK
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KOHTPOMMEPOB CUCTEMbI WUCMOMnb3yeTca nporpamma «llpowusamenby. [MporpamMma BmecTe
¢ channamm NpoLLMBOK BXoANUT B cocTaB «BHympeHHee 10 ("npowuska”) koHmposnnepos PERCoO».
AKTyarnbHYy0 BEPCUIO MpOorpaMmmMbl MOXHO 3arpy3unTb C caiiTa KOMMNaHUM WWW.Perco.ru.

lMonHomMmoYusi onepamopa — npaBa Ha [OCTyn K pasgenam v nogpasgenam 1O cuctemsl,
BblaaHHble onepaTtopy APM agMmHucTpaTopom cnuctemsl. icnonb3ysa ponu onepartopa, BblgarTcs
NMOMTHOMOYMS Ha: NOMeLLEeHNs, nogpasaeneHns, AOMKHOCTH, rpadoukm paboThl, WabnoHbl 40CTyNa,
WwabnoHbl NPOMyCcKOB, KOHTPOMNEpPbl, Kamepbl, BUaeocepBepbl, WabnoHbl BepuduKkaumm, nnaHbl
NMOMeLLEHUI.

MpocmpaHcmeeHHasi 30Ha — 4acCTb TeppuTOpUM OGbeKTa, MepecedeHve rpaHuL, KOTOpOi
OCYLLIeCTBISIETCA TONMbKO Yepe3 crneumanbHo obopyaoBaHHble KM ¢ npeabsiBrieHvem kapT
AocTyna.

PacnpedeneHHas cucmema (pexxum mysbmucepeepa) — pexum paboTtbl cuctembl PERCo-Web,
npu KOTOPOM CeTb MPeanpuATUs pasgeneHa Ha cerMeHThbl, paboTawlwme C LeHTpann3oBaHHOM
©a301 gaHHbIX, 4515 NOBbILEHUS 0TKa30yCTOMYNBOCTUN paboTbl CUCTEMBI.

Pexxum konmponsi docmyna (PKL) — pexvM (OyHKUMOHUPOBAHWUSA CUCTEMbI UMW OTAENbHON ee
yactTm  (koHTponnepa, cuuTbiBaTens), Hanpumep, PKO  «Omkpbimo»,  «3akpbimoy,
«KoHmpornb» v T.4.

Ce2meHm — B Ka4yecTBe cermeHTa B pacnpegeneHHon cucteme PERCo-Web moxeT BbiCTynatb
rpynna KOHTpONnepoB, cunuan npeanpusatva u np. [eneHne Ha CermMeHTbl pekoMeHayeTcs
ANA CHWKEHWST HAarpy3KnM Ha CUCTEMY MpU UCNONb30BaHMM BOMbLLIOro KONMYecTBa KOHTPOMNEPOB.

Cucmema koHmponssi u ynpaeneHuss 0docmynom (CKY[) —  COBOKYMHOCTb
nporpamMmmHoO-annapaTHbIX CpeacTB, obecneuynBalOLLMX OrpaHuUYeHve u yyeT AocTyna ngen
(TpaHcnopTa) Ha 3agaHHOM TeEpPUTOPUM.

Cyumbieamesib — YCTPOWCTBO, NpeaHasHayYeHHoe AN CYMTbIBAHUS HOMepa KapTbl AocTyna
1 nepenayn 3Toro HoMepa B KOHTPONEp ¢ Lenbio naeHTudukaumm nons3oBartenei B CUCTEME.

AnekmpoHHasi npoxodHas (3l) — cepuiiHoe usgenue, npeacraensowee cobor COBOKYNHOCTb
nporpaMMHbIX 1 annapaTHbIX CpeacTs Ansa opraHmsauumn ogHoro KM ¢ KoHTponeM NpoxoaoB B ABYX
HanpasneHusix. B 3l Bxogatr: WY (TypHuKeT) cO BCTpPOeHHbIM KOoHTponnepom CKY[,
aBa cuutbiBaTensa u MO.
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MpunoxeHune 1. lMpumepbl NOCTPOEHUA PabOTbl CUCTEMDI
pacnpeaeneHHbIX cepBepoB

1. HacTtpomka pacnpeneneHHowu CUCTEMbI pennukaumu 6a3 AaHHbIX
C UCNOJIb30BaHMEM CTOPOHHEeN yTunutbl Ha 6a3e MO SymmetricDS

1. Ha ogHom un3 cepsepos PERCo-Web cospnaiite 6a3y JaHHbIX.

2. Ortkponte Bknagky PesepBHble konuu wu norn MeHedxepa PERCo-Web, cospante
N COXpaHUTe pe3epBHYI KONuK co3gaHHon Bl.

3. OrtkponTte Bknagky OnacHasa 3oHa B MeHedxepe PERCo-Web v ckayanTe CeKkpeTHbIN KoY.

CeKpeTHbIA KNtoY

U - -

3arpysuTb Ha CepBep CeKpeTHbIA KoY X BobiGepuTe daiin

4. CekpeTHbIN KN4 HeobXoaAMMO pacnpocTpaHUTb Ha BCe oOcTanbHble cepBepa. ObGpaTtute
BHMMaHME, 4YTO Ha Bcex cepBepax PERCo-Web pomkeH ObiTb 3arpy)KeH oguvH M TOT Xe
CEKPETHbIN KITHOY.

5. [nsa koppekTtHomn paboTel [N1O SymmetricDS yctaHoBuTE Ha BCe cepBepa (cermeHTbl) Java SE
Development Kit (Open JDK). YTunuty MOXHO cCkayaTb C oduumanbHOro cawra:
https://www.oracle.com/java/technologies/downloads/#jdk17

6. Hactponte ytunuty ana NO SymmetricDS.

Onsa ynpoweHua pabotbl ¢ MO SymmetricDS Bocnonb3ynWTechb crneuvanbHON YTUIUTOMW,
poctynHon no  ccbinke:  https://github.com/percodev/symmetric-simple-config/releases.
Bbibepute apxuB nog OnepauMoOHHYI0 CUCTEMY, Ha KOTopon YyctaHoBrieH PERCo-Web:
symmetric_win.zip gna OC Windows, symmetric_linux.zip ans OC Linux.

MNocnepoBaTenbHOCTb YCTAHOBKM YTUIUTDI:
1) Pacnakynte apxvB 1 OTKponTe nanky symmetric.

Ess

Kran JaTa nzmeHeHnA Tun Pazmep
syrnrmetric_win 08.11.2021 15:36 Manka c gainann
[ jdk-17_windows-x64_bin 25.10.2021 13:43 Mpunoxedne 155 675 Kb

2) Ina KOpPpPEKTHOM CUHXpOHM3aumn 6a3 gaHHbiXx B danne config TpebyeTtcss npaBusbHO
onucaTb HaCTPOWMKM BCEX CEPBEPOB.

Fat

Mran Jata namenenmnn Tun Pazmep
FESoUrces 27.08.2021 17:00 Manka c daidnanm

:J config 27.08.2021 13:55 Mapametpel Ko, 1KE

O pw_symmetric 30.08.2021 3:54 Mpunoxerne 32 T14 KB

3) HacTtporiku BknovatoT cneayoLwime napameTpbi:

e [InuTenbHOCTb OTMPAaBKM M MONyYeHUs AaHHbIX (pekomeHaoBaHo ycTaHoBuTb 10000
MC).

¢ HawnmeHoBaHwue cepBepa Master. HanmeHoBaHne OOMKHO BbITh YKka3aHO Ha naTuHuUe
B hopmaTe [master.masterServerName]. Hannune kntoueBoro cnoea master 4o TOYKN
obsasarenbHo. Kaxgoe HanmeHoBaHWe OOMKHO ObITh YHUKANbHbIM.

¢ HanmeHoBaHusa cepepoB Slave. HaumeHoBaHne JOMKHO ObITh yKa3aHO Ha natuHuue
B dopmaTe [slave.servername]. Hanuume «knioyeBoro crnoBa slave [0 TOYKK
obsasarensHo. Kaxgoe HanmeHoBaHWe OOMKHO ObITh YHUKANbHbLIM.
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4)

6)

7)

8)

o [lopTbl cepBepa Master n cepsepoB Slave (BblOpaHHble MOPTbI AOMMKHbI ObiTb
cBo60OaHbI)

e BHewHun IP-agpec unu gomeHHoe ums (cepBep AOMKeH ObiTb AOCTYNEH OCTanbHbIM

cermeHTam ceTn);

Hassanue B[;

Maponb none3oBaTtensa b[M;

Mma nonb3oBatens B[;

Mopt BL. CtaHgapTHbii nopt MySQL - 3306. [lMpu wucnonb3oBaHun MySQL,

koTopbIv noctasnsetcs B Windows-sepcun PERCo-Web, ctaHgapTHbIi nopTt — 49001.

llpumeyaHue:

NMommmo HacTpoek cepBepa Master, B canne config Takke Heobxoaumo onucatb
napameTpbl BCeX CerMeHToB Slave. Y4YTuTe, 4YTO KOMMYECTBO CErMEHTOB [OIMKHO
COOTBETCTBOBATb KONMM4YeCTBY cepBepoB cucteMbl PERCo-Web.

-
ran [ata nzmeHeHna Tun

37.08.2021 17:00

resources 27.08.2021 17:00 Manka c dainamm

tmp _|
122 config Taiin  [lpaska ®Qopmatr Buag Cnpaska
O pw_symmetric job.push.period.time.ms=10000

job.pull.period.time.ms=12000

[master.masterDirect]
server.port = 8891
server.host = '172.17.0.144"
db.host = "localhost’

db.name = 'perco’
db.password = '1°
db.username = 'root’

db.port = 498681

[slave.Acer]
server.port = 8891
db.host = "localhost’

db.name = ‘perco’
db.password = '1°
db.username = 'root’

db.port = 498081

Mo 3aBepLlEeHMM pegaKkTUPOBaHWS COXPaHUTE N3MEHEHMS N 3akponTe dann config.
3anyctute  ytunuty  reHepauum  HacTpoek  SymmetricDS:  pw_symmetric.exe
ans OC Windows, sudo ./pw_symmetric ana OC Linux.

BHumaHue!

YTUnuTy reHepaumn HacTpoek SymmetricDS HeoGxoauMo 3anyckaTb OT  UMEHM
agMuHUCTpaTopa.

Pesynbtatom paboTbl yTMnuTbl ABRAsSieTCs nanka tmp. BHyTpu tmp HaxoasTcs nanku,
Ha3BaHWSA KOTOPbIX COOTBETCTBYHOT YKa3aHHbIM B dpaiine config HauMeHoBaHMSIM CEPBEPOB.

» symmetric_win * tmp >

ran [ata nameHeHua Tun Pazme
Acer 08.11.2021 15:37 Manka c dainamn
masterDirect 08.11.2021 15:36 Manka c dainamn

Manky cepsepa Master Heo6xoQnMMo OCTaBUTb Ha TekyLlem (OCHOBHOM) cepBepe, a narku
cepBepoB Slave cKonMpoBaTb Ha Kaxabli CErMEHT (cepBep).

HacTponTe aBTOMHKpPEMEHT Ans Kaxagoro cermeHta (cepsepa) B MySQL, ans aToro
nepenaute B nanky symmetric COOTBETCTBYHOLLIErO CErMeHTa M B narnke engines OTKpouTe
dann insert.sql:



PykoBoacTBO agMUHUCTpaTopa

symmetric_win * tmp * master * symmetric-server-3.12.11 ¢ engines w
o
MraeHn [aTta nimeHeHNA Tun
| | insert.sq| 20.07.2023 17:47 @an "SOL

-

| | master.properties 26.07.2023 17:45 aiin "PROPERTIES

9) B oTkpbiToM dhanne ckonupynte criegyrowmne CTpoku (umdpbl MOryT OTAMYaTbhCs
B 3aBMCMMOCTM OT KONIMYECTBA CErMEHTOB):

o SET @@auto_increment_increment=3; (obwlee 4Mucno CermMeHToB, B JaHHOM Cly4yae
paBHsieTca 3)

e SET @@auto_increment_offset=1; (nopsgkoBbIi HOMeEp cermeHTa, B AaHHOM crny4vae
paBHsieTca 1)

ownlo mmetric_winitmpimast rmmetric-server-3.12.1T\engines\insert.sq|
File Edit Selection Find Wiew Gote Tools Project Preferences Help

4  insertsqgl

insert into sym_trigger_ router
(trigger_id,router_id,initial load order,last update time,

10) OTkponTe dann KoHdurypauun MySQL B nanke ¢ yctaHoBneHHbiMu cbannamm PERCo-Web
(no ymonyanuto ato C:\Program Files\PERCo\PERCo-Web2\mysql\my.ini).

11) B oTkpbiTOM cbanne B 6noke [mysql] BCTaBbTe CKONMPOBAHHbIE CTPOKW, yaanuBe B Havane
«SET @@» v B KOHUE TOYKYy C 3andaATton «;». [Ons gaHHOro npumepa CTPOKA MpUMyT
cnegyoLwnim Bua:
auto_increment_increment=l
auto_increment_offset=fi

[

my.ini
Dain MzmeHnTb MpocmoTp

[mysql]
no-beep

# default-character-set=

SERVER SECTION

The feollowing options will be read by the MySQL Server. Make sure that

you have installed the server correctly (see above) so it reads this

server_type=3
mysqld]

#
#
#
# file.
#
#
[

auto_increment_increment=3
auto_increment_offset=1

# The next three options are mutually exclusiwve to SERVER_PORT below.

12) CoxpaHuTte cain n nepesanyctute cnyxby MySQL.
13) MNMoBTopuTe N. 8-12 Ansa Kaxxgoro cermeHTa (cepsepa).
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7. YctaHoute NO SymmetricDS:
1) Mepengute B nanky symmetric-server-3.12.11 Ha cepBepe Master n 3anyctute tpebyembliii
dann: install pna OC Windows, sudo bash ./install.sh pna OC Linux.

i BHumaHue!
— 3anyck canna gormKkeH Npon3BoanTLCA No4 NnpaBaMn agMUHUCTpaTopa.
lpumeyaHue:

3anyck chavna MOXHO MpPOM3BECTM C Mnomolbd MHCTpyMeHToB Windows PowerShell.
[ns atoro B komaHgown ctpoke Windows PowerShell Beegute .\instal.bat.

databases Manka c dainamn
engines
lib

Manka c daiinamn
Manka c gaiinamn
logs Manka c dainanm
patches Manka c dainamn

samples Manka c daiinamn

security

tmp
web
=| change-log
= install
_| install.sh
o start
| start.sh

smpmi

2) [pousBeanTe aHanNornyHbl Habop aencTeun ¢ annom install Ha Kaxxgom cepeepe.
3) [lo 3aBepLueHMn yCTaHOBKM pabovee OKHO KOMaHAHOW CTPOKM aBTOMaTU4ECKM 3aKpoeTcsl.
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8. 3anyctute NO SymmetricDS:
1) lMepengute B nanky symmetric-server-3.12.11 Ha cepBepe Master n 3anyctute Tpebyembin
dann: start pna OC Windows, sudo bash ./start.sh pns OC Linux.

BHumaHue!

3anyck canna gormKkeH Npon3BoanTLCA No4 NnpaBaMn agMUHUCTpaTopa.
lpumeyaHue:

3anyck chavna MOXHO MpPOM3BECTM C Mnomolb MHCcTpyMmeHToB Windows PowerShell.
[ns atoro B komaHgowm ctpoke Windows PowerShell BBeaute .\start.bat.

symmetric win » tmp > masterDirect > symmetric-server-312.11 » v O Monck: symmetric-server-3.12.11

-~
Ana [ata nsmMeHeHNA Tun Pazmep

bin

conf

Manka c daitnamn

Manka ¢ daiinarmn

databases Manka c daitnanm
engines 08.11.2021 1537 [Manka ¢ dainamu

lib B CA\WINDOWS\system32icmd.exe — m] X

logs C - - Starting Monitor on periodic schedule: every 600@@ms with the first run at 2821-11-88T
patches £
samples
security
tmp
web

-| change-log
install

| install.sh
start

| start.sh

metric propert
teTime: “"Mon

- RouterService - Routed 2 data events in 473 ms

2) AHanormyHblin Habop penctBui ¢ cannom start HEOHGXOAMMO MPOM3BECTM HA KaKOOM
cepBepe Slave.
PekomeHgyemas nocrnenoBaTtenbHOCTb AENCTBUNA:
e 3anyctute cepBep Master,
o Oxunpante 3aBepLlEeHNs 3anycka;
e 3anyctute cepBepa Slave. PekomeHayeTcs 3anyckaTb cepepa no ovepeau;
e Oxupante 3aBepLUEHNs 3anycka 1 yCTaHOBMEHMSA CBSA3M C cepBepom Master.

3) lMpn «KoppekTHOM paboTe pexuma pennukauun B B okHe OygeTr oTobpaxaTbca
AnUTenbHOCTb 0OMeHa JaHHbIMW.

4) [Ona HacCTpOWKM CErMEeHTOB U KOppeKTHOM paboTbl pexuma pennukaumn B paboyne okHa
danna start Ha cepBepax Master n Slave pomxHbl ObiTb 3anyLLleHbl Bcerga.

lpumeyaHue:
B cnyyae 3akpbiTna ogHoro u3 channos start CMHXpOHM3aUnsa gaHHbIX OyAeT notepsiHa.
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9. Cospgante cermeHTbl B MeHegkepe PERCo-Web:
1) Ortkpoiite meHedxep PERCo-Web wn nepeinigute Ha Bknagky Hactpowmku. Ha naHenu
PacnpepeneHHas cuctema akTUBMpPYWTE peXnmbl MynbTucepaepa n pennukauum B/.

PacnpefgeneHHas cuctema

Pexnm myneTucepBepa

@
@

Pexwvm pennukauuu B,

CerMeHT M

[efCTBIA C BbIGPAHHbIM CErMEeHTOM
FEII.BI(IHPOBETI: CerMeHT Yaanntb cermeHT

2) C nomowpto kHOMkM [o6aBUTb CermMeHT Bbi3oBUTE OKHO [lobaBneHue cermexTa.
Cospavite cermeHTbl Anga cepsepoB Master n Slave.

[o6aBneHne cerMeHTa

ma cermeHTa MaBHbIA oKc

XocT 172.17.0.144

SIS

3) Bblbepute cermeHT cepBepa Master OCHOBHbIM C NMOMOLLbIO KHOMKN CaenaTb OCHOBHbIM
CermMeHToM.

lpumeyaHue:
0 lMocne BblIGOpa OCHOBHOrO cermeHTa Heobxogumo nepesanyctuTb CepBep CUCTEMbI
n Web-cepBep.

3akpenneHne BbIOPaAHHOrO CEermMeHTa 3a CepBepOM [LOIHKHO MPOMCXOAUTb Ha TOM Xe
cepBepe, KOTopbIN Heo6XoaUMO NPUBA3aTh.

4) B cny4ae HapyweHuss paboTbl OQHOMO W3 CErMeHTOB, ApyrMe CerMeHTbl npogornkat
dYyHKUNOHMpPOBATb.
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2. HacTtpouka pacnpegenéHHOW CUCTEMbl C UcCNONb30OBaHUEM ob6wen 6a3sbl
OaHHbIX

1. Ha ogHom n3 cepBepoB PERCo-Web cospainte 6a3y AaHHbIX.
2. Ortkponite Bknagky OnacHas 3oHa MeHedxepa PERCo-Web 1 ckayaiiTe CEKPETHbIV KoY.

OnacHas 30Ha

CeKpeTHBIA KoY

‘CKauaTk CEeKpPeTHbIi KN4

3arpysuTb Ha CepBep CEKPETHbIA KMKU X BoiGepure dain

3. PaCI'IpOCTpaHVITe COXpaHeHHbIﬁ CereTHbIVI KoY Ha BCe ocTaslbHble CermMeHTbl. B utore
Ha BCeX cepBepax AoJmKeH ObITb 3arpy>xeH oanH 1 TOT Xe CEKPETHBDIN KITHOM.

4. TlogknoumTecb Kk co3gaHHon B[l ¢ ocTanbHbIX CErmMeHToB, YyKkasaB XOCT, MOpT,
UMms nonb3oBaTtens, naponb W HasBaHue B[ Ha Bknagke HacTtpowkn MeHedxepa
PERCo-Web.

HacTpoiika nogknto4esus b

Xoct 172.17.0.235
Mopt 3306
MNonbsoBatens root

Mapons 123456

O6paTtuTte BHUMaHUe, 4TO ANA KOPPEKTHOM paboTbl AaHHOro pexunma Ha Bcex cepepax PERCo-
Web pomxHbl 6biTb yCTaHOBIEHbI OAMHAKOBbLIE HACTPOMKN NoAKMtoYeHns b,

lMpumeyaHue:

u Monb3oBatens MySQL gomkeH obnagatb npaBamu nogknoveHnst K B co Bcex xocToB,
roe yctaHoeneHbl cepeepa PERCo-Web.

5. Otkponte meHeOxep PERCo-Web v nepengute Ha Bknagky Hactpomku. Ha naHenu
PacnpepeneHHas cuctema akTMBMpYMUTE peXnM MyrnbTUcepBepa.

PacnpefeneHHas cuctemMa

Pexum MynbTucepBepa ()

Pexum pennukaummn B,

Germer M

[ecTeNsA ¢ BbIGPaHHBIM CErMeHTOM
PEMIKTVIFGETI: CEerMeHT yﬂﬂﬂ“]’h CermMmeHT

6. C nomoubio kHOMkM [lo6GaBUTL cerMeHT Bbi3oBUTE OKHO [lobaBneHune cermeHTta. Cosgante
cermeHTbl ans cepsepoB Master n Slave.

7. Bbibepute cermeHT cepBepa Master OCHOBHbIM C MOMOLLbO KHONKM Caenatb OCHOBHbIM
CErMeHTOM.

lpumeyaHue:

u MNMocne BblIGOpa OCHOBHOrO cerMeHTa HeobxoauMmo nepesanyctutb CepBep cUCTeMbI
n Web-cepBep. 3akpenneHue BbIOpaHHOTO CErMeHTa 3a CepBepOM AOMKHO NPOUCXOAUTL
Ha TOM e cepBepe, KOTOpbI HEOBXOAMMO NPUBA3ATH.

187



Cuctema koHTponsa n ynpasnenus goctynom PERCo-Web

MpunoxeHune 2. Peanusauusa MHOroypoBHeBOW Bepucpmkaumum

B cucreme

npeaycMoTpeHa BO3MOXHOCTb MHOrOypOBHEBOW

Bepudmkaumm

COTPYLHUKOB

n nocetuteneil. PaspelwleHne Ha npoxon OyaeT BblAaHO TONbKO MNOcne nocnenoBaTenbHoro
noaoTBEPXKAEHMST COTPYAHUKOM WM MoceTuTernem npae AOCTyna Ha KaXgom YpoBHEe. YpPOBEHb

Bepudmkaumn onpenensieT o4epeaHoCcTb 3anycka Tuna sepudukaumm. BoamoxHo BbibpaTb OT 1
00 4 ypoBHen Bepudukaumnn.

[ns Toro, 4Tobbl 3agaTb MHOrOYPOBHEBYIO BEpUdMKaLMIO:

1.
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Mcnonb3ya naHens HaBuraumm,
«AAMUHUCTPUPOBaHUEY.

nepengnuTe B noapasgen

«KoHdurypauus»

pasgena

B paboyen obnactn cTpaHuubl BblAENUTE KOHTPOSNEP WKW UCMNOMHUTENbHOE YCTPOWCTBO,
OnNs1 KOTOporo 6yaeT NPoM3BOAMTCHA KOHUIYPUPOBaAHNME MHOrOYpPOBHEBOW BepUUKaLN:

Haxm

Kondmrypauma

MomeweHna

JNroGoi Tun

CocToanne ycTpoicTe

nTe KHOMKY

Cobeimia

— O6wue napaMeTpsl

- E] Xonn

-

(
(
(
(

KonTpoanep CTL14.1

“.:; JleycTopoHHWA 2aMok W21
“.:; JleycTopoHHWA 2aMok NE2
“.:; JleycTopoHHWA 2aMok NE3

“.:; JleycTopoHHWA 2aMok W24

B Kopuaop

- M rs
®
®

Bouan 30Ha
Koutponnep CL15.7

Koutponnep CL15.1

PERCo-Web

a6 noHe! kKamep

[HekoHTpOAMpPYEMEA TER..—V]

[HekoHTponnpyeman Tep...—xxx]

[HekoHTponvpyeman Tep...—verif50]

AsMmuHWCTpaTop d

Cucrema

CTpaHuua, oTpaxakllada Ha3BaHE KOHTpoJIJ1epa Ui UCrosfTHNTENbHOIO yCTpOVICTBa.

PepaktupoBaTb Ha MaHenu WMHCTPYMEHTOB cTpaHuubl. OTkpoeTtcs

B oTKpbiBLIEMCS OKHE nepenguTe Ha Bknagky HanpaBneHue. B paboyen obnactu Beibepute
Bknagky Bepudmkauus -> YpoBHU:

Kondurypauma

(8 Kontponnep CL15

Hassanue

Koutponnep CL15.7

Cerment

Xonn

Buixog nz

HexoHtpoanpyemas Teppuro... @

Bxoae

He subparo

Crmcox NFC ycrpoiicre

Cets

PazHoe

My

Hanpaenerue

3awwmTa o1 Nepeaaum
naeHtTudukatopoe COTPYIHWMKOB
(Antipass)

3aluMTa oT nepeaaqn
WaeHTMG MkaTopos MOCETUTENEN
(Antipass)

KCOHTPO/IE BpeMeHH AnA
wnaeHTudukatopoe COTPYIHMKOB

KeHTpo/ib BpeMenm ana
WaeHTMG MkaTopos MOCETUTENEN

Bepudukauma
Komuccnonmposatne

Mzbimate naeHTHOMKATORE!
NOCETUTENEN

MoaaepxKa KapTONpUeMHHKa ANA
WaeHTMG MkaTopos MOCETUTENEN

Codr

YpogeHs 1

Cogr

CotT, ecAn NoaKNUeH

nay

BBY

BBY2

BBY3

MAY eeibopouro
BBY s160p0uHO

BBY2 eniopouto

BBY3 enibopouto

CueTumk npoxodos

AnkoBapeep

Ankobapeep enlBopouso

YpoeeHb 2

Coor

PERCo-Web

BEPHYTLCA K CIIHCKY

nay BBY Cutumi

Agmunnctpatop ()

AnkoBapsep

KomaHabl Ana ycTpoiicTBa
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PykoBoacTBO agMUHUCTpaTopa

5.

Bbibepute Tunbl BepuduKauunm aOns COOTBETCTBYHOLWMX ypoBHeW. [lpumep napameTpoB
A5 MHOrOypoBHEBOW Bepuukaunn:

YpoBseHb 1 YpoBeHb 2 YpoBeHb 3 YpoBeHb 4
Copr Cogr Copr Copt
Codt, ecam nogknoueH Codt, ecnm nogkntoueH Cobt, ecnm nogknkoueH CodT, ecnu nogknoueH
nay nay nay nay
BBY BBY BBY BBY
BBY2 BBY2 BBY2 BBY2
BBY3 BBY3 BBY3 BBY3
NAaY eeibopoyHo MNA4Y seibopoyHo MNA4Y eeibopoyso MA4Y eeiGopoyro
EBY eribopouHo EBY eribopouno EBY eriBopouko EBY eriBopouko
BEBY2 emibopouro BEBY2 eniBopouro BEBY2 emiBopouno EBY2 eniBopouno
EEY3 ewiBopouno BEY3 eniBopouno BEY3 exiBopouno BEY3 exiBopouno
CueTumK NpoXomos CueTumK NPoOXOL0B CueTumMK NPoOXoA0s CueTuUMK NPOX0A0E
AnkoBapeep AnkoBapeep AnkoBapeep AnkoBapeep

AnkoBapeep BeiBOpoYHO AnkoBapeep BslBOpoUHo AnkoBapeep BslBopouHo AnkoBapeep ERIBOPOUHO

BbibpaHbl crnegytowme napameTpbl:

e YpoBeHb 1 — BBY;

e YpoBeHb 2 — BBY2;

e YpoBeHb 3 — BBY3;

e YpoBeHb 4 — CochT, ecnu nogkntoyeH u MNAay.

HaxmuTe nooyepenHo KHOMKM CoxpaHuTb U3MeHeHus B YCTPOWCTBO
1 BepHyTbCs K cnucky. CTpaHuua KOHTponnepa Mnu UCMONHUTENbHOrO YCTponcTBa OyaeT
3aKpbiTa, HACTPOVKM COXPaHEHDI.

Tenepb npuv npoxode cOTpyaHUKA wnn nocetutens OyaeT 3anyckatbcs Bepudukaums

B cnegytowem nopsiake:

e YpoBeHb 1 - BBY;

e YpoBeHb 2 — BBY2;

e YpoBeHb 3 — BBY3;

e YpoBeHb 4 — Ha BbI6op Nnb6o Bepudmkaumsa yepes Codt, ecnu nogknroveH, nmudo MNMAOY.
Ona ycnewHon Bepudmkaumm 6GyoeT [OCTAaTOMHO paspelleHns OT OA4HOro u3 Tuna
BepMdUKaLmm 0gHOro ypoBHS.

lpumeyaHue:

Ona ankotectepa «Ankobapbep», WHTETPUPOBAHHOrO B CUCTEMY, MpPenyCMOTPEHbI
oTAenbHble TUNbI Bepudmrkaummn: Ankobapbep 1 Ankob6apbep Bbl6opo4HO. [1ns gpyrnx
MOZENen ankoTecTepoB ncnonbaynte Tmn sepudukaunn BBY, BBY2 nnn BBY3.
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000 «[M3PKo»

Call-ueHTp: 8-800-333-52-53 (becnnaTHO)
Ten.: (812) 247-04-57

[MouToBbLIN agpec:
194021, Poccus, CankT-lNeTepbypr,
[MonutexHuyeckas ynuua, gom 4, kopnyc 2

TexHuyeckas nogaepxka:
Call-ueHTp: 8-800-775-37-05 (6ecnnatHO)
Ten.: (812) 247-04-55

system@perco.ru - CICTEMbl KOHTPOMNS AoCcTyna

turniket@perco.ru - TYpHUKETbI N OrpakaeHus

locks@perco.ru - 3N1IeKTpoOMEXaHNYEeCKUE 3aMKU

barrier@perco.ru - wnarbaymbl, cuctema napkuHra

WWW.perco.ru
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